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PREFACE

The Importance of Information Security is well known In various engineering fields.
Overwhelming response 10 our books on various subjects inspired us to write this book.
The book Is structured to cover the bey aspects of the subject Information Security.

The book uses plain. lucld language to explain fundamentals of this subject. The
book provides logical method of explaining various complicated concepts and stepwise
methods to explain the important topics. Each chapter s well supporied with necessary
jliustrations, practical examples and solved problems All chapters in this book are
arranged In a proper sequence that permits each topic to bulld upon earlier studies. All
care has been taken to make students comfortable in undersianding the basic concepts

of this subject.

Representative questions have been added at the end of each section 10 help the
students in picking important points from that section.

The book not only covers the entire scope of the subject but explains the philcsophy
of the subject. This makes the understanding of this subject more clear and makes it
ore interesting. The book will be very useful not only to the students but also to the
ibject teachers. The students have to omit nothing and possibly have 0 cover nothing

- We wish to express our profound thanks to all those who helped in mabing this
a reality. Much needed moral support and encouragement is prowided on

time with quality printing.
suggestion for the improvement of the book will be acknowledged and well

D. 5. Baged
D A Dhotre
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PREFACE

The importance of Information and Network Security is well known in various
engineering fields. Overwhelming response to our books on various subjects inspired us
to write this book. The book is structured to cover the key aspects of the subject
Information and Network Security.

The book uses plain, lucid language to explain fundamentals of this subject. The
book provides logical method of explaining various complicated concepts and stepwise
methods to explain the important topics. Each chapter is well supporied with necessary
illustrations, practical examples and solved problems. All chapters in this book are
arranged in a proper sequence that permits each topic to build upon earlier studies. All
care has been taken to make students comfortable in understanding the basic concepts
of this subject.

Representative questions have been added at the end of each section to help the
students In picking important points from that section.

The book not only covers the entire scope of the subject but explains the philosophy
of the subject. This makes the understanding of this subject more clear and makes it
more interesting. The booR will be very useful not only to the students but also to the

" subject teachers. The students have to omit nothing and possibly have to cover nothing
more.

We wish to express our profound thanks to all those who helped in making this
book a reality. Much needed moral support and encouragement is provided on
numerous occasions by our whole family. We wish to thank the Publisher and the

entire team of Technical Publications who have taken immense pain to get this book
in time with quality printing.

Any suggestion for the improvement of the book will be acknowledged and well
appreciated.

" Anthors

0. S. Bagad
D. A. Dhotre
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Symmetric Cipher Model
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information and Network Security 1-2 Symmetric Cipher Mode!

Introduction to Security

How to protect the valuable assets ? It is necessary to keep in safe place like a
bank to protect the valuable assets. But bank is not a safe place now a day. There

are so many example where bank robbery in our country.

Bank robbery is the crime of stealing from a bank during opening hours.
Protecting assets was difficult and not always effective.

Now a day, protection is easier because many factors working against the
potential criminal. Very sophisticated alarm and camera systems silently protect
secure places like banks. '
Traditionally information security provided by physical i.e. rugged filing cabinets
with locks and administrative mechanisms i.e. personnel screening procedures
during hiring process.

Asset protection systems are designed to recover stolen cash and high value assets,
apprehend criminals and deter crime. The system has the capacity to track, protect
and manage critical assets in real-time.

The techniques of criminal investigation have become so effective that a person
can be identified by genetic material, voice, retinal pattern, fingerprints etc. '
Use of networks and communications links requires measures to protect data
during transmission. ' '
Data security is the science and study of methods of protecting data from
unauthorized disclosure and' modification.

Data and information security is about enabling collaboration while managing risk
with an approach that balances availability versus the confidentiality of data.
Computer security : Generic name for the collection of tools designed to protect
data and to thwart hackers.

Network security : Measures to protect data during their transmission.

Internet security : Measures to protect data during their transmission over a
collection of interconnected networks.

Protecting valuables

Following are certain aspects for the need of security :
1. Increasing threat of attacks.

2. Fast growth of computer networking for information sharing.
ility of number of tools and on Intemet.
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Information and Network Security 1-3 Symmetric Cipher Model

Need of Security

e Security is required because the widespread use of data processing equipment, the
security of information felt to be valuable to an organization was provided
primarily by physical and administrative means.

e Network security measures are needed to protect data during their transmission.

o Following are the examples of security violations.
1. User A transmits a sensitive information file to user B. The unauthorised user
C is able to monitor the transmission and capture a copy of the file during its
transmission.
2. A message is sent from a customer to a stockbroker with instructions for
various transactions. Subsequently, the investments lose value and the
customer denies sending the message.

3. While transmitting the message between two users, the unauthorised user
intercepts the message, alters its contents to add or delete entries, and then

forwards the message to destination user.

Terminology

e Basic terminology used for security purposes are as follows :
a. Cryptography : The art or science encompassing the principles and methods
of transforming an plaintext message into one that is unintelligible and then
retransforming that message back to its original form.
b. Plaintext : The original message.
c. Ciphertext : The transformed message produced as output, It depends on the
plaintext and key.
d. Cipher : An algorithin for transforming plaintext message into one that is
unintelligible by transposition and/or substitution methods.
e. Key : Some critical information used by the cipher, known only to the sender
and receiver.
f. Encipher (encode) : The process of converting plaintext to ciphertext using a
cipher and a key. ‘
g Decipher (decode) : The process of converting ciphertext back into plaintext
using a cipher and a key.

tanalysis : The study of principles and methods of transforming an
ible message back into an intelligible message without knowledge of the

TECHNICAL PUBLICATIONS - An up thrust for knowledge
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Imformation anc Network Securily 1-4 Symmetric Cipher Model

| key. Also called code-breaking. Cryptanalysis is to break an enayption.
Cryptanalyst can do any or all of the three different things :

1. Attempt to break a single message.

2 Attempt to recognize patterns in encrypted messages, in order to be able to
break subsequent ones by applying a strainghtforward deayption
algorithm.

3. Attempt to find general weakness in an encayption algorithm, without
necessarily having intercepted any messages.

i. Cryptology : Both cryptography and aryptanalysis.
’ j- Code : An algorithm for transforming an plaintext message into an
‘ unintelligible one using a code-book.

Security Goals

¢ Security goals are as follows :
1. Confidentially

2. Integrity
3. Availability

1. Confidentiality

e Confidentiality refers to limiting information access and disclosure to authorized
users and preventing access by or disclosure to unauthorized ones.

* Sensitive information should be kept secret from individuals who are not
authorized to see the information.

e Underpinning the goal of confidentiality are
authentication methods like wuser-IDs and
passwords that uniquely identify a data
system's users, and supporting control methods
that limit each identified user's access to the
data system's resources.

* Confidentiality is not only applied to storage of
data but also applies to the transmission of
information. y
Confidentiality that people cannot read  Fig, 1.1.1 Relationship between

Scanned with CamScanner



Information and Network Security 1-5 Symmetric Cipher Mcde!

Fig. 1.1.1 Relationship between Confidentiality Integrity and Availability.

2. Integrity

Integrity refers to the trustworthiness of information resources.

Integrity should not be altered without detection.

It includes the concept of "data integrity” namely, that data have not been changed
inappropriately, whether by accident or deliberately malign activity.

It also includes "origin” or "source integrity” that is, that the data actually came
from the person or entity you think it did, rather than an imposter.

Integrity ensures that information is not changed or altered in transit. Under
certain attack modeis, an adversary may not have to power to impersonate an
authenticated party or understand a confidential communication, but may have the
ability to change the information being transmitted.

On a more restrictive view, however, integrity of an information system includes
only preservation without corruption of whatever was transmitted or entered into
the system, right or wrong.

3. Avallability

%

Availability refers, to the availability of information resources. An information
system that is not available when you need it is at least as bad as none at all.

Availability means that people who are authorized to use information are not
prevented from doing so. It may be much worse, depending on how reliant the
organization has become on a functioning computer and communications
infrastructure.

Almost all modern organizations are highly dependent on functioning information
systems. Many literally could not operate without them.

Availability, like other aspects of security, may be affected by purely technical
issues (e.g. a malfunctioning part of a computer or communications device),

natural phenomena (e.g. wind or water), or human causes (accidental or
deliberate).

For example, an object or service is thought to be available if
It is present in a usable form. .

It has capacity enough to meet the services needs.
e service is completed an acceptable period of time.
these goals, we can construct the availability. The data item, service
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ii.  The service and system can be used easily.
Concurrency is controlled.

iv. It follows the fault tolerance.

v.  Resources are allocated fairly.

Conventional Cryptosystem

* A message is to be transferred from source to destination across some sort of
internet. Both the sides must cooperate for the exchange of the data.
A logical information channel is established by defining a route through the
internet from source to destination.
e All the techniques for providing security have two components :

1. A security related.transformation on the information to be sent.

2. Some secret information shared by the two principles, it is hoped, unknown
‘to the opponent.

Fig. 1.2.1 shows the network security model.
- e A trusted third party is needed to achieve secure transmission.

Trusted third
party

)

GTU : Winter.-12, Summer-14

Sender Receiver

Secret Opponent Secret
information information
Fig. 1.2.1 Network security model
e Basic tasks in designing a particular security service.
1. Design an algorithm for performing the security related transformation.
2. Generate the secret information to be used with the algorithm.
p methods for the distribution and sharing of the secret information.

Pt
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4. Specify a protocol to be used by the two principles that makes use of the
security algorithm and the secret information to achieve a particular security

service.

University Questions
1. Draw and explain conventional cryptosystem. GTU : Winter.-12, Marks 5

2. Explain the conventional security model used for information security.

GTU ; Summer-14, Marks 7

Symmetric Cipher Model
* A symmetric encryption model has five ingredients.

1. Plaintext
2. En'cryplion algorithm
3. Secret key
4. Ciphertext
5. Decryption algorithm
* Fig. 1.3.1 shows the conventional encryption model.

Secrel key
shared by
An’ der and recipients

T 1

Plaintext Encryption : Decryption Plaintext
input algorithm algorithm output

' Fig. 1.3.1 Conventional encryption model

* Plaintext is the original message or data that is fed into the algorithm as input.

* Encryption algorithm performs various substitutions and transformations on the
Plaintext.

* Secret key is a value independent of the plaintext and of the algorithm. The exact
titutions and transformations performed by the algorithm depend on the key.

is the scrambled message produced as output. It depends on the
the secret key.

TECHNICAL PUBLICATIONS - An up thrust for knowledge
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Decryption algorithm takes the ciphertext and the secret key and produces the
original plaintext. :

The original intelligible message, referred to as plaintext is converted into random
nonsense, referred to as ciphertext. The science and art of manipulating messages
to make them secure is called cryptography. An original message to be
transformed is called the plaintext, and the resulting message after the
transformation is called the ciphertext.

The process of converting the plaintext into ciphertext is called encryption. The
reverse process is called decryption. The encryption process consists of an
algorithm and a key. The key controls the algorithm.

® The objective is to design an encryption technique so that it would be very
difficult or impossible for an unauthorized party to understand the contents of the
ciphertext. A user can recover the original message only by decrypting the
ciphertext using the secret key. Depending upon the secret key used, the algorithm
will produce a different output. If the secret key changes, the output of the

algorithm also changes.
* Fig. 1.3.2 shows the conventional encryption process.

A> X>

Fig. 1.3.2 Model of c_onvomlonnl cryptosystem

® The security of the conventional encryption depends on the several factors. The

encryption algorithm must be powerful. Decryption message must be difficult. The
algorithm depend on the secrecy of the key only. The algorithm is upon to all but

only key is to keep secret. As shown in the diagram, the message source is the
plaintext. i.e. X with the message X and encryption key K as input and ciphertex

Y, we can write this as,
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e Using equation (1.3.1) Y is to be produced by using encryption algorithm E as a
function of the plaintext X. The intended receiver in possession of the key, is able

to invert the transformation.
X =D(KY)

An opponent, observing Y but not having access to K or X, must attempt to
recover X and K or both X and K. It is assumed that the opponent does have

knowledge of the encryption (E) and decryption (D) algorithms.

Characteristics of cryptography
1. The type of operations used-for transforming plaintext to ciphertext.

2. The number of keys used. _
3. The way in which the plaintext is processed.

..(13.2)

Cryptanalysis
The process of trying to break any cipher text message to obtain the original plain

text message itself is called as cryptanalysis.

Cryptanalysis is the breaking of codes. The person attempting a cryptanalyms is
called as a cryptanalyst.
Brute force attack : The attacker tries every possible key on a piece of cipher text
until an intelligible translation into plaintext is obtained.

Types of attacks on encrypted messages
Sr. No.r Type of attack - Known to cryptanalyst '
,- 1. C)phertext O“IY 1. Encryption algorithm I
w A 2. Ciphertext
2. - Known plaintext 1. Encryption algonthm

¢ ’ 2, Ciphertext

' 3. One or more plaintext ciphertext pairs formed with the secret
__key.

3. Chosen plaintext . Encryption algorithm
2. Ciphertext

3. Plaintext message chosen by cryptanalyst, together with its
corresponding decrypted plaintext generated with the secret key.

T o s et o wm —im e =

o " Chosen cxpher"ext 1. Encryption algorithm
1 2. Ciphertext
3, Purported ciphertext chosen by cryptanalyst, together with its
. corresponding decrypted plaintext generated with the secret key.

TECHNICAL PUBLICATIONS™ - An up thrust for knowledge
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The various type of cryplana]yhc attacks based on the amount of information known
to the cryptanalyst. ;

Advantages of Symmetric-key Cryptography
1. High rates of data throughput.
2. Keys for symmetric-key ciphers are relatively short. _
3. Symmetric-key ciphers can be used as primitives to construct various
cryptographic mechanisms (i.e. pseudorandom number generators).
4. Symmetric-key ciphers can be composed to produce stronger ciphers.
5. Symmetric-key encryption is perceived to have an extensive history.

| Disadvantages of Symmetric-key Cryptography
- 1. Key must remain secret at both ends.
2. In large networks, there are many keys pairs to be managed
3. Sound cryptographic practices dictates that the key be changed frequently P
4. Digital signature mechanisms arising from symmetric-key encryption typically
require either large keys or the use of third trusted parties.

Cryptography GTU : Dec.-11, Winter-12, 13

. Crypmgraphyisanaﬂoraciaweawompmingﬂ;ep;indplesandmeﬂwdsof
transforming a plaintext message into one that is unintelligible, and then that
message back to its original form.

o Cryptanalysis : The study of methods for obtaining the meaning of encrypted
information without accessing the secret information.

e Cryptography is where security engineering meets mathematics
Clwwbsy prtosraph}'+ cryptanalysis
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2. Insuring data integrity for detecting and preventing unauthorized data
manipulation

3. Authentication, the means by which two parties can  positively identify each
other. :

4. Non-repudiation - to hold people responsible for their actions.

o There are a number of cryptographic primitive's basic building blocks, such as
block ciphers, stream ciphers, and hash functions. Block ciphers may either have
one key for both encryption and decryption, in which case they're called shared
key or have separate keys for encryption and decryption, in which case they're
called public key or asymmetric. A digital signature scheme is a special type of
asymmetric crypto primitive.

Perhaps the most straightforward example is to be found using the simple
mono-alphabetic substitution cipher method, in which each letter in the alphabet is
shifted by an integer value. The key supplied to this algorithm would be that
integer value. However, a problem arises in sharing the key with the intended
recipient without letting it be discovered by others.

University Question s

1. Define the following terms briefly i) Cryptography i) Cryptanalysis.

2. What is cryptography ? Briefly explain the model of Asymmetric Cryptosystem.

/

Cryptanalysis GTU : May-11, 12, 18, Winter-15

* The process of trying to break any cipher text message to obtain the original plain
text message itself is called as cryptanalysis.

e Cryptanalysis is the art of deciphering encrypted communications without
knowing the proper keys

¢ Cryptanalysis is the breaking of codes. The person attempting a cryptanalysis is
called as a cryptanalyst.

e Brute force attack : The attacker tries every possible key on a piece of cipher text
until an intelligible translation into plaintext is obtained. '

TECHNICAL PUBLICATIONS - An up thrust for knowledge
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e Types of Attacks on Encrypted Messages :

————

SNe  Typectatack

R . - -

1. Ciphertext only

. . e A o e

> : ] . _ o
i B ot oal v
. 1. Encrypton algorithm
. 2. Cipher text

1. Encrvption algorithm

2. Gipher text

3. One or more plaintext dphertext pn.l:sl

r 2 KnowT: plaintext

— “.J.__-._:__L_.:.J

| formed with the secret key. {
T S R e PR REPU, e b . R
Chosen plaintext Encryption algorithm
Ciphertext -
3. _Plain text message chosen by cryptanalyst,
together with its corresponding decrypted
' plaintext generated with the secret key. ;
Encryption algorithm
Cipher text

Purported ciphertext chosen by crypl:ana.lyst,
together with its corresponding decrypted
plaintext generated with the secret key.

I S el
=

W
A o

{‘
i
|
-
|
l
i
i

5
|

I O

1. Encryption algorithim
2. Cipher text 3
3. Plaintext message chosen by C’J’PWYS&1

together with its corresponding ciphertext!

generated with the secret key. - h
4 Purported ciphertext chosen by cryptanalyst
- together with its corresponding decrypted
| : plaintext generated with the secret key.

Cryptanalysis Attacks

There are four general types of cryptanalytic attacks. Each o
cryptanalyst has complete knowledge of the encryption algorithm used.

1. Ciphertext-only attack
2. Known-plaintext attack

i
“

f them assumes that the
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1. Ciphertext - only attack :

The cryptanalyst has the ciphertext of several messages, of all of which have been
encrypted using the same encryption algorithm.

The analyst may be able to capture one or more plaintext messages as well as
their encryptions.

Better yet to deduce the key used to encrypt the messages, in order to decrypt
other messages encrypted with the same keys.

Given : C1=Ek(Pl), C2=Ek(P2) .......... Ci=Ek(Pi)
Deduce : Either Py, Ps,........P;,K or an algorithm to infer P; ., from

Civ1=Ex(Pi.1)

2. Known-plaintext attack

The cryptanalyst has access not only to the ciphertext of several messages, but also
to the plaintext of those messages.

Job is to deduce the key used to encrypt the messages.
OR an anoriti{m to decrypt any new messages encrypted with the same key.
It is also referred to as a probable word attack.

Given : P], C] =Ek(Pl)' Pz,Cz =Ek(P2) .......... Pif Ci = Ek(Pl)
Déduce :  Either K or an algorithm to infer P; ,; from C; ) =E(P;. )

3. Chosen-plaintext attack |
e This is more powerful than a known plaintext attack because the cryptanalyst can -

choose specific plaintext blocks to encrypt.

The cryptanalyst not only has access to the ciphertext and associated plaintext for
several messages, but he also chooses the plaintext that gets encrypted.

Given : PI! Cl =Ek(Pi); Pz,Cz =Ek(P2)..........Pi, Ci =Ek(Pi)

where the cryptanélyst gets to choose Py, P, ....... P;

Deduce :  Either K or an algorithm to infer P; ,; from C;,; =Ey(P;. 1)

4. Adaptive chosen plaintext attack

Not only can the cryptanalyst choose the plaintext that is encrypted, but he can
also modify his choice based on the result of previous encryption.
A cryptanalyst might just be able to choose one large block of plaintext to be
encrypted - in chosen plaintext attack.
Y it s the objctive of attacking an encruption system 7 Write the o
ack a conventional encryption scheme. |

IECHNICAL PUBLICATIONS™ - An up thrust for knowledge

Scanned with CamScanner



Iinformation and Neltwork Security 1-14 Symmelric Cipher Mode|

Solution : The objective of attacking an encryption system is to recover the key in use
rather then simply to recover the plaintext of a single ciphertext. There are two general

approaches to attacking a conventional encryption scheme :

1. Cryptanalysis : Cryptanalytic attacks rely on the nature of the algorithm plus
perhaps some knowledge of the general characteristics of the plaintext or even
some samplé plaintext-ciphertext pairs. This type of attack exploits the
characteristics of the algorithm to attempt to deduce a specific plaintext or to
deduce the key being used.

2. Brute-force attack : The attacker tries every possible key on a piece of
ciphertext until an intelligible translation into plaintext is obtained. On average,
half of all possible keys must be tried to achieve success.

"If either type of attack succeeds in deducing the key, the effect is
catastrophic : All future and past messages encrypted with that key are

compromised.

University Questions

1. Explain the various types of cryptanalytic attadc, based on the amount of information known to the

cryptanalyst. GTU ;: May-11, Marks 4

2. What is the objective of attacking an encryption system ? Write the two qpproaches to attack a

conventional encryption scheme., GTU : May-12, Marks 7
3. Explain cryptanalysis, Discuss any one technique for it.

4. Define the term cryptahalysis. Explain various types of cryptanalytic attacks.
GTU : Winter-15, Marks 7

GTU :

Winter-12, 13, 15, Summer-14

EF3 Attacks

Computer based systems have three valuable components : ha.rdware, software and

data,
* Securities of these components are evaluated in terms of vulnerability, threats,
attacks and control,

e An assault on system security that derives from an intelligent threat; that is, an
intelligent act that is a deliberate attempt to evade security services and violate the

security policy of a system.,

Asset
* Asset means people, property, and information.
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Intangible assets include reputation and proprietary information. Information may
include databases, software code, critical company records and many other

intangible items.

Vulnerability

Vulnerability refers to the security flaws in a system that allows an attack to be
successful. -

Weaknesses or gaps in a security program that can be exploited by threats to gain
unauthorized access to an asset. Vulnerability is a weakness or gap in our
protection efforts. ‘

Vulnerability testing should be performed on an ongoing basis by the parties
responsible for resolving such vulnerabilities, and helps to provide data used to
identify unexpected dangers to security that need to be addressed.

Testing for vulnerabilities is useful for maintaining ongoing security, allowing the
people responsible for the security of one’s resources to respond effectively to new
dangers as they arise. ]
Example : In design, implementation or procedure, that might be exploited to
cause loss or harm.

Threat

Anything that can exploit vulnerability, intentionally or accidentally, and obtain,
damage, or destroy an asset. A threat is what we’re trying to protect against.

Threat refers to the source and means of a particular type of attack.

A threat assessment is performed to determine the best approaches to securing a

system against a particular threat, or class of threat.

A potential for violation of security, which exists when there is a circumstance,

capability, action, or event that could breach security and cause harm. That is, a

threat is a possible danger that might exploit vulnerability.

Penetration testing exercises are substantially focused on assessing threat profiles,

to help one develop effective countermeasures against the types of attacks

represented by a given threat.

Where risk assessments focus more on analyzing the potential and tendency of
ces to fall prey to various attacks, threat assessments focus more on

gker’s resources.

help one develop specific security policies to implement in

38 and understand the specific implementation needs for

TIONS™= An up thrus! for knowledge
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o Threats come i many forms, dependding on their mode of attack. From viruses to
tolns, spyvware and bols. threats have evolved inte sophisticated programs

sk
e The potemtial for loss. demage or destruction of an asset as a result of a threat
expiostmy  vaneraEty. Rk & the ntersection of assets, threats, and
== -
o The formuila weed o determine misk is
Rsk = Asset - Thoest « Vulnersbility
R=A-T=V
o Risk 55 2 fimcSon of threats exploiting vulnerabilities to obtain damage or destroy
assets Thus thrests may exist but if there are no vulnerabilities then there is
e Sgmilerly, you can have vuinerability, but if you have no threat, then you have
' Conmtrol
[ e (Con=ol = wsed as proactive measure. Control is a action, device, procedure, o
techmigue that removes or reduces 2 vulnerability.
e A threat is blocked by control of vulnerability.
.mmmﬁiﬁmﬁmm&bﬁmﬁmmhmmwty
threats.

EEER Passive Attack

e Passive attacks are those, wherein the attacker indu'ges in eavesdropping on, or
monitoring of data transmission. A passive attack attempts to learn or make use of
information from the system but does not affect system resources.

o The attacker aims to obtain information that is in transit. The term passiye
indicates that the attacker does not attempt to perform any modifications to the
data. ’

o Passive attacks are of two types :
1. Release of message contents

2. Traffic analysis
¢ Release of musage content is shown in Fig. 1.6.1. A telephone conversation, ,
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information we would like to prevent an opponent from learning the content of
these transmissions.

Fig. 1.6.1 Release of message contents

¢ Traffic analysis : Mask the contents of message so that opponents could not extract
the information from the message. Encryption is used for masking Fig. 1.6.2 shows

the traffic analysis.

Observe pattemn of

messages from sender
to receiver

Fig. 1.6.2 Traffic analysis

Opponent

o Passive attacks are very difficult to detect because they do not involve any
alternation of data. It is feasible to prevent the success of attack, usually by means

of encryption.

TECHNICAL PUBLICATIONS™- An up thrust for knowledge
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e Active attacks can be subdivided into four types :

1. Masquerade 2. Replay
3. Modification of message 4. Denial of service.
1. Masquerade

e [t takes place when one entity pretends to be a different entity. Fig. 1.6.3 shows

Y|

' Opponent Message from opponent
| that appears fo be from sender

Fig. 1.6.3 Masquerade

e For example : Authentication sequences can be captured and replayed after a valid
authentication sequence has taken place, thus enabling an authorized entity with
i few privileges to obtain extra privileges by impersonating an entity that has those
privileges.
Interruption attacks are called as masquerade attacks.

2. Replay
e It involves the passive capture of a data unit and its subsequent retransmission to
produce an unauthorized effect.”

e Fig. 1.6.4 shows replay attack
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3. Modification of message

e It involves some change to the original message. It produces an unauthorized
effect. Fig. 1.6.5 shows the modification of message.

Internet

Fig. 1.6.5 Modification of message -

e For example, a message meaning "Allow Rupali Dhotre to read confidential file
accounts " is modified to mean "Allow Mahesh Awati to read confidential file
accounts”.

4. Denial of service

e Fabrication causes Denial Of Service (DOS) attacks.

* DOS prevents the normal use or management of communications facilities.

* Another form of service denial is the disruption of an entire network, either by
disabling the network or by overloading it with messages so as to degrade
performance.

» Fig. 1.6.6 shows denial of service attack.

Disrupts service

provided by server

1L 5 b
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It is difficult to prevent active attack because of the wide variety of potentia]
physical, software and network vulnerabilities.

* The first type of DOS attacks were single source attacks, meaning that a single

system was used to attack another system and cause something on that system to
fail. SYN flood is the most widely used DOS attack.

e Fig. 16.7 shows the SYN flood DOS attack.

TCP SYN ACK packet

TCP ACK packet

Syn fiood DOS attack
TCP SYN packet

TCP SYN ACK packet

The final TCP ACK packet is never sent

Fig. 1.6.7 SYN flood DOS attack .
* Source system sends a large number of TCP SYN packets to the target system. The
SYN packets are used to begin a new TCP connection.
o When the target receives a SYN packet, it replies with TCP SYN ACK packet,
which acknowledges the SYN packet and sends connection setup information back
to the scurce of the SYN.

e The target also places the new connection information into a pending connection
buffer.

e For 2 real TCP connection, the source would send a final TCP ACK packet when
it receives the SYN ACK.

* However, for this attack, the source ignores the SYN ACK and continues to send
SYN packets. Eventually, the target's pending connection buffer fills up and it can
no longer respond to new connection requests.

TECHIICAL PUBLUICATIONS - An up thrust for knowledge II
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EXZE] Difference between Passive and Active Attack
S Passive Attacks Active Attacks |
L Passive attacks are in the nature of Active attacks involve some modification of |
eavesdropping on, or monitoring of, the data streamn or the creation of 2 false
2. Types : Release of message contents and Types : Masquerade, replav, modification d‘,
_ traffic analysis. ~ message and demial of service. b
3. Veydifiulttodetect  Easyiodemt >
4. The emphasis in dealing with passive It is quite diffic ulttoprevm‘tlcﬁ"'cdhchi
attacks is on prevention rather than absolutely. !
| Sactiore g N R -2
5. It does not affect the system. It affects the system.

EEXE Man-in-the-Middle Attack

e In cryptography, a Man-In-The-Middle attack (MITM) is an attack in which an
attacker is able to read, insert and modify at will, meassages between two parties
without either party knowing that the link between them has been compromised.

The attacker must be able to observe and intercept messages going between the

two victims. The MITM attack can work against public-key cryptography and is
also particularly applicable to the original Diffie-Hellman key exchange protocol,
when used without authentication.

¢ The MITM attack may include one or more of

1. Eavesdropping, including traffic analysis and possibly 2 known-plaintext
attack. :

2. Chosen ciphertext attack, depending on what the receiver does with a message

that it decrypts.
3. Bubstitution attack.
4. Replay attacks.

5. Denial of service attack. The attacker may for instance jam all communications
before attacking one of the parties. The defense is for both parties to
periodically send authenticated status messages and to treat their
disappearance with paranoia.

e MITM is typically used to refer to active manipulation of the meassages, rather
than passively eavesdropping.

‘ TECHNICAL PUBLICATIONS - An up thrus! for knowledge
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Example of a successful MITM attack against public-key encryption

e Suppose Alice wishes fo communicate with Bob and that Mallory wishes to
eavesdrop on the conversation, or possibly deliver a false message to Bob. To get
started. Alice must ask Bob for his pubiic key. If Bob sends his public key to
Alice, but Mallory is able to intercept it, a Man-In-The-Middle attack can begin.

e Mallory can simply send Alice a public key for which she has the private,
matching, key Alice, believing this public key to be Bob’s, then encrypts her
message with Mallory’s key and sends the enciphered message back to Bob.

¢ Mallory again intercepts, deciphers the message, keeps a copy and reenciphers it
using the public key Bob originally sent to Alice. When Bob receives the newly
enciphered message, he will believe it came from Alice.

* This example shows the need for Alice and Bob to have some way to ensure that
they are truly using the correct public keys of each other. Otherwise, such attacks
are generally possible in principle, against any message sent using public-key
technology.

Defenses against the attack

o The possibility of a man-in-the-middle attack remains a serious security problem
even for many public-key based cryptosystems. Various defenses against MITM
attacks use authentication techniques that are based on :
1. Public keys
2. Stronger mutual authentication
3. Secret keys (high information entropy secrets)
4. Passwords (low information entropy secrets)
5. Cther criteria, such-as voice recognition or other biometrics

e The integrity of public keys must generally be assured in some manner, but need
not be secret, whereas passwords and shared secret keys have the additional

secrecy requirement. Public keys can be verified by a certificate authority, whose
public key is distributed through a secure channel.

University Questions

1. List and explain various types of attacks on encrypted message.

2. Define the terms threat and attack. List and briefly define categories of sécurity attacks.

3. Explain various types of attack on computer system.

4. What is the difference between passive and active security threats ? List and briefly define
categories of passive and active security attacks.

TECHNICAL PUBLICATIONS - An up thrust for knowledge

. R

Scanned with CamScanner



Information and Network Security 1-23

Symmetric Cipher Mods!

Security Goals

Security goals are as follows :-
1. Confidentially 2. Integrity 3.Availability

1. Confidentiality

2. In

Confidentiality refers to limiting information access and disclosure to authorized
users and preventing access by or disclosure to unauthorized ones.

Sensitive information should be kept secret
from individuals who are not authorized to see
the information.
Underpinning the goal of confidentiality are
authentication methods like wuser-IDs and
passwords that uniquely identify a data
system's users, and supporting control methods
that, limit each identified user's access to the
data system'’s resources.

Fig. 1.7.1 Relationship between
Confidentiality is not only applied to storage of confidentiality, integrity and
data but also applies to the transmission of availability
information.
Confidentiality means that people cannot read sensitive information, either while it
is on a computer or while it is traveling across a network.

Fig. 1.7.1 Relationship between Confidentiality, Integrity and Availability.

tegrity

Integrity refers to the trustworthiness of information resources.

Integrity should not be altered without detection.

It includes the concept of "data integrity" namely, that data have not been changed
inappropriately, whether by accident or deliberately malign activity.

It also includes "origin" or "source integrity" that is, that the data actually came
from the person or entity you think it did, rather than an imposter.

Integrity ensures that information is not changed or altered in transit. Under

certain attack models, an adversary may not have to power to impersonate an
authenticated party or understand a confidential communication, but may have the

ability to change the information being transmitted.
On a more restrictive view, however, integrity of an information system includes
only preservation without corruption of whatever was transmitted or entered into

the system, right or wrong.

TECHNICAL PUBLICATIONS™ - An up thrust for knowledge
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3. Avallabllity
e Availability refers, to the availability of information resources. An information
system that is not available when you need it is at least as bad as none at all.

e Availability means that people who are authorized to use information are not
prevented from doing so. It may be much worse, depending on how reliant the
organization has become on a functioning computer and communications
infrastructure.

* Almost all modern organizations are highly dependent on functioning information
systems. Many literally could not operate without them.

* Availability, like other aspects of security, may be affected by purely technical
issues (e.g. a malfunctioning part of a computer or communications device),
natural phenomena (e.g. wind or water), or human causes (accidental or
deliberate).

¢ For example, an object or service is thought to be available if
i. Itis present in a usable form.

ii. It has capacity enough to meet the services needs.

iii. The service is completed an acceptable period of time.
e By combining these goals, we can construct the availability. The data item, service
or system is available if

i. There is a timely response to our request.
ii. The service and system can be used easily.
iii. Concurrency is controlled.

iv. It follows the fault tolerance.

v. Resources are allocated fairly.

Authentication and Authorization

Authentication
¢ Authentication techniques are used to verify identity. The authentication of
authorized users prevents unauthorized users from gaining access to corporate
information systems.
» Authentication method is of validating the identity of user, service or application.

The use of authentication mechanisms can also prevent authorized users from
accessing information that they are not authorized to view.

e Data authentication means providing data integrity as well as that the data have
been received from the individual who claimed to supply this information.

TECHNICAL PUBLICATIONS - An up thrus! for knowledge
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In authentication :

a. A Brute force attack is an automated process of trial and error used to guess a
person's user name, password, credit-card number of cryptographic key.

b. Insufficient authentication occurs when a web site permits an attacker to
access sensitive content or functionality without having to properly
authenticate.

¢. Weak password recovery validation is when a website permits an attacker to
illegally obtain, change or recover another user's password.

Authorization
e Authorization is a procedure of controlling the access of authenticated users to the

system resources. An authorization system provides each user with exactly those
rights granted to them by the administrator.

¢ Besides providing users with access rights to files, directories, printers etc, an
authorization system might control user privileges, such as local access to the
server, setting the system time, creating backup copies of the data and server

shutdown.
In authorization : _
a. Credential/session prediction is a method of hijacking or impersonating a web
site user.
b. Insufficient authorization is when a web site permits access to sensitive
content or functionality that should require increased access control restrictions.

c. Insufficient session expiration is when a web site permits an attacker to reuse
old session credentials or session IDs for authorization.

University Question

1. Explain data confidentiality, data authentication and data integrity. FCLUBRI L S oo
m Attribute of Security GTU : Winter-14, 15, Summer-15

e X.800 defines a security service as a service provided by a protocol layer of
' communicating open systems, which ensures adequate security of the systems or

of data transfers.
e X.800 divides security services into five different categories.
1. Authentication

2. Access control
3. Data confidentiality

TECHNICAL PUBLICATIONS - An up thrust for knowledge
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4. Data integrity
5. Nonrepudiation

1. Authentication
e Authentication is the process of determining whether someone or something is, in

fact, who or what it is declared to be. In public and private computer network,
authentication is commonly done through the use of login passwords.
» Two specific authentication services are defined in X.800 :
a. Peer entity authentication b. Data origin authentication
Peer entity authentication used in association with a logical connection to provide
confidence in the identity of the entities connected.
Data origin authentication does not provide protection against the duplication or

modification of data units. This type of service supports applications like electronic
mail where there aré no prior interactions between the communicating entities.

2, Access Control
e It is the ability to limit and control the access to host systems and applications via
communications links. :
e This service controls who can have access to a resource.
3. Data Confidentiality |
Confidentiality is the concealment of information or resources. It is the protection
of transmitted data from passive attacks.

¢ Confidentiality is classified into
1.  Connection confidentiality : The protection of all user data on a connection.

2. Connectionless confidentiality : The protection of all user data in a single

data block.
Selective field confidentiality : The confidentiality of selected fields within the

user data on a connection or in a single data block.
4.  Traffic flow confidentiality : The protection of the information that might be
derived from observation of traffic flows.

4. Data Integrity
¢ Integrity can apply to a stream of messages a single message or selected fields

within a message.
* Modification causes loss of message integrity.

¢ Data integrity can be classified as
1. Connection integrity with recovery.

2. Connection integrity without recovery.
3. Selective field connection integrity.
TECHNICAL PUBLICATIONS - An up thrust for knowledge
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4. Connectionless integrity.
5. Selective field connectionless integrity.

o Connection integrity with recovery provides for the integrity of all user data on a
connection and detects any modification, insertion, deletion or replay of any data
within an entire data sequence with recovery attempted.

e Connection integrity without recovery provides only detection without recovery.

e Selective field connection integrity provides for the integrity of selected fields
within the user data of a data block transferred over a connectio.

¢ Connectionless integrity provides for the integrity of a single connectionless data
block and may take the form of detection of data modification.

5. Nonrepudiation
e Nonrepudiation prevents either sender or receiver from denying a transmitted

message.
e When a message is sent, the receiver can prove that the alleged sender in fact sent
the message.
e When a message is received, the sender can prove that the alleged receiver in fact
received the message.

University Questions

1. What is security Serives ? Explain any three types of security services L UBROILI B LI LA

2. Encrypt the message "'Exam’’ using the Hill f"Pkﬂwfthtkty[: ;]

GTU ! Summer-15, Marks 4

3 87

GTU : Winter-15, Marks 3.5

4. Using playfair cipher encrypt the plaintext ““why, don’t you?"’. Use the ﬁ “ﬁrd .

2 45
3. Use Hill cipher to encrypt the text DEF.'D:zkcylobeusedislig 2 1]

Substitution Techniques

GTU : May-11, 12, Dec.-11, Winter-12, 13, 14, 15, Slmmer-lS. 14, 15, 16

e A substitution cipher changes characters in the plaintext to produce to ciphertext.
A substitution technique is one in which the letters of plaintext are replaced by
other letters or by numbers or symbols.

e If the plaintext is viewed as a sequence of bits, then substitution involves 'replacing_
plaintext bit patterns with ciphertext bit patterns.

TECHNICAL PUBLICATIONS - An up thrust for knowledge
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Caesar Cipher

* Caesar cipher is a special case of substitution techniques wherein each alphabet in
a message is replaced by an alphabet three places down the line.

o Caesar cipher is susceptible to a statistical ciphertext only attack.

e For example,

n-m  hellow world
Ciphertext . KHOOR ZRUOG

» List of all possible combination of letters.

Lm a BB c O . % g 2R lj,‘ nl mfmi%ofig'iq?&?;.
dphaD B F oGt H oI J X LMNO P Q"R §"-r t}:"

B t uwiv w x iy -z

"GE"H wix: Y @ AlBecC

’ Numencal equivalent to each letter is given below.

&

0 1520 5 les 5 6, 7 s 9;10 111213:14 1556"17,%1&'

» The algorithm can be expressed as follows. For each plaintext letter P, substitute
the ciphertext letter C :
= E(3,P) = (P + 3) mod 26
* A shift may be of any amount, so that the general Caesar algorithm is
= E(K, P) = (P + K) mod 26
where K = Values from i to 25
e The decryption algorithm is simply
= DK, C) =(C-K) mod 26 :
o If it is known that a given ciphertext is a Caesar cipher, then a brute force
cryptanalysis is easily performed : Simply try all the 25 possible keys

¢ Demerits :
¥ The encryption and decryphon algorithms are known.

2. There are only 25 keys to try.
3.  The language of the plaintext is known and easily recognizable.

TECHNICAL PUBLICATIONS - An up thrust for knowledge
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Monoalphabetic Cipher

e Monoalphabetic cipher substitutes one letter of the alphabet with another letter of
the alphabet. However, rather than substituting according to a regular pattern, any
letter can be substituted for any other letter, as long as each letter has a unique
substitute left and

e

For example
Plaintext message : hello how are you

Ciphertext message : acggk akr moc -wky

e Monoalphabetic ciphers are easy to break because they reflect the frequency data
of the original alphabet.

Homophonic Substitution Cipher
¢ It provides multiple substitutes for a single letter. For example, A can be replaced
by D, H, P, R; B can be replaced by E, Q, S, T etc.
Playfair Cipher

* ® The playfair algorithm is based on the use of a 5 x 5 matrix of letters constructed
using a keyword.

e For example : Monarchy is the keyword.

_ B D
E F G 1/] K
L P 0 S T
U \' w X Z

e The matrix is constructed by filling in the letters of the keyword from left to right
and from top to bottom and then filling in the remainder of the matrix with the
remaining letters in alphabetic order.

e The letters I and ] count as one letter.

TECHNICAL PUBLICATIONS - An up thrust for knowledge
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Plaintext
T Tty <
LI d:(f g h L 1 kjt'mn o P q rig t u-viw‘;‘xi'y.t
ajA B C O'E'F G Hi| 4 KitMNoOPaRSTUVWX v[2
|8 CDEFaHI LIMiN O PiQ RS TUVWXY 2IA
' e/CiDE FIGH I 4 LM{NOPQRSTUVWXY 2 als
(4D EFGHI 4 LM NoPaRrs TUviw vzasle
¢ EFOH I JK LMNO PARISTUVWXYZASB o
MESH BNk L W N o ploin 870 vim s v z'ABcole
G H 1 JKLMNOPOQR ST uvwxivzaslcpgle
BHLL 9 KL M MOPARSET Uviwxi v zia s E FlG
G KiL M N O.PQRSTUVWEXY Z/AB.C'DEFOGH
LUK LIMNOPIORS VUV wWklY 2 ABCOEFGH I
KL Muo P aRrs Tuviwxiviz A ale e elo M1 d
L L:MNOP_QRSTU_VWXYZABCDEFG;HIJ‘K‘
f_mfu‘:NOPJQ_RSTUVWXYZABCD;EFGH_t‘J KL
kK "NOPQRSTY vw vz alsle oo #au il K LM
MO0 PIO RIS TIU VW X viziagicin g FGH 1)K LMN
yPPAQRS T UVIWIX Y 21ABClOlE F.LGIH 1 JKiL M N| O
9IQIRS T VW XY ZABCDEF O HlJKLunNO PR
LU A Toiww i vy isle o Elploin il alel N'N 0 P|Q
S TUVWXY 2 a BCDEFGHI JKLMNDOD P.Q|R
TV W v 2 Al e ool e s GH 1 JKLMNOPOQR S
WUV WX Y 2 ABCDEFGH 4« LM NOP QRS T
VVWXYZABCDE FIGH 1LyKLMNorPaR s Ty
WIWIX Y 2ABCOEFOGHI ¢ LMNOPQRSTUY
Ixixivizial8lc D E ¥ GH I JKUMNOPQ RS TUVW
Y2 ABICD € Flon 1 sk L N0 o R 8! Ty v g
!dq&mqmefqulermmomm&&nwvwxv
Fig. 19.1

substitution, each occurrence of a character can have a different
 relationship between a character in the plaintext to a character in
one to many.
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EEX] Hin Cipher

e The encyption algorithm takes m successive plaintext letters and substitutor for
them m dphertext letters.

e The substtution is determined by m linear equations in which each character is
assigned a2 numerical value (2 =0, b =1, ¢ = 2, .... z = 25), the system can be
described as follows :

C1=(K11P1+K12P2+K13P3)m0d26
C, = (K; P; + K» P, + Ky3 P3) mod 26
G = (Ky Py + Ky P + Ky3 Py) mod 26
* This can be expressed in term of column vectors and matrices :
Cy ) Kin Kiz Kz |(Pr]
C2J= KZI Kzz Kn PZ mod 26

Cs K31 Kn Kz )| P;
or C = KP mod 26
Where C and P are column vectors of length 3, representing the plaintext and
ciphertext.

e K is a 3 x 3 matrix, representing the encrypting key.

e For example :
Plaintext = Paymoremoney

7 37 8
Key (K) = [21 18 21
2 & 19
The first three letters of the plaintext are represented by the vector.
' 17 17 5 157 375 11
C=KPmod26=|21 18 21 || O |mod 26 =| 819 |mod 26 =| 13 |= LNS
2 2 19|24 486 18

For plaintext pay, ciphertext is LNS.
The entire ciphertext is LNSHDLEWMTRW
¢ Decryption requires using the inverse of the matrix K.

¢ The general terms in Hill cipher is
Cipher C = E(K, P) = KP mod 26

Plaintext P = D(K,P) = K'Cmod 26 =K KP =P
Advantzges
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Symmetric Cipher Model

r ; t
M-NOPORS S TUVWXYZ
VIiW X! YIZ A B.C/,D E F|G
|Q R S TUVWXYZABCDEFGH

mnop q

NOPOQRST UVWXY ZAS

JKILMNOPQRSTUVWXY ZABC

1-31
1

.k:

J Kj
__JWK Ih M N o_l{ Q f& §.1' U

X
|
S TUVWX Y ZABCDEFGH

{Ji K L M

g "
F _|(  LM

[
JIKI L:M/N OPlQRS TUVWXYZABC DE

i 1]

M NoOP

i

G H;
 H
[

%
i
}

 J|KILM NO P QR ST UV
KL M NOPQRSTU

]

E F G H

1. Easily broken with a known plaintext attack.

J
b

N
0

B CDEFGH

——— e
)

; "u]' 0

12t Bl

EEXF Polyalphabetic Substitution

Information and Network Security

Disadvantage
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An example of polyalphabetic substitution is the Vigenere cipher. -

The Vigenere cipher chooses a sequence of keys, represented by a string. The key
letters are applied to successive plaintext characters, and when the end of the key
is reached, the key start over.

Fig. 1.9.1 shows a tableall or table to implement this cipher efﬁclently,
(See Fig. 1.9.1 on previous page)

For example : Let the message be THE BOY HAS THE BAG and let the key be
VIG.

Key = VIG VIG VIG VIG VIG
Plaintext = THE BOY HAS THE BAG
Ciphertext = OPKWWECTYOPKWIM

The strength of this cipher is that there are multiple mpherbext letters for each
plaintext letter, one for each unique letter of the keyword.

EEXJ One Time Pad

'Ihekeystringischosenatrandomandatleastaslongasﬂtemessage,soitdoes
not repeat. '

Each new message requires a new key of the same length as the new message. It
produces random output that bears no statistical relationship to the plaintext.

Vdnamcipherusesamtimepad,whichisdiscaidedafterasingleuse,and
therefore is suitable only for short messages.

For example
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2. Key distribution and protection is also major problem with one time pad.

EEXZ Feistel Cipher

e Fig. 19.2 shows the classical Feistel network. The inputs to the encryption
algorithm are a plaintext block of length 2w bits and a key K. The plaintext block
is divided into two halves i.e. Left (Ly) and Right (Ry).

pParameters and design features
Following parameters are considered :

1.  Block size 2. Key size

3 Number of rounds 4. Subkey generation algorithms

5.  Round function 6. Fast software encryption / decryption.
7.  Ease of analysis

1. Security depends upon the biock size. Larger block size gives greater security
but encryption / decryption speed is reduced normal. Block size is 64-bit and
AES uses 128-bit block size.

2. Greater security is achieved by using longer key size. Because of longer key
size, again speed of algorithm decreases. Key sizes of 64 bits or less are now
widely considered to be inadequate and 128 bits have become a common size.

3. Number of rounds are 16 in most of the algorithm. In Feistel cipher, single
round offers insufficient security and multiple rounds offer greater security.

4. In subkey generation algorithm, greater complexity leads to greater difficulty
of cryptanalysis.

5. Round function is again greater complexity for greater resistance to
cryptanalysis.

6. Fast software encryption / decryption : The speed of execution of the
algorithm becomes a concern.

7. Ease of analysis : There is great benefit in making the algorithm easy to
analysis. '
scryption Algorithm
Use the ciphertext as input to the algorithm, but use the subkeys K; in reverse

he first round of the decryption process is equal to a 32 bit swap of
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Plaintext (2w bits)

2 TR |

. Plaintext

=
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[(LE;5 x F(RE;s, K;9)] x F(RE;s, Kg)
. We have LD, = RE;5 and RD,; = LE;;
e For the i™ iteration of the encryption algorithm,

LE; = RE;_,

RE; = LE;_, x F(RE;_, K)

Finally, the output of the last round of the decryption process is REy| LEy. A 32 bit
swap recovers the original plaintext, demonstrating the validity of the Feistel decryption

process.
Comparison between Monoalphabetic and Polyalphabetic Cipher

J Monoalphabetic Cipher ¥ Polyalphabehc Cipher
" Once a key is chosen, each alphabetic Each alphabetic character of a. planiexiti
- character of a plaintext is mapped onto a  be mapped onto “m” alphabetic characters
~_unique alphabetic character of a ciphertext. of a ciphertext. .
" The relationship between a character in the The relationship berween a character in the
. plaintext and the characters in the plaintext and the characters in the
_;nphe@n is one-to-one oo ciphertext is one-to-many. S

" A stream cipher is a monnalphabetxc c:pher A stream cipher is a polyalphabetic cipher
** If the value of ki does not depend on the  if the value of ki does depend on the

/. position of the plaintext character in the position of the plaintext character in the |
- plaintext stream. __plaintext stream. ¥

Monoalphabetic cipher includes addmve, Polyalphabetic- dpher mcludes auwkzy,
- multiplicative, affine and monoalphabetic  Playfair, Vigenere, Hill, one-time pad, 3
‘ substitution apher . rotor and Eni;l_na cipher.

Soluhon - Usmg playfmr c:lpher E|l N G |1/ I R
Message : te st is pr oc es xs i ;__. 3_ c 1D ; i
Cipher : PI XY PM GT EU LF PG TY HlxlLIM|o

FPIQES|TIU
viwlx|y|z

University Questions

GTU : May-11, Marks 3

5 playfair matrix for the keyword “occurance”. GTU : Dec.-11, Marks 3

in Feistel's structure for encryption and decryption. [KSyiOReN o TI38 bW ¥ £ T8
e}

——
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e t e f e t i P r ¥y
e The ciphertext is
MEMATRHSATETEFETIFRY
e Attacking a ftransposition cpher requires rearrangement of the letters of the
ciphertext.

e A pure transposition cipher is easily recognized because it has the same letter
frequencies as the original plaintext.
Plaintext : The book is suitable for self study.

Key:564132

Key § S 6 4 1 3 2

Plaintext : t h e b o o
k i s s u i
t a b 1 e f
o ¥ s e 1 £
s t u d y

Ciphertext : BSLEDOIFFOUELYESBSUTKTOSHIART.

Multiple Choice Questions
Q1 The original message is called as ________ .

[a] Ciphertext  [blPlaintext [c| Cryptographydl encryption [Ans.:b]
Q2 The process of converting plaintext to ciphertext iscalledas ____ .

[a] Encryption  [b] Decryption [c] Substitution [d] TranspositionlAns.: al
Q3 a:oepﬁon,imznupﬁm___uadfabﬁﬂﬁmm&umm

ts.

[a] Traffic analysis b Masquerade [c] Replay [d] modification [Ans.:d)

Q4  Which of the following is NOT types of active attack.

[a] Masquerade [b|Replay

[c¢] Traffic analysis [d] Modification of message [Ans. : c]
Qs — attacks are called as masquerade attacks.
[a] Interception  [b] interruption [c] modification [d] fabrication [Ans.:b]

attacks are very difficult wdcmbeénun&wydonothvolveuty
of data.
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4. Construct a playfair matrix with the key “engineering”™. And encrypt the message “fest !r_;
process” (GTU - May-12. Marks 4

5. The exact realization of Feistel network depends on the choice of which parameters 7
| GTU - May-12. Marks 3 |
6. Explain the one ime pad scheme. CCTU ~ May iz, Marks 3|
7. Define the Caesar cipher. GTU . May- 12, Marks 3
8. Let the kevword in playfail cipher is “keyword™. Encrypt a message ““come to the window ‘using
plafir cipher. (GTU . Winter-12. Marks 7.
9. Is playfair cipher moncalphabetic cipher ? Justifv. Construct a plaviasr matms with the by

“moonmission”* and encrypt the message “gret” [GTU + Summer-13. Marks 3

10. Construct a playfair matrix with the key “occurremnce”. Gemerate the cipher text for the plamtent

““Tall trees”" (GTU _ Winter-13. Morks 3
11, Explain monoalphabetic cipher and polyalphabetic cipher by giving an example
12. Write a note on Hill cipher.  GTU - Summer-14. Marks 4 |

13. Explain play foir cipher with suitabe exsmple
14. Explain Vegenere Cipher

15. Which type of substitution is called monoalphabetic substitution cipher ? _
16. Which two principal methods are used in substitwion ciphers 10 lessen the exten! to which the

structure of the plainest surcices in the cphertest ?
17. Use playfair algorithm uvnth key “"monarchy " and encrypt the text “pazz™”.

GTU : Sommer-15, Marks 4

18. Explain the feistel structure used in cast-128 ?
19. Explain generation of encryption matrix in play fair cipher.
20. Explain one time pad cipher with example.
* 21. Explain rail fence Cipher technique.

EEI Transposition Techniques

e A transposition cipher rearranges the characters in the plaintext to form the
ciphertext. The letters are not changed.

e The rail fence cipher is composed by writing the plaintext in two rows, proceeding
down, then across and reading the ciphertext across, then down.

o For example, to enciphere the message “meet me after this party” with a rail fence

of 2, we write the following :

- o U R e i cute,

TECHMICAL PUSLICATIONS - A7 i S & imdwiedge
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e t ¢ f ¢ t i P r y
e The ciphertext is
MEMATRHSATETEFETIPRY
e Attacking a transposition cipher requires rearrangement of the letters of the
ciphertext.

e A pure transposition cipher is easily recognized because it has the same letter
frequencies as the original plaintext.
Plaintext : The book is suitable for self study.

Key:564132

Ky :3 6 4 1 3 2

Plaintext : ¢t h ¢ b o o
k i s s u i
t a b l ¢ f
o r 5 1 f

e
s t u d ¥y
Ciphertext : BSLEDOIFFOUELYESBSUTKTOSHIART.

EEEN Muttiple Cholce Questions

Q1 The original message is called as
(a] Ciphertext b Plaintext  [¢| Cryptographyd] encryption [Ans.:b]

Q.2 The process of converting plaintext to ciphertext is called as
D Encryption b Decryption '¢] Substitution [d] Trmpuiﬂonlm a)
Q3 Interception, interruption, i and fabrication are the system security
threats.
(a] Traffic analysis b) Masquerade [c] Replay  [d] modification [Ans.:d]

Q4 Which of the following is NOT types of active attack.

[a] Masquerade b Replay
(¢] Traffic analysis 'd' Modification of message [Ans. : ¢}

Qs attacks are called as masquerade attacks.
b interruption [¢| modification [d] fabrication [Ans.:b]

p very difficult to detect because they do not invoive any

", An wp Svust for knowledpe
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{ n Active ‘bl Passive

. |¢ Active and passive 'd] None of these [Ans, : )
Q.7 The process of trying to break any cipher text message to obtain the origin,
piam text message itself is called as ;

2 Crypanalyst b Cryptographyic| Cryptology  [d] cryptanalysis [Ans.: q)
Qs n\epmdmutng&naphatextmtophmtextmcalled
s Encypion b Decryption |[c| Substitution [d] Transposition [Ans.:p;

——

Qs A symmetn< emrvpuon model has ____ ingredients.
‘a| four b three [c| five [d] six [Ans.: ¢
' Q.10 The one time pad is susceptible to a .
‘2 Chosen plain text attack [b] known plain text attack _
s Known cipher text attack (r_cﬂ None of these [Ans, : q)

Q.11  Secret key ayptography is also as :
‘. Symmetric key cryptography [b] asymmetric key cryptography

¢ private key cryptography [d quantum cryptography  [Ans.: 4]
Q.12 In ayptography, what is cipher?

? Encrypted message [E Decrypted message

‘¢ aigorithm for performing encryption and decryption

'__—‘!. both (a) and (b) [Ans.: ¢]

Short Questions and Answers

'@Q1 What is meant by threat ?
‘ Ans. : A potential for violation of security, which exists when there is a circumstance,
| capability, action or event that could breach security and cause harm. That is , a threat
| is a possible danger that might exploit vulnerability.
Q2 What is encipherment 7
Ans. : The use of mathematical algorithms to transform data into a form that is not
i readily intelligible. The fransformation and subsequent recovery of the data depend on
an algorithm and zero or more encryption keys.
Q3 What is a passive attack ?
Ans. : Passive attacks are in the nature of eavesdropping on, or monitoring of,
transmissions. Two types of passive attacks are release of message contents and traffic
analysis.

Scanned with CamScanner



-

-

Information and Network Security 1-39 Symmetric Cipher Model

a4 W’h:t Is an active attack 7
Ans. : An active attack involves some modification of the data stream or the creation
of a false.

Q.5 What are the aspects of information security 7 !
Ans. : There are three aspects of the information security. ie. security attack, security {
1

mechanism, security service.

Q6 Define an attack.

Ans. : An attack on system security that derives from an intelligent threat : that is an
intelligent act that is a deliberate attempt to evade security services and violate the
security policy of a system. |
Q.7 What are the essential ingradients of a symmetric cipher ? |
Ans.: A symmetric encryption scheme has five ingradients : Plaintext, Encryption
algorithm, Secret key, Ciphertext, Decryption algorithm.

Q8 Define the monoalphabetic cipher.

Ans. : A dramatic increase in the key space is achieved by allowing an arbitrary
substitution. There are 26! possible keys. It is referred to as monoalphabetic substitution
cipher, because a single cipher alphabet is used per message.

Q9 Define the playfair cipher.

Ans. : The playfair cipher treats the diagrams in the plaintext as single units and
translates these units into ciphertext diagrams. This algorithm is based on the use of a
5 by 5 matrix of letters constructed using keyword.

Q.10 What is product clpher ?

Ans. : Product cipher has the performance of two or more basic dphers in sequence is
such a way that the final result or product is cryptographically stronger than any of the
component ciphers.

Q.11 List out the problems of one time pad 7

Ans. : Problem with one time pad is that of making large quantities of random keys. It
also makes the problem of key distribution and protection.

Q.12 Define symmetric encryption.
Ans. : In symmetric encryption, sender and receiver use same key for encryption and

——— —————— i ————

decryption.

aoaQ
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Stream Ciphers and Block Ciphers

Syllabus

Stream ciphers and block cliphers, Block Clpher structure, Data Encryption standard (1DE5) with
example, strength of DES, Design principles of block cipher, ALS with structure, s transformation
Sunctions, key expansion, example and implementation.
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EX] steam Ciphers
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Usuailr bincks are § or 18 bytes long.
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e For decypting the data, copy a block of dphertext. decrypt it and XOR the result
with the preceding block of aphertext.
e Taking Ex to be the encipherment algorithm with key K and [ to be the
initialization vector, the cpher block chaming technique s
C, = Ex(m,©10)

C: = E[('E: '.."-.'C_._,) fri>0

EXEE] Advantages and Disadvantage of Block Cipher

Advantages :
1. High diffusion
2 [Immmumity to insertation of symbols.

Disadvantages :
1. Sowmess of encxyption

Unrversity Queston e

1. Diferrmtise symmeiric and syt ey TS

-_ﬁ“"‘\.__.__
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e At the description end, the dphertext bits are XORed with an identical key stream
to recover the plaintext bits.

R =GekK
* The system security depends entirely on the insides of the keystream generator.

EEX] Advantages and Disadvantages of Stream Cipher
Advantages :
Speed of transformation
Low eor propagation
Disadvantages :

1. Low diffusion

2 Susceptivility to malicious insertation and modifications.
EE¥F] Comparison between Stream and Block Cipher

Na

e— e e mr e = e —————— ——

Yy &maﬁmmmm&mu Bn&qﬁusoguﬁmlupbhd:uf

B e

e — e . e

e Simremmcmtu —
Scess cpter processes She Tpot slemens m@wmummm
ar=cooesT procuioy OuDet ane element of alemen? 3t 2 time, producing an output
Slock for each Tput block. ool
. gl oaacde. 38
i S On*::e:neafhr:n e Recsedik=y :spc::'a_-;k. I
B ©=-Cne Smeged = _ B -D= "
= Agsicehom - ﬂmmcmu AppSation. - m&m:rrphm.
'd-ﬂ
t h@usmﬁ&hm &ﬂrhq&.ﬂhm
i Defwr Siock coywer. Exgicie desipe praaciples of bladck cipher. GTU : Winter-14, Marks 7
EE] simpie DES -

e Takes an Sbit block plaintext 2 10-bit key and produces an 8-bit block of
Cipher-ext
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e Decryption takes the 8bit block of cipher-text, the same 10-bit key and produces
the original 8-bit block of plaintext.

e It was designed as a test block cipher for learning about modern cryptanalytic
techniques such as linear ayptanalysis, differential cryptanalysis and

e The same key is used for encryption and decryption. Though, the schedule of
addressing the key bits is altered so that the decryption - the reverse of
encryption.

e An input block to be encrypted is subjected to an initial permutation IP. Then, it is
applied to two rounds of key-dependent computation. Finally, it is applied to a
permutation which is the inverse of the initial permutation.
plaintext = b;b;b3bsbsbgbsbsg

key = kjkykskskskgkskgkgkyg
Subkey generation
e First, produce two subkeys K; and K;:
Kl = mslmmkty)))
K, = PG(LS;(LSlﬂ’lO(key)l))
where P8, P10, LS; and LS, are bit substitution operators.
» For example, P10 takes 10 bits and returns the same 10 bits in a different order :
Hmlkzk3k4k5ksk7kakgk-m) = k;ksk:kyk‘kmklk,k‘k‘
It's convenient to write such bit substitution operators in this notation :
P10 : (10 bits to 10 bits )

3 | s |2!l7 ;4

-
g
-
v
o

P8 : (10 bits to 8 bits )

BEALEEREREEN A ERY AN

s {3l a s tilelaln] ] s
LS, (left shift 2 bit” on 5 bit words) : 10 bits to 10 bits
il ]l s "i1alesllnleld

TECHNICAL PUBLICATIONS - An ip $rust for imowtedge
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Encryption
« The plain text is split into 8-bit blocks; each block is encrypted separately. Given ,

plaintext block, the cipher text is defined using the two subkeys K; and K,,
follows: ;
Ciphertext = IP~( fi, ( SW(fy, ( IP( plaintext)))))

where : .
Initial Permutation (IP) : 8 bits to 8 bits

2 | 6 E §f B ] & )} ® | .8 «f =¥

IP~! (8 bits to 8 bits )

4 | 1 3 ! 5 7 2 8 6

Switch (SW) : 8 bits to 8 bits

s | & L » | 8 | & F2 | & | &

and fg( ) is computed as follows.
We write exclusive-or (XOR) as +.

fK(L,R,=(L+FK(R);R)
Fx(R) = P4 ( SO( lhs( EP(R)+K )) , S1( rhs(EP(R)+K )) ) -
4 bits to 8 bits
£ | v | = 3 2 3 4 1

P4 (4 bits to 4 bits)

2 4 3 1

Ihs (8 bits to 4 bits )

1 2 3 4

rhs (8 bits to 4 bits )

5 ‘ i 7 8

S SO(b, by bsbg) = The [byby, bsbs ] cell from the "S-box" SO below, and similarly for

\\‘_;
TECHMCAL PUBLICATIONS - An up thrust for knowladge ‘
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S1

e Algorithm :

The block of 12 bits is written in the form LyR(, where L, consists of the first 6 bits
and Rq ‘consists of the last 6 bits. The i round of the algorithm transforms an input
L;-1 Rj-1 to the output L;R,using an 8-bit K; derived from K.

¢ Fig. 2.3.1 shows one round of a Feistel system.

Fig. 2.3.1 One round of a Feistel system
The output for the i" round is found as follows :
L; = R;_jandR;=L;; ®fiR;_41,K;)
This operation is performed for a certain number of rounds, say n, and produces
L,R,. _
The ciphertext will be R, L,.

Exﬁyption and decryption are done the same way except the keys are selected in
the reverse order.

TECHNICAL PUBLICATIONS - An up thrust for knowladge
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» The keys for encryption will be K;, K;. ...... K, and for decryption will be K,, ...

K"_I oooooo Kl .
¢ Function f(R;_1, K;) : The function fiR;_;, K; ), depicted in the Fig. 2.3.2 below, is

described in following steps.

Fig. 2.3.2 The Function f(R,_, K,)

1. The 6-bits are expanded using the following expansion function. The expansion
function takes 6-bit input and produces an 8-bit output. This output is the input

for the two S-boxes.

| gradimEm

Fig. 2.3.3 The expansion function, E(R;_4)

2. The 8-bit output from the previous step is Exclusive-ORed with the key K;

3. The 8-bit output is divided into two blocks. The first block consists of the first
4 bits and the last four bits make the second block. The first block is the input
for the first S-box (S1) and the second block is the input for the second S-box
(52).

4. The S-boxes take 4-bits as input and produce 3-bits of output. The first bit of

the input is used to select the row from the S-box, 0 for the first row and 1 for
the second row. The last 3 bits are used to select the column.

TECHNICAL PUBLICATIONS - An up thrust for knowledge I
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5. The output from the S-boxes is combined to form a single block of 6-bits. These
6 bits will be the output of the function f(R,_;, K; )

Example : Let the output from the expander function be 11010010.

Solution : 1101 will be the input for the S1 box and 0010 will be the input for the
52 box. The output from the 51 box will be 111, the first of the input is 1 so select the
second row and 101 will select the 6™ column. Similarly the output from the 52 box will
be 110. In above example we have the S1 output 111 and 52 output 110. So the output
for the function

f(R;-1. K;) will be 111110, the S1 output followed by the S2 output.

University Question

| 1. Explain single round of DES algonlhm
[EX3 Data Encryption Standard

GTU : May-11,12, Dec.-11, Winter-12,13,14, Summar-14,15

e DES Encryption standard (DES) is a symmetric key block cipher published by the
National Institute of Standards and Technology (NIST).

e It encrypts data in 64-bit block.

e DES is symmetric key algorithm : The same algorithm and key is used for both
encryption and decryption.

o Key size is 56-bit.

e The encryption process is made of two permutations i.e. P-boxes, which is called
initial and final permutation.

e DES uses both transposition and substitution and for that reason is sometimes

referred to as a product cipher. Its input, output and key are each 64-bits long.
The sets of 64-bits are referred to as blocks.

* The cipher consists of 16 rounds or iterations. Each rounds uses a separate key of
48-bits.

o Fig. 24.1 shows DES encryption algorithm. First, the 64-bit plaintext passes

through an Initial' Permutation (IP) that rearranges the bits to produce the
permuted input.

¢ Then there is a phase consisting of 16 rounds of the same function, which involves
‘both permutation and substitution functions.

* The output of the sixteenth round consists of 64-bits that are a functlon of the
input plaintext and the key.

‘ PR R
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2 ﬁ__\%

Key (64 bit)

Cipheriext (4 bit)

Fig. 2.4.1 DES encryption algorithm
e The left and right halves of the output are swapped to produce the pre-output. At
lﬂbﬂupré—outputispaueddvoughapamutaﬁon(m’i)ﬂutis&wmvemof
the initial permutation function, to produce the 64-bit ciphertext.
initial permutation
e Table shows the initial permutation and its inverse. The input to a table consist of
64-bits numbered from 1 to 64.

YECHIC AL PUBLICATIONS - ke up Beust for krooefedge
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e The 64 entries in the permutation table contain a permutation of the numbers from
1 to 64. Each entry in the permutation table indicates the positon of a numbered
input bit in the output, which also consists of 64-bils,

% 26 1 10 2
3 SOBWN g  Mopaw g
' 38 30' - 22 ‘ 14 6‘:
0 S.m o u 16 s
©_ o8 v g . N
B L 19 Laiy (o
L7 SRS 21 i 5
39 31 23 s 7
16 WP 24 . BEoeeE azn
1 SEeRe B oW Ol
L8 _ELOsEs i e __J=
nim a e
12 52 20 0 %
o La v e 7
9 %9 17 L@ 2

Detalls of Single Round

o Fig. 24.2 shows single round of DES algorithm. The left and right halves of each
64-bit intermediate value are treated as separate 32-bit quantities, labeled L and R
(See Fig. 2.4.2 on next page)

e The overall processing at each round can be summarised in the following
formulae :

L =R_,
R = L1 XFR_yK)

The left output (L;) is simply copy of the right input (R, _ ). The right output (K is
the XOR of left input (L; _ ;) and right input (R, _ ;) and key for this stage is K. In this
stage, the substitution and permutation both functions are used.

TECHIICAL PUBLICATIONS - An up Bwust for kresiedgs
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28 bits 28 bits
32 bits

e o o o e e e o e e e e e e e e e e -

£

A g AR Y
o4 St A 3
e g :

Ui

Fig. 2.4.2 Single round of DES algorithm

e Fig. 243 shows role of S-boxes in-the function F. It consists of set of eight
S-boxes, each of which accepts 6 bits as input and produces 4 bits as output.

e The 48 bit input block is divided into 8 subblocks and each subblock is given to a
S-box. The S-box transforms the 6 bit input into a 4 bit output.

e First and last bits of the input to box §; form a 2-bit binary number to select one
of four substitutions defined by the four rows in the table for S;. Two bits can
store any decimal number between 0 and 3. This specifies the row number. The
middle four bits select one of the sixteen columns.

TECHNICAL PUBLICATIONS™ - An up thrust for knowledge
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| _R{32bits)
e L Y
8 bits ' . K(4g bits) |

[~ 32bits - |

Fig. 2.4.3 S-boxes In the function (F)

e Following table gives the S-box value for DES

gileimlirtfelia|s{s|m]ls|mjsjFje}ls
s, clalipldluwlainpltin|slmin]s] 1 %]
sl 1114|8862 |n]|s|2]9]7[8]|0]5]0
slelslzifeldlifz|a|n|s w100 6 | 13
alxlpii ol s x|l rji| 217 5 | 10
xinlalyim|(iislnle] 0|t ]W 6|9 |1n| s
“ cinlzinfic|e|B|a{s|p|2]6 9 | 3] 2|15
3|8 |w0]1]|3|15|4]|]2|N]|6F 7 |12 0|5 |14]9
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10/ 0 91|63 155 |1 |||z |n|e|2]s]
5313;7 0'933 s {6 |10|2]|8|5]1a]12]|n 15:1-:
(136|498 |53 |0o|n|f1|2|2|5[10]1]2
l1110]13 6 | 918 |7 |a|15|als|nls|2]1n]
7 |3 |ofefo|w|1|2]s8|s5]|n]|2]|4]s]
S4§13§s§11 5§6‘!15:0 3|a|l7]|2|12]1 10‘14_9:-
lw|lejojoj{nlz7|nls|i1|s{u]ls]2]s]a4
{3 j1s{o|6/w{1ins|s|o|a|ls|ufn|7]2]u]
2 2 a1 7]win|e|s{s|[3|1s[13f[o0f1]o
:_14;1112!12;;4:7[13 1 {s|o|s|{w|3]o]s]s]
Ss{;;z 1i11?10‘131§ 8 |15 9 stelinloly
nis|2z{7|1]wl2|{B|le|1|o|o]|w|se|s5]3
2{1/10{15{9{2}6|8|0o|1|3]|a]]l?2]s5]|n
w15/ aj2]7lnlols|e]1]|n|ulo|[n]|s]s
szg ui1s|5j218i12|3|7|0]|a|w|1]|13|n]s
s:3l2|{nnlo|{s|s|lw|nf{w|1]7]|6|0]|s|
4 im| 2 14:15Eo;s§13§3 2|9 |7 |5 |10]6]!1
57-13,0'11;7f4_f9_51;1oi14 3|5|12/2|15)/8]6
t1lainlsinnlsiz{u|w|s|e|[s|o]s|[s]2
6 injBis|1|aj0|l7|9|s]|ofis|u]|]2]|3|n
{13 2/8]e]6 15|19 ulslolia]z
sa{_;“'ns‘ls‘;s.m{s;? s 12|56 |1n|o0[14(09]2
i7:1114§1j9j12§14 20|66 |10]|13|15)3 ]| 5|8
121 (1|7 4|1w0ls|m|s|2]eo|o|3]5]6]|n

* Fig. 244 shows the selection of an entry in a S-box based n the 6-bit input. For
example, in S,, for input 101101, the row is 11 and the column is 0110. The value

in row 3, column 6 which select row 3 and column 6 of S, box. The output is 4.
TECHNICAL PUBLICATIONS - An up thrust for knowiedge _
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4 bit column
number

| 2bitrow |
number

-

Fig. 2.4.4 Selecting entry in S-box

Key Generation

e 64bit key is used as input to the algorithm. The initial 64-bit key is transformed
into a 56-bit key by discarding every 8™ bit of the initial key. ;

o From 56-bit key, a different 48-bit subkey is generated during each round using a
process called as key transformation.

o The resulting 56-bit key is then treated as two 28-bit quantities, labeled C, and D,
At each round, C; _; and D; _, are separately subjected to a circular left shift, or
rotation, of 1 or 2-bits.

e These shifted values serve as input to the next round. They also serve as input to
Permuted choice Two, which produces a 48-bit output that serves as input to the
function F(R; _,, K)).

DES Encryption

e A block to be enciphered is subjected to an initial permutation IP, then to a
complex key-dependent computation and finally to a permutation which is
inverse of the initial permutation IP.

* The key-dependent computation can be simply defined in terms of a
function f, called the cipher function, and a function KS, called the key schedule.

* Given two blocks L and R of bits, LR denotes the block consisting of the bits of
L followed by the bits of R.
1. Initial permutation : The 64-bits of the input block to be enciphered are first
subjected to the permutation, called the initial permutation.

2. Key dependent computation : The computation which uses the permuted
input block as its input to produce the pre-output block consists. Cipher
function f which operates on two blocks, one of 32-bits and one of 48-bits, and
produces a block of 32-bits. Let the 64 bits of the input block in an iteration
consist of a 32-bit block L followed by a 32-bit block R. Using the notation

-
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defined in the introduction the input block is then LR. Let K be a block of
48 bits chosen from the 64-bit key. Then the output L' R' of an iteration With
input LR is defined by :

L = R }

R = L(+) f(RK) -~ (24

where (+) denotes bit-by-bit addition modulo 2.

As before, let the permuted input block be LR. Finally, let L, and R, be Tespectively
L and R and let L, and R, be respectively L' and R' of equation (2.4.1) hence L ang R
are ively L,,_; and R;,_; and K is K, i.e. when n is in the range from 1 to 16,

Then Ln = Rn-l
Ry = La-1 () f(Rpq, KT

The pre-output block is then R;4L 4.

3. Key schedule : Key generation techniques is shown in the Fig. 2.4.5
(See Fig. 2.4.5 on next page).

The input of the fu'st iteration of the calculation is the permuted input block. If L' R'
is the output of the 16" iteration then R'L' is the pre-output block. At each iteration a
different tlock K of key bits is chosen from the 64-bit key designated by KEY.,Let KS be
a function which takes a integer n in the range from 1 to 16 and a 64-bit block KEY as
input and yields as output a 48-bit block K, which is a permuted selection of bits from
KEY i.e.

K, = KS(n, KEY)

with K, determined by the bits in 48 distinct bit positions of KEY. KS is called the
key schedule.

DES Decryption

The permutation P! applied to the pre-output block is the inverse of the initial
permutation IP applied to the input. Consequently, to decipher it is only necessary to
apply the very same algorithm to an enciphered message block, taking care that at each
iteration of the computation the same block of key bits K is used during decipherment
as was used during the encipherment of the block only in a reverse order. For the
decipherment calculation with RygLg as the permuted input, K;5 is used in the first
iteration, K;¢ in the second, and so on, with K, used in the 16" iteration.
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Fig. 2.4.5 Key generation techniques
m DES Weak Keys

¢ With many block ciphers there are some keys that should be avoided, because of
reduced cipher complexity.

¢ These keys are such that the same sub-key is generated in more than one round,
and they include :

1. Weak keys : The same sub-key is generated for every round and DES has 4
weak keys. :

]

Semi-weak keys : Only two sub-keys are generated on alternate rounds and
DES has 12 of these (in 6 pairs).

3. Demi-semi weak keys : Have four sub-keys generated.

¢ None of these cause a problem since they are a tiny fraction of all available keys
however they MUST be avoided by any key generation program.
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e

EXX3 Advantages of DES

As 56-bit keys are used there are 70 quadrillion possible key values and hence

a specific key cannot be identified easily.

2. As the length of the key is increased the security provided by the algorithm
also increases.

3. The security of the DES algorithm resides in the key.

1.

Disadvantages of DES

As it is a symmetric algorithm both sender and receiver must have same key,
there is a possibility that the key is intercepted.

2. The design of S boxes makes it susceptible to linear cryptanalysis attack.

It is susceptible to differential cryptanalysis attack and brute force attack taking
advantage of which DES crackers have been designed.

It has certain weak keys which generate the same key for all cycles of the
algorithm like when all key bits are either Os or 1s or if one half of the key bits
are 0s or 1s. They are 0000000 0000000, 0000000 fffffff, fFFEEFf 0000000,
st liiniid :

Some mitial keys produce only two subkeys while some produce only four.
They are called possible weak keys.

Possible techniques for improving DES
e Multiple enciphering with DES
e Extending DES to 128-bit data paths and 112-bit keys
e Extending the key expansion calculation.

EXX] Block Cipher Design Principles

The criteria for the S-boxes are as follows :
1. No output bit of any S-box should be too close a linear function of the input

bits.
2. Each row of an S-box should include all 16 possible output bit combinations.
3. If two inputs to an S-box differ in exactly one bit, the outputs must differ in at

least two bits.

4. If two inputs to an S-box differ in the two middle bits exactly, the outputs must
differ in at least two bits.

5. If two inputs to an S-box differ in their first two bits and are identical in their
last two bits, the two outputs must not be the same.

1.

W
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6. For any non zero 6-bit difference betwen inputs, no more than 8 of the 32 pairs
of inputs exhibiting that difference may result in the same output difference.

Criteria for permutation P are as follows.

1.The four output bits from each S-box at round i are distributed so that two of
them affect middle bits of round (i + 1) and the other two affect end bits.

2. The four output bits from each S-box affect six different S-boxes on the next
round, and no two affect the same S-box.

3.For two S-boxes j, k, if an output bit from S; affects a middlle bits of Swx on the
next round, then an output bit from Sy cannot affect a middle bit of S;.

University Questions

What is the purpose of S-boxes in DES ? Explain the avalanche effect. (SR BN L Cl

[ 1.
2. Explain single round fiunction of DES with suitable diagram.
3. Explain the DES encryption algorithm. | GTU : May-12, Marks 7 |
4. Drew andexpain the single round of DES algorithm.
5. Define the terms diffusion and confusion. What is the purpose of S-box in DES ? Explain the

avalanche effect in DES.
6. Explain limitation of DES in detail. m
7. Explain DES algorithm with figure.

8. Explain sub key generation process in simplified DES algorithm with Example.
GTU : Winter-14, Marks 7
S. Explain scheme for DES encryption.

10. With example explain function of S-box in DES.

Linear and Difference Cryptanalysis

o Instead of looking for isolated points at which a block cipher behaves like
something simpler, it involves trying to create a simpler approximation to the
block cipher as a whole. It is an attack that can be applied to an iterated cipher.

¢ We want to find a probability linear relationship between a subset of plaintext bits
and a subset of data bits precedmg the last round. This relation behaves in a
non-random fashion.

* The attacker has a lot of plamtext—cxphertext pairs known plaintext attack.

* For each candidate subkey, we partially decrypt the cipher and check if the

relation holds. If the relation holds then increment its corresponding counter. At
the end, the candidate key that counts furthest form 1/2 is the most likely subkey.

I .l TECHNICAL PUBLICATIONS™ - An up thrust for knowledge
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e The attack has no practical implication, requires too many pairs. The key size
remains the main attack point.

Difference Cryptanalysis

. Thé main difference from linear attack is that differential attack involves
comparing the XOR of two inputs to the XOR of the corresponding outputs.
¢ Differential attack is a choosen-plaintext attack.

* This is a chosen plaintext attack, assumes than an attacker knows (plaintext,
ciphertext) pairs.

» Difference AP=P;® P, AC=C; & C, .
* Distribution of AC's given AP may reveal information about the key (certain key
bits). -

* After finding several bits, use brute-force for the rest of the bits to find the key.

* Surprisingly ... DES was resistant to differential cryptana]ysié.

* At the time DES was designed; the authors knew about differential cryptanalysis,
S-boxes were designed to resist differential cryptanalysis.

» Against 8-round DES, attack requires 2% known plaintext-ciphertext pairs.

* Against 16-round DES, attack required 247 chosen plaintexts.

¢ Differential cryptanalysis not effective against DES !!!

Difference between Differential and Linear Cryptanalysis

e Important distinction between the two methods is that differential cryptanalysis
works with blocks of bits while linear cryptanalysis typically works with a single
bit. The bias of the linear approximation has a sign. Thus given two
approximations with the same input and output masks and equal probability but
opposite signs, the -resulting approximation will have zero bias, due to the
cancellation of the two approximations by each other. Linear cryptanalysis is a
known plaintext attack in which the attacker studies the linear approximations of
parity bits of the plaintext, cipher text and the secrete key.

e Differential cryptanalysis is a general form of cryptanalysis applicable primarily to
block ciphers, but also to stream ciphers and cryptographic hash functions. Linear
cryptanalysis is a general form of cryptanalysis based on finding affine
approximations to the action of a cipher.

e Attacks have been developed for block ciphers and stream ciphers. Linear
cryptanalysis is one of the two most widely used attacks on block ciphers.
Differential cryptanalysis is usually a chosen plaintext attack, meaning that the
attacker must be able to obtain encrypted cipher-texts for some set of plaintexts of
his choosing.
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In

m Confusion and Diffusion

Diffusion

o Diffusion is making output dependent on previous input (plain/cipher-text).
Ideally, each output bit is influenced by every previous input bit.
These are measures to thwart cryptanalysis based on statistical analysis. In
diffusion, the statistical structure of the plaintext is dissipated into long range
statistics of the cipher-text.
This is achieved by having each plaintext letter affect th- value of many
cipher-text digits, which is equivalent to saying that each cipher-text digit is
affected by many plaintext digits.
The letter frequencies in the cipher-text will be more nearly equal than in the
plaintext. - -

Confusion
e In Shannon's original definitions, confusion makes the relation between the key

and the cipher-text as complex as possible. Confusion is making the output
dependent on the key. Ideally, every key bit influences every output bit.
Confusion tries to hide the connection between the cipher-text and the secret key.

Confusion seeks to make the relationship between the statistics of the cipher-text
and the value of the encryption key as complex as possible. This is achieved by
the use of a complex substitution algorithm. These operations became the

cornerstone of modern block cipher design.

Distinguish between Diffusion and Confusion
.;-1_ ’ ' ; ; ..,-. . ¢ A
" ‘No, ' Diffusion ‘Confusion 5

e o e ot

" Diffusion hides the relation between the  Confusion hides the relation between the

| Ciphertext and the plaintext. _ cphertextand key.
“| If a single symbol in the plaintext is If a single bit in the key is chan “"““’“3

e efl, several or all symbols in the ~or all bits in the ciphertext will Elao be: 7%

¥ cphertextwillalobechanged  curged. e

 plain text is dissipated into long-range ' statistics of the cipher text and the value of
by permutation. 5 by substitution. =~ 5

University Question

| 1. Define the term - Confusion, diffusion. ‘ GTU : Winter-15, Marks

T e
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AES with Structure
e Advanced Encryption Standard (AES) is a symmetric key block cipher published
by the NIST in December 2001.

Evaluation Criteria for AES
e NIST evaluation criteria for AES are

1.
- A
3.

Security
Cost
Algorithm and implementation characteristics.

1. Security -
o This refers to the effort required to cryptanalyse an algorithm. Following

parameters are also consider for evaluation.

a.

b.

n

Cost

Actual security compared to other submitted algorithms.

Randomness : The extent to which the algorithm output is indistinguishable
from a random permutation on the input block.

Soundness of the mathematical basis for the algorithm’s security.

Other security factors raised by the public during the evaluation process.

Licensing requirements : When the AES is issued, the algorithm specified in
the AES shall be available on a worldwide, non-exclusive, royalty free basis.
Computational efficiency : The evaluation of computational efficiency will be
applicable to both hardware and software implementations.

Memory requirements : The memory requirement for implementing the
algorithm in hardware and software will be considered.

3. Algorithm and Implementation Characteristics

This category includes a variety of considerations, including flexibility, suitability for
a variety of hardware and software implementations; and simplicity, which will make an
analysis of security more straight forward.

The following criteria were used in the final evaluation :

;

2.

General security : NIST relied on the public security analysis conducted by the
cryptographic community.

Software implementations : It includes execution speed, performs across a
variety of platforms and variation of speed with key size.

Restricted space environments.

Hardware implementations.
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Attacks on implementations.

Encryption versus decryptions.

Key agility.

Other versatility and flexibility.

Potential for instruction level parallelism.

© ® N !

EXZ] AES Cipher

e AES is a non-Feistel cipher that encrypts and decrypts a data block of 128-bits.
o The key size can be 128,192 or 256-bits. It depends on number of rounds.

e The number of rounds : 10 rounds for 128-bits,12 rounds for 192-bits, and
14 rounds for 256-bits.

Characteristics
1. Resistance against all known attacks.
2. Speed and code compactness on a wide range of platforms.
3. Design simplicity.
e For 128-bits AES, each round contains four steps :
i. Byte substitution
ii. Row shift
iii. Column mixing
iv. Round key addition
o The input to the encryption and decryption algorithms is a single 128-bit block.
The block is represented as a row of matrix of 16 bytes.

o Fig. 2.7.1 shows the overall structure of AES. (See Fig. 2.7.1 on next page.)

o AES use several rounds in which each round is made of several stages. Data block
is transformed from one stage to another.

¢ Data block is referred to as state. Block is copied into state array which is
modified at each stage of encryption or decryption. After the final stage, state is
copied to an output matrix.

Comments about the AES structure
1. AES structure is not a Feistel structure.

2. The key that is provided as input is expanded into an array of forty-four 32-bit
words, w(i).
3. Four different stages are used, one of permutation and three of substitution.
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Plaintext

wi4, 7]

Ciphertext Ciphertext
(a) E':lc:yﬁtion (b) Decryption

Fig. 2.7.1 AES encryption and decryption
4. For both encryption and decryption, the cipher begins with an AddRoundkey
stage, followed by nine rounds that each includes all four stages, followed by a
tenth round of three stages. .

5. Only the AddRoundkey stage make use of the key.

6. The AddRoundkey stage is, in effect, a form of Vernam Cipher and by itself
would not be formidable. -
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7. Each stage is easily reversible.

8. The decryption algorithm makes use of the expanded key in reverse order.

9. Once it is established that all four stages are reversible, it is easy to verify that
decryption does recover the plaintext.

10.The final round of both encryption and decryption consists of only three stages.

m Comparison between AES and DES '
' AT DES
s lz&b'?ﬂ - ... RS
128 192, 256-bits - 56-bits ( effecin'! Iengﬂ\) N
_ Substitqtion, sh.lft blt mbdng Substitution, Permuht}qr_n_ ;
.'ll.. Cm?_!?s_ferh}s Pﬂnmes__caﬁi_ﬁmm __Confusion, Diffusion

University Question

1. Explain various steps of AES in short. GTU : Summer-16, Marks 7

Muiltiple Choice Questions

QA Substitution box provides ; :
E]- Confusion [b] diffusion :
[c] both confusion and diffusion [d] None of these [Ans : a]

Q.2  DES encrypts data in block size of bits each.
[a] 32 [b] 56 [c] 64 [d] 128 [Ans: c]

Q.3 DES consists of

rounds to perform the substitution and transposition

techniques.
[a] 16 [b]18 [c] 21 [d] 25 [Ans:a]
Q.4 DES uses a key generator to generate sixteen round keys.
la] 32-bit [b] 42-bit [c] 48bit  [d] 56-bit [Ans:c]
Qs is the first step in DES.
E] Key transformation [b] Expansion permutation
c| S-box substitution ~ [d] P-box substitution. [Ans:al

weak keys.
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2 (b]4 [c] 6 [d] 8 {Ans :b] |
Q.7 The input block length in AES is &

56 bits [b] 64 bits [c] 112 bits  [d] 128 bit [Ans: d)
Q8  Differential attack isa _______

[ﬂ Chosen text [b] chosen-plaintext attack

[E] Cipher text only [d] known plaintext [Ans : b)
Q.9 DES Encryption standard (DES) is a symmetric key block cipher published by

the NIST .

E asymmetric key block [b] symmetric key stream

E—J asymmetric key stream [d] Symmentric key block [Ans : d]

Short Questions and Answers
Q.1 Explain the avalanche effect.

Ans.: A desirable property of any encryption algorithm is that a small change in
either the plaintext or the key should produce a significant change in the ciphertext. In
particular, a change I one of the plaintext or one bit of the key should produce a
change in many bits of the ciphertext.

Q.2 What is a brute force attack ?

‘| Ans. : A brute force attack consists of trying every possible code, combination or
password until you find the right one.

Q.3 What Is DES ?

Ans.: DES is a symmetric cipher defined in Federal Information Processing (FIPS)
Standard Number 46 in 1977 as the federal government approved encryption algorithm
for sensitive but non-classified information. DES utilizes a 56-bit key. This key size is
vulnerable to a brute force attack using current technology.

Q4 Define : Diffusion.

Ans. : Diffusion is the statistical structure of the plain text is dissipated into
long-range statistics of the cipher text. This is possible by using permutation.

Q.5 List out the parameters of AES.

Ans. : Parameters of AES are security, cost and algorithm and implementation
characteristics.

Q.6 What is AES cipher ?

Ans. : Advanced Encryption Standard (AES) is a symmetric key block cipher. AES is a
non-Feistel cipher that encrypts and decrypts a data block of 128 bits. The key size can
be 128,192 or 256 bits. It depends on number of rounds. The number of rounds:10
rounds for 128 bits,12 rounds for 192 bits, and 14 rounds for 256 bits.

([ |
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» Using two encrypsion stages znd two keys.
A) The sinin s o Sphenien 5 2 follows, .
C = Ey, &g P) where X; 2nd K; ave The key.
B) Ciprerient 1 plain st i 25 follows,
P =Dy, Dy, 'TH
o Doiie DES sufiers fom Mest-inthe-Middle Attack.
o Mt e Madlle LSk 1 20 Sollows,
1  AssumeC=Eyg (Eyx P))
2 Gevexn the plaintext P and cipheriexs C
2. Encaypt P using 2ll possible kevs K
4 Decrypt C using all possible keys K,
Fig. 2.1.1 shows the meet-in-the-middle attack for double DES.

Encryption Decryption

Fig. 3.1.1 Meet-in-the-middle attack for double DES

R ————
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P a2k Nistarrs ity 2-% Watipe Exrrpsiinr s “rpin LES

EZA Tripe DES R _ S5

Trighe UES is singhy swefbes mode f U5 apeestior. & tales Sonn 420 ks, for
zn ovexall vey lemgth of 192 biss.

The prowsdurs for encrypfion s srschy e sume a8 sepdiar TES, Ut £ 5 repeted
Guee tmrens. Haves G ramw tige 1ES,

Trighe DES vaes Z o 2 kuys.

The datz s enarypied with tos fast key (X ), decrypned with Se seoond key (X4
and fmally encrypied syzan with Ge Gl key (X 4

Triple UES with fhees keys is used guite ertermvely in samy products induding
PGP and 5/MIME.

Brute force sesrch impossivle on
Triple DES.

Meetinmiddle z#acks need 256 Vay
Plaintext-Cipheriext pzirs per key.

text 5 produced as Yoy Z
CzEKngiiz[EYqIPnl
Fig. 321 shows the 2DES method Yy 3

Triple DES runs three hm‘ slower Cipherien
nwresecure:fuﬁedpzopm‘ly

The procedure for decrypting something is the same as the procedure for
encryption, except it is executed in reverse.

Like DES, data is encrypted and decrypted in 64-bit chunks.

There are some weak keys that one should be aware of : If all three keys, the first
and second keys, or the second and third keys are the same, then the encryption
procedure is essentially the same as standard DES. This situation is to be avoided
because it is the same as using a really slow version of regular DES.

The input key for DES is 64-bits long; the actual key used by DES is only 56-bits
in length. The least significant (right-most) bit in each byte is a parity bit, and
should be set so that there are always an odd number of 1s in every byte. These
parity bits are ignored, so only the seven most significant bits of each byte are
used, resulting in a key length of 56-bits. This means that the effective key
strength for Triple DES is actually 168-bits because each of the three keys contains
that are not used during the encryption process.
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University Question

_GTU: May.12. Marks 3|

1. Explain the triple DES scheme with two keys and write about proposed attacks on 3DES, ]

Block of Cipher Modes of Operation

GTU : May-11, Dec.-11, Winter-12,14, Summer.

15

Different types of cipher block modes are discussed here.
1. Electronic Code Book (ECB)

A block of plaintext encrypts into a block of Ciphertext. Block size is 64-bits,

Each block is encrypted independently.

Plaintext patterns are not concealed since identical blocks of plaintext give
identical blocks of ciphertext.

It is not necessary to encrypt the file linearly.

User can encrypt the 10 blocks in the middle first, then the blocks at the end, ang
finally the blocks in the beginning. :
Because of this, encrypted files are accessed randomly like a data base.

It is very easy to parallelize the process.

Pad the last block with some regular pattern i.e. zeros, ones to make it a complete
block.

End of file character is used to denote the final plaintext byte before padding.

ECB method is ideal for a short amount of data, such as an encryption key.

Time=1 Time=2 Tme=N

| | ]
L Jeem| L] Encomt e o o o JiEEnE

o C Ciﬂ
—-K m' ot —-K | Decrypt "‘ e o o o K—-— Decrypt

P, Py Decryption P

Flg. 3.3.1 ECB mode R
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For lengthy messages, the ECB mode may not be secure.

Used in secure transmission of single values i.e. an encryption key.

ECB has security problems that limit its usability.

Patterns in the plaintext can yield patterns in the ciphertext.

It is also easy to modify a ciphertext message by adding, removing or switching
encrypted blocks.

Synchronization error is unrecoverable.

2. Cipher Block Chaining Mode (CBC)

L]
*

The plaintext is XORed with the previous ciphertext block before it is encrypted.
The CBC mode is iterative mode.

After a plaintext block is encrypted, the resulting ciphertext is also stored in a
feedback register.

Before the next plaintext block is encrypted, it is XORed with the feedback register
to become the next input to the encrypting routine.

The encryption of each block depends on all the previous blocks.
A ciphertext block is decrypted normally and also saved in a feedback register.
After the next block is decrypted, it is XORed with the results of the feedback
Mathematically it is

C; = Ex(Fi®Cy,y)

P = Ci-19Dg(Cy)
It hides patterns in the plaintext.
In order to guarantee that there is always some random looking ciphertext to

apply to the actual plaintext, the process is started with a block of random bits
called the Initialization Vector (IV).

Pg Py P, G Cy C;
: Key | D D D S
El*—" box
Exclusive
v ‘ OR
) Po P, P2

Decryption
Fig. 3.3.2 CBC
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e When used in networking messages, most CBC implementations add the IV to the
beginning of the message in plaintext.

e A single bit error in a plaintext block will affect that ciphertext block and a]
subsequent ciphertext blocks.

e CBC mode is self recovering.

e Two blocks are affected by an error, but the system recovers and continues to
work correctly for all subsequent blocks. Synchronization error is unrecoverable.
e Encryption is not parallelizable.

e Decryption is parallelizable and has a random access property.

3. Cipher Feedback Mode (CFB)
¢ Data is encrypted in units that are smaller than a defined block size. '

o It is possible to convert the DES into stream cipher using cipher feedback mode.
e Fig. 3.3.3 shows encryption and decryption process.

Ciphertext

S g

Key —{ Encrypl

Ciphertext Plaintext

-

Fig. 3.3.3 CFB Modes
e More than one message can be encrypted with the same key, provided that a
different initialization vector is used.
e CFB speed is the same as the block cipher.

e Encryption is not parallelizable, decqrphon is parallelizable and has a random
access property.

« CFB is self recovering with respect to synchronization errors as well.
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e S Multiple Encryption and Triple DES

Advantages

Simplicity

Need not be used on 3 byte boundary.
Input to the block cipher is randomized.

R B -

Ciphertext size is the same size as the Plaintext size
D|,.dvantagos

1. Encryption is not parallelizable,

2. Plaintext is somewhat difficy]t to manipulate

4. Counter Mode

¥ fogk cipbes i eae; dile use sequence numbers as the input tc; the
algorithm. P

e More than one message can be encrypted with the san ‘
same key, d that
different initialise vector is used. e key, provided that a

Gy c,

(a) Encryhtlon

Counter Counter 1

Kay—-",_.sfumi Key——=|  Encrypt

P, ‘ 7Pz
(b) Decryption
e Fig. 3.3.4 Counter mode

_Emmm B
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Synchronization error is unrecoverable.
A ciphertext error affects only the corresponding bit of plaintext.

Encryption : The counter is encrypted and then XORed with the plaintext block t,
produce the ciphertext block.

Fig. 3.3.4 shows encryption and decryption.

Advantages

1. Simple to imphment.

2. It provides confidentiality.

3. Random access of block is possible.
4. Efficiency is same as block cipher.

University Questions

1. Why mode of operation is defined ? Explain the simplest mode for block cipher modes of

operation ? GTU : May-11, Marks 4

2. List various modes of operations of block cipher. Explain any three of them ﬁ Ei

3. List and explain various block cipher modes of operation with the help of diagram.
GTU : Winter-12, Marks 7

4. Explain modesof apeatons.
5. Explain cipher feedback mode of operation. GTU ; Summer-15, Marks 4

XA Multiple Choice Questions

Q1 Which is the largest disadvantage of the symmetric encryption ?

E More complex and therefore more time-consuming calculations.

[b] Problem of the secure transmission of the Secret Key.

[c] Less secure encryption function.

Ej Isn't used any more. " [Ans.:b]
Q.2 DES was designed to increase the size of the DES key.

[a] Double [b] Triple [c] Quadruple [d] None of the al[Jove "

Ans.:

Q.3 ECB and CBC are ciphers.

[a] block IE stream [c] field @ product [Ans.: a]
Q4  The AES key expansion algorithm takes as input a key and produces a

linear array of 156 bytes.

[a] 8-byte [b] 12-byte [c] 16-byte [d] 24-byte [Ans.: ]
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m Short Questions and Answers

ﬂlt Is triple encryption ?

Ans.: The function follows an encrypt - decrypt - encrypt (EDE) sequence. There is
no cryptographic significance to the use of decryption for the second stage.

How many keys are used In triple encryption ?

Q2 ‘
Ans. : Tuchman proposed a triple encryption method that uses only two keys. 5
a3 Why is the middle portion of 3DES a decryption rather than an encryption ?
Ans.: Decryption requires that the keys be applied in reverse order: P=Dk1[Ek1[P]].

This results in a dramatic increase in cryptographic strength.
a4  Why ECB mode Is not secure for lengthy message ?

Ans. : For lengthy messages, the ECB mode may not be secure because the message
is highly structured, it may be possible for a cryptanalyst to exploit these regularities.

QQaQ
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Fig. 4.1.1 Public key cryptography

Snneit Cacanner



,M-M-MNMMW 4-3 Public Key Cryptosystems with Applications

o These algorithms have the following important characteristic.

1.

3.

It must be computationally easy to encipher or decipher a2 message given the
appropriate key.

It must be computationally infeasible to derive the private key from the public
key.

It must be computationally infeasible to determine the private key from a
chosen plaintext attack.

e A public key encryption scheme has six ingredients. Fig. 4.1.1 shows public key
cryptography. (See Fig. 4.1.1 on previous page)

1
2.
3.

4.

Plaintext : It is input to algorithm and in a readable message or data.
Encryption algorithm : It performs various transformations on the plaintext.
Public and private keys : One key is used for encryption and other is used
for decryption.

Ciphertext : This is the scrambled message produced as output. It depends on
the plaintext and the key.

Decryption algorithm : This algorithm accepts the ciphertext and the
matching key and produces the original plaintext.

e The essential steps are the following :

1.

2.

4.

Each user generates a pair of- keys to be used for the encryption and
decryption of messages.

Each user places one of the two keys in a public register. This is the public
key. The companion key is kept private.

If Bob wishes to send a confidential message to Alice, Bob encrypts the
message using Alice’s public key. .
Alice decrypts the message using her private key.

e The public key is accessed to all participants and private key is generated locally
by each participant.

e System controls its private key. At any time, a system can change its private
key. Fig. 4.1.2 shows the process of public key algorithm.
(See Fig. 4.1.2 on next page)

A message from source which is in a plaintext, X=(X;,X3,... X,). The

message is intended for destination which generates a related pair of keys a public key
KUy, and a private key KRy,.

TECHNICAL PUBLICATIONS - An up thrust for knowledge
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3 k s copetatoraly csy fr fae secever B to decrypt fhe sesulting ciphertext
unmg e prvie ke to moover Se onigral message -
H‘mr‘ m ?-’7

TELAN PELCETING - b i Sss b avmaetetpn

Scanned with CamScanner
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4. It is computationally infeasible for an adversary, knowing the public key (PU},)
to determine the private key PR,,.

5. It is computationally infeasible for an adversary, knowing the public key (PUy)
and a ciphertext (C) to recover the original message (M).

XKl Advantages and Disadvantages
e Advantages of public key algorithm
1. Only the private key must be kept secret.
2. The administration of keys on a network requires the presence of only a
functional trusted TTP as opposed to an unconditionally trusted TTP.
3. A private/public key pair remains unchanged for considerable long periods of
time.
4. There are many relatively efficent digital signature mechanisms as a result of
asymmetric-key schemes.
5. In a large network the number of keys necessary may be considerably smaller
than in the symmetric-key scenario.
e Disadvantages of public key algorithm
1. Slower throughput rates than the best kmown symmetric-key schemes.
2 Large key size
3. No asymmetric-key scheme has been proven o be secore.
4 Lack of extensive history.

EEE] Comparison between Public Key and Private Key Algorithm

L=

TECHNITA, PUBLICETONS - ke g Seuw by woeetgn

e ————
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- Size of the resulting encrypted text is S!ud'ﬁe: enc
usuallynmeasorhssﬁm\ﬂmongml more than the
clear text size. 7

. e aes e —n-..-........‘_.__.
P

—————

Cannot be used for digital signatures. Cmbeusedfordiglhlaigmture.

PWmayphonmddaa‘yphauusngSAdgonﬂmforp-l? q_11
cn?ﬂl’M 2 : oy ; : S

Solution: P=17 g=3lande=7
n = pxq=17x31 =527

o(n) = (p-1gq-1)=(17-1)(31 - 1) = 480
d =(1+ko(n) /e =(1+480k) /7
= -959 /7 =-137 (for k = - 2)
d = -137 (mod 480) = 343
Encryption (C ) = M® (mod n) = 27 (mod 527) = 128
Deayption M = C¢ (mod n) = 1283 (mod 527) = 2

r medﬁ'ﬂmwmﬂmmwmawﬁmmdpub!kkymﬁ' 5 =

2. What is public key cryptography ? Compare public it with conventional cryptography.

(GTU : Winter-12. Marks 7 |
3. Compare conventional encryption with public key encryption.
4. What is a trap-door one-way function ? What is its importance in public key

cryptography 2
GTU :

Summer-14, Marks 7

GTU : May-11,12, Dec-11, Winter-12,13,14,15, Summer-13,14,15,16

e RSA is a block cipher in which the plaintext and ciphertext are integers between 0
and n - 1 for some n.

* A typical size for n is 1024 bits.

* The RSA algorithm developed in 1977 by Rivest, Shamir, Adleman (RSA) at MIT.
RSA algorithm is public key encryption type algorithm. In this algorithm, one user
uses a public key and other user uses a secret (private key) key.
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e In the RSA algorithm each station independently and randomly chooses two large
primes p and q number, and multiplies them to produce n=pq which is the
modulus used in the arithmetic calculations of the algorithm.

e The details of the RSA algorithm are described as follows :

e Key generation :

Pick two large prime numbers p and q, p # q;

2) Calculaten =pxg;
3) Calculate 6 (n) = (p - 1) (g - 1);
4) Picke sothatged (e,0(n)=1,1<e<é(n)
5) Calculate d, so that d-e mod ¢(n) = 1, i.e. d is the multiplicative inverse of e
in mod ¢ (n);
6) Get public key as Ky; = {e, nj;
. 7) Get private key as Kg = (d, n).
¢ Encryption :
For plaintext block P < n, its ciphertext C = P® mod n.
e Decryption :

For ciphertext block C, its plaintext is P = C4 mod n.

Why RSA works :

e As we have seen from the RSA design, RSA algorithm uses modular
exponentiation operation. For n = p-q, e which is relatively prime to ¢(n), has
exponential inverse in mod n.

e Its exponential inverse d can be calculated as the multiplicative inverse of e in
mod ¢ (n). The reason is illustrated as follows :

Based on Euler's theorem, for y which satisfies y mod ¢ (n) = 1, the following
equation holds :
x¥Y modn = xmodn
A.Sd-emod¢(n)=l,wehaveﬂtatp“-Pmodn.SotheconecmdPSA

cryptosystem is shown as follows :
* Encryption : C = P® mod n;
* Decryption: P = C9 modn=(P%? modn=P¥ modn=Pmodn=P.

Why RSA is secure :

* The premise behind RSA's security is the assumption that factoring a big number
(n into p and q) is hard. And thus it is difficult to determine ¢ (n). Without the
knowledge of ¢ (n), it would be hard to derive d based on the knowledge of e.

n—
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Advantages
1. RSA can be used both for encryption as well as for digital signatures.
2. Trapdoor in RSA is in knowing value of n but not knowing the primes that
are factors of n.
Disadvantages

1. If any one of p, q, m, d is known, then the other values can be calculated. So
secrecy Is important.

2. To protect the encryption, the minimum number of bits in n should be 2048.

Attacks on RSA

Attacks on RSA algorithm are as follows :
1. Brute force : This involves trying all possible private keys.
2. Mathematical attacks : This involves the factoring the product of two primes.

3. Timing attacks : These depends on the running time of the description
algorithm.

4. Chosen ciphertext attacks : This type of attack exploits properties of the RSA
algorithm.

4 Computing ¢ (n)

o Computing ¢ (n) is no easier that factoring n. For, if n and ¢ (n) are known, and n
is the product of two primes p, q, then n can be easily factored, by solving the

two equations.
= pq o VRSN
o(m) = (p-1)(q-1) . (4.22)

for the two unknowns p and q.

o If we substitute q = n/p into the equation (4.2.2), we obtain a quadratic equation
in the unknown value p :

p?-(m-¢ )+ 1)p+n = 0 ' (4-2-3)

o The two roots of equation (4.2.3) will be p and g, the factors of n. If a cryptanalyst
can learn the value of ¢ (n), then he can factor 'n' and break the system.

TECHNICAL PUBLICATIONS - An up thrust for knowledge
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m Timing Attacks

« Kocher described a new attack on RSA in 1995,

o If the attacker Eve knows Alice's hardware in sufficient detail and is able to
measure the decryption times for several known cipher-texts, she can deduce the
decryption key (d) quickly. This attack can also be applied against the RSA
signature scheme.

e In 2003, Boneh and Brumley demonstrated a more practical attack capable of
recovering RSA factorizations over a network connection. This attack takes
advantage of information leaked by the Chinese remainder theorem optimization
used by many RSA implementations.

¢ One way to thwart these attacks is to ensure that the decryption operation takes a
constant amount of time for every cipher-text. However, this approach can
significantly reduce performance.

e There is simple counter-measures against timing attacks :

1. Constant exponentiation time : Ensure that all exponentiations take the same
time, but this will degrade performance.

2. Random delay : Better performance could be achieved by adding a random
delay to the exponentiation algorithm to confuse the timing attack.

3. Blinding : Multiply the cipher-text by a random number before performing
exponentiation. This process prevents the attacker from knowing what
cipher-text bits are being processed inside the computer and therefore
prevents the bit-by-bit analysis essential to the timing attack. RSA data
security reports a 2 % to 10 % performance penalty for blinding.

Mathematical Attacks

¢ We can identify three approaches to attacking RSA mathematically :
1. Factor n into two prime factors, this enables calculation of ¢ (n) = (p - 1)
(q - 1), which in turn, enables determination of d = ¢~ ! mod ¢ (n).

2. Determine ¢ (n) directly, without first determining p and q.

3. Determine d directly, without first determining ¢ (n).
* Most discussions of cryptanalysis of RSA have focused on the task of factoring n
into its two prime numbers. Determining ¢ (n) given n is equivalent to factoring n.

* With presently known algorithms, determining d given e and n appears to at least
as time consuming as the factoring problem.

Adaptive Chosen Clpher-text Attacks

* In 1998, Daniel Bleichenbacher described the first practical adaptive chosen
cipher-text attack, against RSA-encrypted messages using the PKCS#1 v1 padding
scheme.

TECHNICAL PUBLICATIONS - An up thrust for knowledge
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e Due to flaws with the PKCS#1 scheme, Bleichenbacher was able to Moy
i i i i f the Secure Socket La LI
practical attack against RSA implementations 0O yer P"Otoco]

and to recover session keys.

As a result of this work, cryptographers now recom.mend the.use of Pm\'ably
secure padding schemes such as Optimal Asymmetric Encryption padding ~
RSA laboratories has released new versions of PKCS#1 that are not vulnerap, -

mam' —— —
mmw'm&;;ﬂ;h-@mh-sjwrw(n)m!dMnjgggd-
Solution : n=p*q
n 19%23
n = 437
(p-1)*(@q-1)
18x22

Information and Nelwork Security

I

o(n)

o(n)

¢(n) = 396

ed. = 1 mod ¢(n)
3d = 1 mod 39

1
d‘-j

CTSDLEE) Lising the RSA algorithm, encrypt the following :
ﬂ"c.’,_'-ﬂ,cl M=12

fp=79=1,e=17,M=25 ;
ﬂmnm,apnuwdwwm :

Solution : i)
n=p*q
n=3+11=33

¢n) = (p-1)(g-1j

on) = 2+10=20

e-d = 1 mod ¢(n)

7-d = 1mod 20

d = 3 .
Ciphentert (C) = M* mod n

PRI, PUBLICATIONS - A6 up et Yo krteindp
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127 mod 33

=

c = 12
n=p*q=7+*11=77
» on) = (P-1*(@-1)=6x10=60
ed = 1 mod ¢(n)=>17d = 1 mod 77
d =3
Cipwth(c).-.M"'modn
= 257 mod 77 =77=c¢c=9
C = 12
4ii) Decryption :
M = ¢ modn
1 case () M = 122 mod 33 =12
mw(ﬁ) M= 9" mod77 =25

MInRSAsyskmﬂuruﬂkhyoflgMWucs7mdn-ﬂ7
i) What is the private key of this user 7
i gyﬂwmterapmfaphertm:sc-Ilmmwamm;mbﬁckeyiu-7md
Z n = 187. What is the plamntext ?
#i) What are the possible approaches to defeating the RSA algorithm 7
Solution: i) n=p*g
n = 11217 = 187
¢(n) = (p-1)(q-1)
(17-1)(11-1)=16210 = 160
e-d = 1 mod¢(n)
7d = 1 mod 160
723 = 1 mod 160
Publickey PU (e,n)= 7,187
Private key PR (d, n) = 23,187
i ii) c =11, e=7, n=18
Plaintext p = < mod n

SECHMCAL PUBLICETIONS - An up st b krowledp
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11% mod 187
= 79720245 mod 187
Plaintext = 88
iii) Refer sections 2.16 and 2.15.
m aboui the RSA algorithm with example as : p = 11,g=5¢ -73..‘_’;
T PTes 3
Solution: p=11, g=5

n=peq=11x5=55
¢(n) = (p-1)*(q-1)=10+4 = 40
e=3and m=9
gedi¢(n).(e) = ged (40, 3) = 1

d = e (mod e(n))

dxe'(mode(n)) = 1
3d mod 40 = 1
d=2
public key pu = fe, n) = {3, 55}
private key pr = (d, n] = {27, 55)
Encryption : C = M*mod n=9"mod 55 = 14
decryption : M=c®modn

M=14"mod55=9
CEEDXET in 4 public key system using RSA, the ciphertext intercepted is C = 10 which

is semt to the user whase public key is ¢ = 5, n = 35. What is the plaintext M ? 4

Selution :

Givendata:C=10,e=5n=35
Find plaintext M
First calculate d : ¢ - d = 1 mod ¢ (n)
5d = 1 mod(24)
5x5mod(24) = 1
d=35

TECHNICAL PUBLICATIONS - A% w Pvust v krowiedpe I
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MMC' !
M = C mod fn, o
= 10° mod (35
= 100000 mod 135
Plaintext M = 5

Perform encryption and
%zu-s_ T orypin wing the RS aigorithe o = 3

Golution :
Givendata:p =3, g=1], =7, Maxs

Calculate n = pxq = 3x]]
n = 33
¢(n) = (p-1)(g-1)=2x10
o(n) = 20

First calculate d : e -d = 1 mod ¢ (n)
7d = 1mod 20
7x3mod 20 = 1
d =3

To encrypt message m(<n), computers : C= M®mod n = 57 mod 33

= 78125 mod 33 = 14
To decrypt received bit pattern, ¢, compute : M = (¢ mode (n) = 14> mod(33)

University Questions

1. Give the steps of RSA algorithm. | GTU : Dec-11. Marks 4 [
2. Write four possible approaches to attacking the RSA algorithm.

3. Explain encryption and decryption in RSA algorithm. Also discuss varicus attacks on RSA.

4. Define the types of oryploulytic attacks. Which coryptnalytic attack can  occur
on RSA algorithm ? GTU : Summer-13, Marks 4

5. Calculate cipheriext n case of RSA if p=3,g=1l.e=3, M=35

[G1U  Summer-13. Masts 3 |
6. (1) Explain RSA algorithm and list the possible approaches io attaciking u.

fﬁJPmmmemmmAdmpE-lisn..--r..w-s. ,
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[ 7. Explain RSA algorithm. GTU : Summer-14, Marks 7
8. Elaborate various kinds of attacks on RSA algorithm. | GTU : Winter-14, Marks 7 i
9. Perform enryption using the RSA algorithm. -
p = 3, q = 11 (two random numbers)

elencryption key) = 7

M(plain text message) = 5 B GTU : Summer-15, Marks 2 |
10. The encryption aigorithm to be used in RSA. Given two prime numbers 11 and 3 and public key

(e) is 3. Calculate the decryption key and calculate the ciphertext if the given plain text is 7.

11. Explain RSA algorithm with example. B GTU - Summer-16, Marks 7 |

—

EXE] Diffie-Hellman Key Exchange Algorithm
GTU : May-11,12 Dec.-11, Winter-12,13,14, Summer-13,14,15,16
The Diffie-Hellman key agreemenf protocol was developed by Diffie and Hellman
in 1976. This protocol allows two users to exchange a secret key over an insecure
medium without any prior secrets.
The protocol has two system parameters p and g. They are both public and may
be used by all the users in a system.
Parameter p is a prime number and parameter g is an integer less than p, with the
following property :
1. For every number n between 1 and p - 1 inclusive.
ri 2. There is a power k of g such that n = g* mod p.
The protocol depends on the discrete logarithm problem for its security.
It assumes that it is computationally infeasible to calculate the shared secret key
k = g*® mod p given the two public values g mod p and g® mod p when the
prime p is sufficiently large.
The Diffie-Hellman key exchange is vulnerable to a2 man-in-the-middle attack This
vulnerability is present because Diffie-Hellman key exchange does not authenticate
the participants. Possible solutions include the use of digital signatures and other
protocol variants.
e Suppose Alice and Bob want to agree on a shared secret key using the
Diffie-Hellman key agreement protocol They proceed as follows :
1. First, Alice generates a random private value a and Bob generates a random
private value b.
2 Both 2 and b are drawn from the set of integers. They derive their publc
values usmg parameters p and g and their private values.
3. Abce's public value is g* mod p and Bob's public value is g® mod p.
TECCA, PUBLCATIONS . Ar o P for ercwiedge .
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5. Finally, Alice computes g = (g%)® mod p.
| 6. Bob computes g® = (g*)® mod p.
] 7. Since g = g% = k, Alice and Bob now have a shared secret key k.

Ngorlﬂlm :
e Select two numbers (1) prime number q (2) « an integer that is a primitive root of

q.

¢ Suppose the users A and B wish to exchange a key.
1. UserAselectarandomintegerxA<qandcomputaYA=axAmodq.
2. User B selects a random integer X; < q and compute Yy = & *Bmod q.

3. Both side keeps the X value private and makes the Y value available publicly
to the other side.

4. User A computes the key as K = (Yp)*® mod q.
5. User B computes the key as K = (Y, )*8 mod q.
e Both side gets same results :
K = (Yg)*A mod q = (@*Bmod q)*A modq
= (aXB)XaA Mq,clnx.\ modq
= (a*A mod 9)* modq = (Y4)*® mod q

Example
e Key exchange is based on the use of the prime number and a primitive root of
prime number.
e Prime number q = 353
Primitive root a =3

e A and B select secret keys.

X, =97 Xg =233

'; e Calculates the public keys
g A computes Y, = «*A mod q

-

= (3)¥ mod 353 =(1.9080x10% ) mod 353 = 40

B computes Y = «*2 mod q
. =(3% mod 353 =(1.4765x10""") mod 353 = 248

TESOSCAL PUBLICATIONT - Af 55 Prs b tmeiedys
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* After they exchange public keys, each can compute the common secret key.
A computes K = (Yg)*A mod q = (248)” mod 353

= (1.8273x10%2) mod 353 = 160
B computes K = iYA)XB mod q = (40)2 mod 353
= (1.9053x10%7%) mod 353 = 160

Problems
EEETRER User A and B use the Diffie-Hellman key exchange techmique with a common
prime q = 71 and a primitive root @ = 7.
: a)IfuserAhaspnvatekeyXA-S what is A's public key Y, ?
| 'b) If user B has private key Xp = 12, what is B's public key Yp 2 c)  What is fhe
Solution :
a) A’s public key Y,
Y, = «* mod q =(7)° mod 71 = 16807 mod 71 = 51
b) B’s public key Yg :
Yg = B mod q = (7)'2 mod 71 = 13841287201 mod 71 = 4
¢) Shared secret key
i) Atuser A K = (Yp)*A mod q

- -

(4)° mod 71 = 1024 mod 71
K =30

The man in middle attack can work against the Diffie-Hellman key exchange
algorithm, causing it to fail.

Advantages
1. Any user can choose a random x and publish g* in a public database such as
a phone book.
2. Phone book must be maintained by a TTP. :
3. Other users can look up the database and get the public key for the individual
and use it to encrypt the message.
4. Ideal for use with emails.

Scanned with CamScanner
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2. Even can intercept all traffic between Alice and Bob and generate separate
keys for communication with them.

3. If Allice sends an encrypted message for Bob with his public key, Eve simply
forwards it.

4, For large prime p, (p - 1) is an even number and so Z;, will have an
subgroup of order 2.

; UW8=2mdan=1LmD§ﬂ%-Heﬂm‘muhmquﬂn

’wspmmzwpmmmmmfn

i) If A has a public key '9’ what is A’s private key ? _
%ghmupuwmy'a'wmuspdmm?
| iv) Calculate the shared secret key.

Solution : i)
2! mod 11 = 2
22mod 11 = 4
23 mod 11 = 8
2*mod 11 = 5
2 mod 11 = 10
26 mod 11 = 9
27 mod11 = 7
28 mod 11 = 3
2?2 mod 11 = 6

Using 2 as integer, we get all the integer values between 1 to 11. So 2 is a primitive
root of 11.

i) Publickey = 9
2 mod 11 = 9
= 6
(11)® mod 9

TECHNICAL PUBLICATIONS - An up thrust for knowledge
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iv) Shared secret key :

K = (Yp)™ mod q
K = 3% mod 11
K=3

]

University Questions

A

Briefy cxplain the diffie-Hellman key exchange. (GTU - May 11 Marks 2
Explain Deffie Hellman key exchange scheme in detail. | GTU : Dec.-11, Marks 7 |
Write and explain the Diffie-Hellman key exchange algorithm.
Explain Diffic Hellman key exchange algorithm. [ GTU : Winter-12, Marks 7 |
Write Diffie Hellman key exchange algorithm. Explain man-in-the middle attack on this Diffie
Hellman kev exchange. GTU : Summer-13, Marks 7

6. Breflv expalin Diffie-Hellman key exchange. Is it vulnerable to man in the middle attack ? Justify.
7. Write a note on : Diffe Hellman key exchange 4.3,
8. What is primitive root ? Explain Diffie-Hellman key exchange algorithm with proper example.
9. Explain Diff-Hellman key-exchange.
10. Explain Diffic - Hellman key exchange algorithm.
EX3 Multiple Choice Questions
Q1 In public key cryptosystems , the private key is kept Iby
E sender [b] receiver
[c sender and receiver @allthecomectaddevicestothenemiork "
; Ans. :
Q.2 User A, if wanting to send an authenticated message to user B, it would encrypt
the message with A’s —— private key.
[2] public key [b] private key
[c] both key [dl third party key [Ans. : b]
Q3 In RAS algorithm, the public key pair is '
(4, ] ] [p. )
[c] fen] (d [p, nl
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ﬁ RAS algorithm, the private key pair is : i

[a] [d, n] (Hp, ql '

[c] fe nl (d[p, n] | (Ans. :a)
Q.5 Using the RSA algorithm for p = 3,q=11. What is value of n ?

[a] 8 (b] 14

[c] 33 [d]20 [Ans. : ]
Q6 Perform encryption using the RSA algorithm forp=3,q=11,e=7, M =5,

al 33 [b] 20
[c] 35 [d] 14 [(Ans.: d]

[E3 short Questions and Answers

Q.1 What is a prime number ?

Ans.: A prime number is an integer than can only be divided without remainder by
positive and negative values of itself and 1

Q.2 _ List out the ingredients of public key encryption scheme.
Ans. : Ingredients of public key encryptions are :

a) Plaintext b) Encryption algorithm
c) Public key d) Private key
e) Cipher-text f) Decryption algorithm

|1Q3 Name any two methods for bsﬁnﬁ prime numbers.

Ans. : Testing prime numbers methods are divisibility algorithm and probabilistic
algori ; >

Q4 Define : Replay attack.

Ans. : A replay attack is one in which an attacker obtains a copy of an authenticated
packet and later transmits it to the intended destination. Each time a packet is send the
sequence number is incremented.

Qs Define : Primality test

Ans. : A primality test is a test to determine whether or not a given number is prime,
- to actually decomposing the number into its constituent prime factors.
come in two varieties : deterministic and probabilistic.

TECHNICAL PUBLICATIONS™ - An up thrust for knowledge
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Q6  What is primitive root TN

Ans.: A primitive root of a prime p is an integer g such that g (mod p) hag
multiplicative order p~*

Q7 What is weak collision resistance 7 What is the use of it 7

rAu.: Weak collision-resistance : Given an x and h(x), it is infeasible to find x" such
that hix) = h{x). This implies that given h(x), it is infeasible to find any x" such that
::h(!’.‘=ﬂx'l~

'QS  Why random numbers are used In network security ?

A-. Most encryption algorithms require source of random data. Random numberg
. are necessary not only for generating ayptographic keys but are also needed in steps of
| Cypographic algarifiuns or protocols.

fQ.l What is the Diffie-Hellman key exchange ?

Ass. : The pupose for tis zigorifm is to enable two users to exchange a key
_ . securely Gzt czn fhen be used for subsequent encryption of messages. It depends for jts
|  effecEveness on e difficulty of computing discrete logarithms.

| QQQ

T |A‘
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Hash Function [GTU Moy-11, Dec.11 Winter-15

A hash function takes an input m, and computes a fixed size string known as 5

hash. Unlike a MAC, a hash code does not use a key but is a function only of

the input message.

Definition : A hash function is a computationally efficient function mapping

binary strings of arbitrary length to binary strings of some fixed length, called

hash-values.

The data to be encoded is often called the "message”, and the hash value is

sometimes called the message digest or simply digests.

A hash function maps a variable-length input into a fixed-length output. This

hash function output can be treated as a fingerprint of the input data. A very

simple example of hash function is modulo operation. Hash functions have been

used in many fields of computer science such as hash table in data structure,

checksum algorithms for error detection, digital signature in information security

etc.

The most common cryptographic uses of hash functions are with digital

signatures and for data integrity.

When hash functions are used to detect whether the message input has been

altered, they are called Modification Detection Codes (MDC).

There is another category of hash functions that involve a secret key and provide

data origin authentication, as well as data integrity; these are called Message

Authentication Codes (MACs).
had'waluehwgmerawdbyaﬁmchonHofmeform.

h = HM)
M = Variable - Length message

H(M) = Fixed - Length hash value.
Hash code is also referred to as a message digest or hash value. A change to any
bit or bits in the message results in a change to the hash code.

Fig. 5.1.1 (a) shows the basic uses of hash function.
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1, Encrypt message plus hash code.

o Provide confidentiality : Only A and B share K.

o Provides authentication : H(M) is cryptographically protected.
5. Encrypt hash code - shared secret key

o Only the hash code is encrypted, using symmetric encryption.

o Reduces the processing burden for those applications that do not require
confidentiality.

M @_.M_@

b

I
I
I

K
| Compare
!
" i
I
/ D
o

I
I

E(K,H(M))

K
Fig. 5.1.1 (b) Encrypt hash code - shared secret key
3, Encrypt hash code - sender's private key

o It provides authentication and digital signature.

M M _'(:)_l
i PU,
: Compare
fl 4
/ D
' A\

E(PR,H(M))

Fig. 5.1.1 (c) Encrypt hash code - sender's private key 'y
Requirements for a Hash Functions
* The purpose of a hash function is to produce a fingerprint of a file, message or
other block of data.
Properties
1. H can be applied to a block of data of any size.
2. H produces a fixed length output.
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3.

H(x) is relatively easy to compute for any given x, making both hardware angq
software implementations practical.

For any given value h, it is computationally infeasible to find x such that

H(x) = h. This is called one-way property.

For any given block x, it is computationally infeasible to find y # x such that
H(y) = H(x). This is called as weak collision resistance.

It is computationally infeasible to find any pair (x, y) such that H(x) = H(y). This
is called as strong collision resistance.

One-way Hash Function

A one-way hash function is also known as a message digest, fingerprint or
compression function. It is a mathematical function and takes a variable-length
input string and converts it into a fixed-length binary sequence.

One-way hash function is designed in such a way that it is hard to reverse the
process. A good hash function also makes it hard to find two strings that would
produce the same hash value. All modern hash algorithms produce hash values
of 128 bits and higher.

Even a slight change in an input string should cause the hash value to change
drastically. Even if 1 bit is flipped in the input string, at least half of the bits in
the hash value will flip as a result. This is called an avalanche effect.

A common way for one-way hash functions to deal with the variable length
input problem is called a compression function. Compression functions work by
viewing the data being hashed as a sequence of n fixed-length blocks.

To compute the hash value of a given block, the algorithm needs two things : The
data in the block and an input seed.

The input seed is set to some constant value, ¢, and the. algorithm computes the
hash value h; of the first block. Next, the hash value of the first block, h; is
used as the seed for the second block.

The function proceeds to compute the hash value of the second block based on
the data in the second block and the hash value of the first block, h;. So, the
hash value for block n is related to the data in block n and the hash value h,_,
(for n > 1). The hash value of the entire input stream is-the hash value of the

last block.

TECHNICAL PUBLICATIONS - An up thrus! for knowledge
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@ Application of Hash Function

. A typical use of a cryptographic hash would be as follows :

1. Alice poses a tough math problem to Bob, and claims she has solved it. Bob
would like to try it himself, but would yet like to be sure that Alice is not
bluffing. Therefore, Alice writes down her solution, appends a random
nonce, computes its hash and tells Bob the hash value. This way, when Bob
comes up with the solution himself a few days later, Alice can prove that she
had the solution earlier by revealing the nonce to Bob.

2. Second application of secure hashes is verification of message integrity.
Determining whether any changes have been made to a message, for
example, can be accomplished by comparing message digests calculated
before, and after, transmission. A message digest can also serve as a means
of reliably identifying a file; several source code management systems,
including Git, Mercurial and Monotone, use the shalsum of various types of
content (file content, directory trees, ancestry information, etc) to uniquely
identify them.

3. A related application is password verification. Passwords are usually no
stored in clear text, for obvious reasons, but instead in digest form. To

authenticate a user, the password presented by the user is hashed and
compared with the stored hash. This is sometimes referred to as one-way
encryption.

4. Hash functions can also be used in the gemzratlon of pseudorandom bits.
Hashes are used to identify files on peer-to-peer file sharing networks. For
example, in an ed2k link, an MD4-variant hash is combined with the file
size, providing sufficient information for locating file sources, downloading
the file and verifying its contents. Magnet links are another example. Such
file hashes are often the top hash of a hash list or a hash tree which allows
for additional benefits.

Birthday Attack

* A birthday attack refers to a class of brute-force attacks.

* The attack is named after the statistical property of birthday duplication - you
only need 23 people to have a larger than 50 % chance that they are born on the
same day of the year.

* This is due to the fact that each time you adding one person to the set of people
you are looking for duplicates in, you are looking for duplicates against all the
people already in the set, not just one of them.

TECHNICAL PUBLICATIONS - An up thrust for knowledge
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The same technique can be used to look for conflicts in one-way functiong,
Instead of taking one output of the one-way function, you create or acquire a set
of values (let us call this a) that have a some property and then create another
set of other values that have different properties (let us call this b) and try to
find any value that is in both a and b. This is a much smaller problem that

finding a value that match a particular value in a.

The properties in a and b might for instance be

1. a contains secure hashes of an innocent message and b contains one of a less
innocent message, so the attacker can substitute the messages at a later date.

2. a is the password hashes of a system the attacker wants to get an account
on, and b is a set of password hashes that the attacker knows the passwords
for.

3. ais the set of public keys from a Discrete Logarithms based cryptosystem
whuegandparestahc,whﬂeblsthesetofg"emodpﬁmcuonsthatthe
attacker knows e for.

Birthday attacks are often used to find collisions of hash functions. To avoid this

attack, the output length of the hash function used for a signature scheme can be

chosen large enough so that the birthday attack becomes computationally
infeasible.

Resistance against this attack is why the Unix password hashes use a salt.

Attack on Collision Resistance

i
|
| )"
o

v )

4 L]

Weak collision resistance : for any x, it is hard to find x'# x such that h(x)=h(x).

Strong collision resistance : it is hard to find any x, x' for which h(x) = h(x').
It's easier to find collisions. Therefore strong collision resistance is a stronger
assumption.

" Real world hash functions : MD5, SHA-1, SHA-256.

The weak collision property refers guarantees that an alternative message
yielding the same code canmot be found. This prevents forgery when an

encrypted hash code is used.
Thestrmgmﬂmmpropeﬂyrefetstohowmxstantmehashﬁmchonxstoa
class of attacks known as the birthday attack.

IEEX3 Requirements and Security

Attacks are of two types.
1. Brute-force attack 2. Cryptanalysis

J A i ———— .. . .
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Wﬂﬂﬂo

H”h functions
The strength of a hash function against brute-force attacks depends solely on the

length of the hash code produced by the algorithm.

Desirable properties

a. One way : For any given code h, it is computationally infeasible to find x
such that H(x) = h

p. Weak collision resistance : For any given block x, it is computationally
infeasible to find y # x with H(y) = H(x).

c. Strong collision resistance : It is computationally infeasible to find any pair
(x, y) such that H(x) = H(y).

For a hash code of length n, the level of ‘effort required, as we have seen is
proportional to the following : l

One way : o
ﬂeg}colﬁsionmdsm e
ey

2. Message authentication codes
¢ Given one or more text MAC pair [x;, C(K, x;)] it is computationally infeasible to
compute any text MAC pair [x, C(K, x)] for any new input x # x;.
e The attacker would like to come up with the valid MAC code for a given
message X.
¢ There are two lines of attack possible. Attack the key space and attack the MAC
value.

o If an attacker can determine the MAC key then it is possible to generate a valid
MAC value for any input x.

¢ An attacker can also work on the MAC value without attempting to recover the
key. Here, the objective is to generate a valid MAC value for a given message or
to find a message that matches a given MAC value.

» The level of effort for brute-force attack on a MAC algorithm can be expressed
as min (2, 2").
Cryptanalysis
Hash functions

* The hash algorithm involves repeated use of a compression function (f), that
takes two inputs and produces an n-bit output.

TECHNICAL PUBLICATIONS ™ - An up thrust for knowledge

Scanned with CamScanner



Information and Network Security 5.8 Cryptographic Hash Function,

Cryptanalysis of hash functions focuses on the internal structure of f and jg
based on attempts to find efficient techniques for producing collisions for ,

single execution of f.

University Questions

1. Explain the following properties of hash function.
) One way property
0 ook oltonrsistoce. PO ey b
iii) Compression function in hash algorithm.

2. Explain different characteristics of hash function. GTU ¢ Déci<11; Marks 4

3. Give examples of replay attacks. List three general approaches for dealing with replay attacks.
: GTU : Winfer-15, Marks 7

Applications of Cryptographic Hash Functions

Message Authentication and Digital Signatures are the two main application of
the cryptographic hash function.

Message authentication

Message authentication is an alternative technique which uses secret key. This
technique assumes that two communicating parties, share a common secret key
K. When A has a message to send to B, it calculates the MAC.

MAC = CK, M)

where, M = Input message

C = MAC function

K = shared secret key

MAC = Message authentication code.

Calculated MAC and message are transmitted to the receiver. The' receiver
performs the same calculation on the received message.
Received MAC is compared with the calculated MAC. If both are matches, then
1. The receiver is assured that the message has not been altered.
‘2. The receiver is assured that the message is from the alleged sender.

3. If the message includes a sequence number, then the receiver can be
assumed of the proper sequence because an attacker cannot successfully alter

the sequence number.
¢ Fig 5.2.1 shows the message authentication.

TECHNICAL PUBLICATIONS™ - An up thrust for knowledge
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Wnaﬂoﬂ
/-
, Above figure Source A Destination B
provides

authentication  but

\i

not  confidentiality. M -—@—- M

Confidentiality  can 1 =

pe provided by - K .
performing message . /

encryption  either C(K.M) J
after or before the

MAC algorithm.

Fig. 5.2.1 Message authentication

Fig. 5.2.2 shows encryption after the MAC.

Il i M
M ‘ e =
it

" K, E(K2,[M|IC(K,,M))) K, K Compare

Source A Destination B

-

Fig. 5.2.2 Message authentication and confidentiality

¢ Two separate keys are needed, each of which is shared by the sender and the
receiver. Here MAC is’ calculated with the message input and is then
concatenated to the message. The entire block is then encrypted.

¢ When a hash function is used to provide message authentication, the hash
function value is often referred to as a message digest.

¢ Message authentication is achieved using a Message Authentication Code (MAC),
also known as a keyed hash function.

Digital Signatures
* In the digital signature, the hash value of a message is encrypted with a user's
private key. Anyone who knows the user's public key can verify the integrity of
the message that is associated with the digital signature.
* If confidentiality as well as a digital signature is desired, then the message plus
the private-key-encrypted hash code can be encrypted using a symmetric secret
key.

TECHNICAL PUBLICATIONS - An up thrust for knowledge

Scanned with CamScanner



Information and Network Security 5-10 Cryptographic Hash Functiong

Other Applications
* One-way password file is created by hash function. Hash functions can be useq

for intrusion detection and virus detection.

e A ayptographic hash function can be used to construct a pseudorandom
function (PRF) or a pseudorandom number generator. A common application for
a hash-based PRF is for the generation of symmetric keys.

Simple Hash Functions

¢ For a hash function, the input is viewed as a sequence of n-bit blocks. The input
is processed one block at a time in an iterative fashion to produce an n-bit hash
function.

e One of the simplest hash functions is the bit-by-bit exclusive-OR of every block.
This can be expressed as follows :

G = by ©b;; ©b;36.......8b; _
where C, = i" bit of the hash code, 1<i<n

m = number of n-bit blocks in the input

by = i bit in j block

2 = XOR operation

* Fg 53.1 shows two types of hash functions. (See Fig. 5.3.1 on next page)

e A simple way to improve maiters is to perform a one bit circular shift or
rotation, on the hash value after each block is processed. The procedure is as
follows :

1. Indtially set the n-bit hash value to zero.
Z Process each successive n-bit block of data as follows.
a Rotate the current hash value to the left by one bit.
b. XOR the block into the hash value.
Hash Functions Based on Cipher Block Chaining FSLEEINCEE

e Two major categories of hash functions are : dedicated hash functions and

e Biock apher is a popular encyption-dearyption primitive. To encrypt, the block
cipher accepts a key K and a plaintext block x as input and produces a cipher
text block ¢ = E(K, x), also written as ¢ = Ex{(x).

* Given 2 message M consisting of a sequence of 64-bit blocks Py; Py; : : : ; Py,
define the hash code h = H(M) as the block-by-block XOR of all blocks and

append the hash code as the final block :
TECHMWCAL PUBLICATIONS - An up Brust for knowledge
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' | Y 18 bits _

1-bit XOR of be';;'y 16-bit
XOR with
jon to the right
o ) Fig. 5.3.1 Two simple hash functions
=P, ®P9D...... ®P;
e PNH_PI@P:@ VhaShcodeusingCBCmodetoproduce&ne

*» Encrypt the entire message pluscihe
encrypted message Ci G £ 27 Nabt 1 oioctable by the hash code
be manipulated in such a way

By the definition of CBC :
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CBC:C; = E(K [Cj, @n)
So we have;
P, = Ve DK, C)
Pi = Ci-l @ D(K. Cl)

Pner = Cn ® DK, Cnyy)
* But, Py, has the hash code.
Pyey = Py @ Py®.... 0Py
[IV @ DK, C)1®[C, ® DK, C3)].8..8[Yc,1 ® DK, Cy)]

e Because the terms in the preceding equation can be XOR'ed in any order, it
follows that the hash code would not change if the ciphertext blocks were

permuted.

University Question

1.  What is the difference between weak and strong collision resistance ? JCLLORIALZ L L3 o RN G [ e TRk
X3 secure Hash Algorithm (SHA) OB T SO TS ERE

*» The Secure Hash Algorithm (SHA) was developed by National Institute of
Standards and Technology (NIST). It is based on the MD4 algorithm. Based on
different digest lengths, SHA includes algorithms such as SHA-1, SHA-256,
SHA-384, and SHA-512.

* Unlike encryption, given a variable length meassge x, a secure hash algorithm
computes a function h(x) which has a fixed and often smaller number of bits.
When a message of any length is less than 2% bits is input, the SHA-1 produces
a 160-bit output called message digest.

e SHA-1 called secure bacause it is computationally infeasible to find a message
which corresponds to a given message digest, or to find two different messages
which produce the same message digest.

* There are a number of attacks on SHA-1, all relating to what is known as
collision resistance. For examples, if you are using SHA-1 for the storage of
passwards, there are no passoword recovery attacks as at December 2011 that
make use of the collision attacks on SHA-1.

¢ The most commonly used hash function from the SHA family is SHA-1. It is
used in many applications and protocols that require secure and authenticated
communications. SHA-1 is used in SSL/TLS, PGP, SSH, S/MIME, and IPSec.

TECHNICAL PUBLICATIONS - An up thrust for knowledge : .
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e SHA-1 is used to compute a message digest for a message or data file that is
provided s input.
The message or data file should be considered to be a bit string.

2. -

The length of the message is the number of bits in the message (the empty
o message has length 0).

If the number of bits in a message is a multiple of 8, for compactness we can
* represent the message in hex.
5. The purpbse of message padding is to make the total length of a padded
. message a multiple of 512.
¢, The SHA- sequentially processes blocks of 512 bits when computing the
' message digest. _
7. The 64-bit integer is 1, the length of the original message.
g, The padded message is then processed by the SHA-1 as n 512-bit block.

gHA-1 was cracked in the year 2005 by two different research groups. In one of
these two demonstrations, Xiaoyun Wang, Yigun Lisa Yin, and Hongbo Yu
demonstrated that it was possible to come up with a collosion for SHA-1 within
a space of size only 2%, which was far fewer that the security level of 2% that
is associated with this hash function.

New hash function SHA-512 is introduced to overcome problem of SHA-1.

[E0 secure Hash Algorithm (SHA-512)

The Secure Hash Algorithm (SHA) was developed by the National Institute of
Standards and Technology (NIST). SHA-1 produces a hash value of 160 bits. In
2002, NIST produced a revised version of the standard, FIPS 180-2, that defined
three new version of SHA, with hash value lengths of 256,384 and 512 bits,
known as SHA-256, SHA-384 and SHA-512.

Comparison of SHA parameters

Parameters SHA-1  SHA-25¢ = SHA-384  SHA-512
' Message digest size 160 256 384 512
- Message size <2“ B e <2l gt
Block size BNEEE s 1024 1024
Word size 32 | 32 64 64

TECHNICAL PUBLICATIONS - An up thrust for knowledge
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For both SHA-1 and SHA-256, one begins by converting the message to a unique
representation of the message that is a multiple of 512 bits in length, withoyt
loss of information about its exact original length in bits, as follows : Append a |
to the message. Then add as many zeroes as necessary to reach the target length,
which is the next possible length that is 64-bits less than a whole multiple of
512 bits. Finally, as a 64-bit binary number, append the original length of the

message in bits.

Description of SHA-1
Expand each block of 512, when it is time to use it, into a source of 80 32-bit

subkeys as follows : The first 16 subkeys are the block itself. All remaining
subkeys are generated as follows : Subkey N is the exclusive OR of subkeys N-3,
N-8, N-14 and N-16, subjected to a circular left shift of one place. Starting from
the 160-bit block value (in hexadecimal).

67452301 EFCDAB89 98BADCFE 10325476 C3D2E1F0

As input for the processing of the first 512-bit block of the modified message,

for each message block, do the following -

Encipher the starting value using the 80 sub keys for the current message block.

Add each of the 32-bit pieces of the cipher text result to the starting value,
modulo 2432, of course and use that result as the starting value for handling the

next message block. The starting value created at the end of handling the last
block is the hash value, which is 160 bits long.

The SHA "block cipher" component
e The main calculation in SHA enciphers a 160-bit block using 80 32-bit subkeys in

80 rounds. This calculation is somewhat similar to a series of Feistel rounds,
except that instead of dividing the block into two halves, it is divided into five
pieces. An F-function is calculated from four of the five pieces, although it is
really the XOR of a function of three of the pieces and a circular left shift of a
fourth, and XORed with one piece, which is also modified by being XORed with
the current round's subkey and a constant. The same constant is used over each
group of 20 rounds. One of the other blocks is also altered by undergomg a
circular left shift, and then the (160-bit) blocks are rotated. -

® The F-function, as well as the constant, is changed every 20 rounds. Calling the
five pieces of the 160-bit block being "encrypted" a, b, ¢, d and e, the rounds of
the SHA "block cipher" component proceed as follows

TECHNICAL PUBLICATIONS - An up thrust for knowledge l
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info™2——
Change a by adding the current constant to it. The constants are, in hexadecimal
o For rounds 1 to 20 : 5A827999
o For rounds 21 to 40 : 6EDIEBA1
o For rounds 41 to 60 : 8F1BBCDC
o For rounds 61 to 80 : CA62C1Dé6
. Change a by adding the appropriate subkey for this round to it.
. Change a by adding e, circular left-shifted 5 places to it.
Change a by adding the main f-function of b, ¢ and d to it, calculated as
follows :
For rounds 1 to 20, it is (b AND c) OR (NOT b) AND (d).
o For rounds 21 to 40, it is b XOR ¢ XOR d.
o For rounds 41 to 60, it is (b AND c) OR (b AND d) OR (c AND d).
o For rounds 61 to 80, it is again b XOR ¢ XOR d.

e Change d by giving it a circular r:ght shift of 2 positions (or, for conslshency.
circular left shift of 30 places)

o Then swap pieces, by moving each piece to the next earlier one, except that the
old a value is moved to e,

There are various types in SHA such as SHA-256, SHA-384, and SHA-512.
SHA-512 logic

‘0

N x 1024 bits

L bits

HH = a
hash
code

Fig. 5.5.1 Message digest using SHA-512
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e The algorithm takes as input a message with a maximum ‘Ieng'th of less than 7128
bits and produces as output a 512-bit message digets. The input is processeq in
1024-bit blocks.

Fig. 5.5.1 shows message digest generation using SHA-512.
Steps

1. Append padding bits : The message is padded so that its length is congruent ¢,
896 modulo 1024. Padding consists of a single 1-bit followed by the necessary
number of 0-bits.

2. Append length : A block of 128 bits is appended to the message. This block js
treated as an unsigned 128-bit integer that contains the length of the origina]
message (before the padding). |

3. Initialize has buffer : A 512-bit buffer is used to hold intermediate and fina]
results of the hash function. The buffer can be represented as eight 64-bit
registers (a, b, ¢, d, e, f, g, h). These registers are initialised to the following
64-bit integers (hexadecimal values)

Sr.No. Register Values

. a SAOSIEGﬁ?FSBC(':QOS

e BBG7AESSBACAAZIB.
4 4 ASIFFS3ASFID36FL
& . sumzradesdt

6 ¢ SWSe®OBSECE

| 7. g LFSSDIABFBAIBDGB

o RO sl

4. Process message in 1024-bit blocks : It consist of 80 rounds. Each round takes as
input the 512-bit buffer value abcdefgh and updates the contents of the buffe.r.
Each round t makes use of a 64-bit value W,. The output of the last round is
added to the input to the first round (H; _,) to produce H;.

e Fig. 5.5.2 shows the processing of a single 1024-bit block.
(See Fig. 5.5.2 on next page)

5. Output : The output from the Nt stage is the 512-bit message digest.
e The behaviour of SHA-512 is as follows
Hy = IV
I-II = SIJM“ a'll oY, adeEfghi)
NiD = HN
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Fig. 5.5.2 SHA-512 |.'u'cu',osﬂrlgl of a single 1024-bit block
Initial value of the abcdefgh buffer.
abcdefgh; = The output of the last round of processin
N = The number of blocks in the message-

Addition modulo 284 performed separately on
of inputs.

Final message digest value

[
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SHA-512 round function _
Each round is defined by the following set of equations.

T, = h+chie Lg)+(2§ue)+ W +K,

T, = (2;‘%)+Maj(a.b,c)

a T1+T2
b = a
= b

c
d = ¢

- 512 bits

Fig. 5.5.3 Single round operation
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Explain the general structure of secure hash functions. GTU ; Dec.-11, Marks 3

ek
.

e
m Message Digest

MR wm N

Explain the operation of secure hash algorithm on 512 bit block.
What characteristics are needed in a secure hash function ? m
Explain SHA512 algorithm, [ GTU : Winter-14, Marks 7 |
What characteristics are needed in a secure hash Sfunction ? W

GTU - Dec-11, Summer-13, 15. Winter-14. 15

A message-digest algorithm is also called a hash function or a cryptographlc
hash function.

It accepts a message as input and generates a fixed-length output, which is
generally less than the length of the input message. The output is called a hash
value, a fingerprint or a message digest.

Message Digest 5 (MD5) processes the input text in 512-bit blocks. These blocks
are further divided into 16 32-bit sub blocks.

MDS5 is a 128-bit hash.

The MDS5 algorithm is intended for digital signature applications, where a large
file must be "compressed" in a secure manner before being encrypted with a
private key under a public-key cryptosystem such as RSA.

XN MD5 Description

Suppose if we have b-bit message as input, and that we wish to find its message
digest. Here b is an arbitrary non-negative integer; b may be zero, it need not be
a multiple of eight, and it may be arbitrarily large. The bits of the message
written down as follows :

m_0 m_1 ... m_{[b-1}

The following five steps are performed to compute the message digest of the
message. .

Step 1 : Append Padding Bits
o The message is "padded” so that its length is congruent to 448, modulo 512

Padding is always performed, even if the length of the message is already
congruent to 448, modulo 512.

Padding is performed as follows : a single "1" bit is appended to the message,
and then "0" bits are appended so that the length in bits of the padded message

TECHNICAL PUBLICATIONS™- An up thrust for knowledge
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becomes congruent to 448, modulo 512. In all, at least one bit and at most 513
bits are appended.

Step 2 : Append Length
e A 64-bit representation of b is appended to the result of the previous step. In the
unlikely event that b is greater than 2%, and then only the low-order 64 bits of
b are used.

e At this point the resulting message (after padding with bits and with b) has
length that is an exact multiple of 512 bits. Equivalently, this message has
length that is an exact multiple of 16 (32-bit) words.

e Let M[0 .. N-1] denote the words of the resulting message, where N is
multiple of 16.

Step 3 : Initialize MD Buffer

e A four-word buffer (A, B, C, and D) is used to compute the message digest,
Here each of A, B, C, D is a 32-bit register. These registers are initialized to the
following values in hexadecimal :

Word A : 01 23 45 67
Word B : 89 ab cd ef
Word C : fe dc ba 98
Word D : 76 54 32 10
Step 4 : Process Message in 16-Word Blocks

e We first define four auxiliary functions that each take as input three 32-bit words
and produce as output one 32-bit word.

FOX,Y,Z) = XY v not(X) Z
GX.Y,Z) =XZv Y not(Z)
HXY,Z) =X xorY xor Z
I(X,Y,Z) =Y xor (X v not(Z))

e In each bit position F acts as a conditional: if X then Y else Z. The function F
could have been defined using + instead of v since XY and not(X)Z will never
have 1's in the same bit position.

¢ It is interesting to note that if the bits of X, ¥, and Z are independent and
unbiased, the each bit of F(X, Y, Z) will be independent and unbiased.

o The functions G, H, and I are similar to the function F, in that they act in
"bitwise parallel” to produce their output from the bits of X, Y, and Z, in such a
manner that if the corresponding bits of X, Y, and Z are independent and
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g

unbiased, then each bit of G(X,Y,Z), H(X,Y,Z), and I(X,Y,Z) will be independent
and unbiased.

This step uses a 64-element table T[1 ... 64] constructed from the sine function.
Let T[i] denote the i-th element of the table, which is equal to the integer part of
4294967296 times abs(sin(i)), where i is in radians.

top 5 : OUtPUt
The message digest produced as output is A, B, C, and D. That is, we begin with
the low-order byte of A, and end with the high-order byte of D.

@ Differences between MD4 and MD5

i

The following are the differences between MD4 and MD5 :

1. A fourth round has been added.
Each step now has a unique additive constant.
The function g in round 2 was changed from (XY v XZ v YZ) to (XZ v Y not(Z))
to make g less symmetric. :

4. Fach step now adds in the result of the previous step. This promotes a faster
"avalanche effect".

5. The order in which input words are accessed in rounds 2 and 3 is changed, to
make these patterns less like each other.

6. The shift amounts in each round have been approximately optimized, to yield a
faster “avalanche effect." The shifts in different rounds are distinct.

Comparison between MD5 and SHA

St No.. MD5 o SHA
| 2. . Speed is faster than SHA i i ‘Sloﬁér than MDS -
DI et i o T iy el -
3. Number of iteration is 64 Number of iteration is 80 %
;:‘-4; A Buffer wace?sulkzbé-gi—té Buffer ;paoew 160bis ‘
5. MDS5 is vulnerable to cryptanalytic attacks  SHA-1 appears not to be vuinerable to
< -~'5..‘_ *  MDS5 uses a little endian scheme SHA-1 uses a big endian scheme
‘7. Simple to implement and do not need any  Simple to implement and do not need any
S 1rge programs or complex tsble | large programs or complex table- U e
".Q_.;{p-, . No limit on maximum message size. Maximum message size is 2% ~1 bits. 5
TECHNICAL PUBLICATIONS - An up thrust for knowledge !
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University Questions
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1. Explain MDS has alorithn. %
2. Explain four passes of MDS message digest algorithm. mﬂ%
3. Explain MDS algorithm. I REer14;
4. Write MDS algorithm.
5. Describe MD5 message digest algorithm, :
Multiple Choice Questions o
Q.1 A hash function maps a input into a output. \
[a] Fixed length, variable length [b] Variable length, fixed length '
[c] Fixed length, fixed length [d] Variable length, variable length (Ans,
Q2 Message authentication is achieved using a message authentication coge also
known as a — hash function.
[a] simple [b] secure [c] keyed [d] collision [Ans, .
Q3 Birthday attack can be prevented by,
[a] using a non cryptographic hash function
[b] using keyed hash
El padding the vulnerable message
[d] increasing the width of the hash value - [Ans.: )
Q4 Which of the following hash functions is still considered secure against collision
attacks ?
[a] sHA1 {b]sSHA-256 [c] MD4 [d] MD-5 [Ans.:b]
Q5  When a hash function is used to provide message authentication, the hash
function value is often referred to as a .
[a] Digital signature [b] SHA [c] message digesf §i All of these [Ans.:d
Q.6 MDS5 is a bit hash. - .
@ 64 @128 @256 @ All of these [Ans.:b]
Q.7 MDS5 processes the input text in bit blocks.
[a] 128 [b] 256 [c] 512- [d] 1024 [Ans.:dl
Qs Number of iteration is MDS5 is ,
16 (bl 24 Ans.:d]
(2] {b] [c] 32 [d] e4 Awtdl
e
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I pformatien
ghort Questions and Answers

3 B/W. a Hash function ?

i . A hash function H is a transformation that takes a variable-size input m and

”“:;.n', a fixed-size string, which is called the hash value h(that is, h = H(m)). Hash

I ctions with just this property have a variety of general computational uses, but when
oned in cryptography the hash functions are usually chosen to have some

efd"dlzﬂo nal properties. The basic requirements for a cryptographic hash function are :

a

o The input can be of any length,
N ‘ o The outupt has a fixed length,

o H(x) is relatively easy to compute for any given x,

¢ H(x) is one-way,

e H(x) is collision-free.
What types of attacks are addressed by message authentication 7

. a2
Ans.: ¢ Content modification : Changes to the contents of the message.
e Sequence modification : Any modification to a sequence of messages
between parties, including insertion, deletion, and reordering.
e Timing modification : Delay or replay of messages.
a3 What is the function of a compression function in a hash function ?
Ans.: The hash function involves repeated use of a compression function. The

motivation is that if the compression function is collision resistant, then the hash
function is also collision resistant function. So a secure hash function can be produced.

q a4  What is the use of digital signature ?

: Ans. : Data appended to, or a data unit that allows a recipient of the data unit to
prove the source and integrity of the data unit and protect against forgery.

Qs What is a birthday attack ?

| | Ans. : A birthday attack is a name used to refer to class of brute-force attacks. It gets

its name from the surprising result that the probability that two or more people in a
group of 23 share the same birthday is greater than }; such a result is called a birthday

paradox.
' Q.6 What do you mean by one-way property in hash function ?

Ans.: For any given value h, it is computationally infeasible to find x such that
H(x) = h.
Q7 ‘What is one-way property 7

Ans.: A function that maps an arbitrary length message to a fixed length message
digest is a one-way hash function if it is a one-way function.

aad
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- Message Authentication Codes

GTU : May-11, Dec.-11, Winter-12, 13, 15

. Summer-13, 14, 15

e Message authentication is a mechanism or service used to verify the integrity of a
message. Message integrity guarantees that the message has not been changed,
Message authentication guarantees that the sender of the message is authentic.

e A MAC algorithm, sometimes called a keyed hash function accepts as input a
secret key and an arbitrary-length message to be authenticated, and outputs a
MAC. The MAC value protects both a message's data integrity as well as ifs
authenticity, by allowing verifiers to detect any changes to the message content.

Properties of Message Authentication Codes

1. Cryptographic checksum : A MAC generates a cryptographically secure
authentication tag for a given message.

2. Symmetric : MACs are based on secret symmetric keys. The signing and verifying
parties must share a secret key. _

3. Arbitrary message size : MACs accept messages of arbitrary length.

4. Fixed output length : MACs generate fixed-size authentication tags.

5. Message integrity : MACs provide message integrity: Any mampulatlons of a
msagedurmgtransntml]bedetectedbytherecewer

6. Message authentication : The receiving party is assured of the origin of the
message.

7. No non-repudiation : Since MACs are based on symmetric princxpleS, they do not
provide non-repudiation.

* MACs provide two security services, message integrity and message
authentication, using symmetric ciphers. MACs are widely used in protocols. ‘Both
of these services are also provided by digital signatures, but MACs are much
faster. : :

* MACs do not provide non-repudiation.

* In practice, MACs are either based on block ciphers or on hash functions.

* HMAC is a popular MAC used in many practical protocols such as Transport
Layer Security (TLS) indicated by a small lock in the browser.

Applications of MAC |
. Fg are the situations in which MAC used.
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3. Another scenario is an exchange in which one side has a heavy load and
cannot afford the time to decrypt all incoming messages.
o Message Authentication Codes (MAC) also known as a cryptographic check. The
MAC is generated by a function C.

MAC = C(K, M)
where M = Variable length message
K = Secret key shared only by sender and receiver.

C(K, M) Fixed length authenticator
e Security of the MAC generally depends on the bit length of the key. Weakness of
the algorithm is the brute force attack.
e For a ciphertext - only attack, the opponent, given ciphertext C, would perform
P, = D(K;, C) for all possible key values K; until a P; was produced that matched
the form of acceptable plaintext.
Suppose the key size is greater than the MAC size :
¢ Round 1 )
Given . Ml' MACI = C(Kl Ml)
‘Compute  MAG; = C(K, M) for all 2* keys
Number of matches = 2%~ % .
¢ Round 2
Given : M, MAG, = C(K, M)
Compute MAC; = C(K;, M,) for all 2% =™ keys resulting from Round 1
Number of matches = 2k =2 %™
¢ On average, o rounds will be needed if K = axn
For example : If the key size is 80-bit and MAC is 32 bits long, then the first round
will produce about zu,possible keys.
Key length is less than or equal to MAC length
¢ -First round will produce a single match.
e It is possible that more than one key will produce such a match, in which case the
opponent would need to perform the.same test on a new (message, MAC) pair.
er the followmg MAC algorithm.
S| 2,00 | T || X;,) be a message that is treated as a concatenation of
hen define
DX3D...... 08X

]
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Where @ is the exclusive-OR (XOR) and the encryption algorithm is DES in electronjc
codebook mode.
o Key length = 56 bits

MAC length = 64 bits
o If an opponent observes M || C(K, M)}, a brute force attempt to determine. K wij|

require at least > encryptions.
» Assume that an opponent knows the MAC function C but does not know K. Then
the MAC function should satisfy the following requirements :

1. If an opponent observes M and C(K, M), it should be computationally infeasible
for the opponent to construct 0 message M’ such that

CK, M) = C(K, M).

2. C(K, M) should be uniformly distributed in the sense that for randomly chosen
messages, M and M’, the probability that C(K, M) = C(K, M") is 2™, where n is the
number of bits in the MAC.

3. Let M’ be equal to some known transformation on M. That is, M’ = f(M). -

Message authentication code based on DES
» The data authentication algorithm based on DES, has been one of the most widely
used MAC for a number of years. The algorithm can be defined as using the

cipher block chaining mode of operation of DES with an initialization vector of
zero.

* Fig. 6.1.1 shows the data authentication algorithm.
Time =1 Time=2 Time = N-1

Fig. 6.1.1 Data authentication algorithm
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e

, Using the DES encryption algorithm (E) and a secret key (K), a data authentication
code (DAC) is calculated as follows

01 = E(Kr Dl)
0, = EK, [D, ® O;])
0, = E, [D; ® O;)

ON - E(KI[DNQON-ID
The DAC consists of either the entire block Oy or the leftmost M bits of the block,
with 16 < M < 64.

[XEH Authentication Requirements

« Attacks can be identified as follows :

1. Disclosure : Release of message contents to any persorl or process not
possessing the appropriate cryptograph:c key.

2. Traffic analysis : Discovery of the pattern of traffic between parties.

3. Masquerade : Insertion of messages into the network from a fraudulent
source.

4. Sequence modification : Any modification to a sequence of messages
between parties, including insertion, deletion and reordering.

5. Content modification : Changes to the contents of a message, including
insertion, deletion, transposition and modification.

6. Timing modification : Delay or replay of messages.
7. Source repudiation : Denial of transmission of message by source.
8. Destination repudiation : Denial of receipt of message by destination.
* Message authentication is a procedure to verify that rec¢ived messages come form
the alleged source and have not been altered.

* Digital signature is an authentication technique that also includes measures to
counter repudiation by the source.

thecksum or message authentication code ? Describe the three situations in

fon code is used. GTU : May-11, Marks 7

e y : MAC GTU : Dec.-11, Marks I
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3. Explain briefly basic uses of MAC. GTUMDec:11, Marks 4
4. What is the need for message authentication ? List various fechniques used for aunthentication,
Explain any one.
5.

 Is message authentication code same as encryption ? How message authentication can be done by

message authentication code ? .
6. What is MAC ? Why it is required ? Explain HMAC algorithm. SV CABVET el

7. Write a note on following : Message Authentication code GTU Summer:14; Marks 4
8. How message authentictication code can be used fto achieve message authentication and
condfidentiality ? GTU = Summer-15, Marks 7

9. How following can be achived with message authentication code (MAC) ?
(a) Message authentication (b) Message authentication and condfidentiality ‘

[3Z3 MAC Based on Hash Functions

e The IPsec authentication scheme uses a scheme called Hashed Message
Authentication Codes (HMAC), which is an encrypted message digest described in
RFC 1024.

e HMAC uses a shared secret key between two parties rather than public key
methods for message authentication.

Objectives for HMAC
1. To use, without modifications, available hash function.

2. To allow for easy replaceability of the embedded hash function in case faster or
more secure hash functions are found or required.

3. To use and handle keys in a simple way.

4 To preserve the original performance of the hash function without incurring a
significant degradaticm-

5. To have a well understood cryptographic analysis of the strength of the
" authentication mechanism based on reasonable assumptions about the embedded
hash function.

HMAC algorithm
« Fig 6.2.1 shows HMAC structure.

, Define the following terms : .
H = Embedded hash function

v = Initial value input to hash function
M = Message input to HMAC '
/ TECHNICAL PUBLICATIONS™- An up thrust for knowlsdge &
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Y, = i block of M, 0 S i s (L-1) h
L = Number of blocks in M g
b = Number of bits in a block S
n = Length of hash code produced by embedded hash function. E
i
|
1
SO
|
v n bits
HMAC (K.M)
Fig. 6.2.1 HMAC structure
K = Secret key recommended length is > n &
K' = K padded with zeros on the left so that the result is b bits in
length.
ipad = 00110110 (36 in hexadecimal) repeated b/8 times
opad = 01011100 (5C in hexadecimal) repeated b/8 times.
Then HMAC can be expressed as follows :
HMAC (K, M) = H [(K" @ opad) || H[(K" & ipad) || M]
“TECHNICAL PUBLICATIONS ™+ An up thrust for knowledge
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1. Append zeros to the left end of K to create a b-bit string K*.
2. XOR K" with ipad to produce the b-bit block S;.

3. Append M to S,.

4. Apply H to the stream generated in step 3.

5. XOR K" with opad to produce the b-bit block S,

6. Append the hash result from step 4 to S,
7
L]

. Apply H to the stream generated in step 6 and output the result.
A more effident implementation is possible, as shown in Fig. 6.22. Two

quantities are precomputed :
IV, (K" @ ipad))
f(IV, (K* © opad))
!
Precomputed 1 Computed per message
I
|
|
|
( | bbits b bits b bits

I i~
l Yo Y1 L] L] L] YL_1
|
I
|
1 n bits
I n bits
: C Jns i
I
: pad to b bits
| 1
I

=5 I

.

- [

T I n bits

- l s

= | n bits

: I HMAC (M)

Fig. 6.2.2 Efficient implementation of HMAC

T Where f(CV, block) is the compression function for the hash function.

TECHNICAL PUBLICATIONS - An up evst for knawiedge
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HMAC security
¢ Know that the security of HMAC relates to that of the underlying hash algorithm.

o Attacking HMAC requires either :
a) Brute-force attack on key used. This in order of 2n where n is the chaining
variable bit-width.

b) Birthday attack (but since keyed would need to observe a very large number
of messages). Like MD5 this is in order of 2n/2 for a hash length of n.

¢ Choose hash function used based on speed versus security constraints.

¢ Note that HMAC is more secure than MD5 for birthday attack.
a) In MDS5 the attacker can choose any set of messages to find a collision (ie.
HM) = HM)).
b) In HMAC since the attacker does not know K, he cannot generate messages

offline. For a hash code of 128 bits, this requires 264 observed blocks
(i.e. 264 * 29 = 273 bits) generated using the same key. On a 1 Gbps line, this

requires monitoring stream of messages with no change of the key for .

250,000 years (quite infeasible !!).

University Questlons

1. Illustrate the overall operation of HMAC. Define the terms.
2. Write the properties of hash functions.

EE} Macs Based on Block Ciphers

* Cipher-based Message Authentication Code (CMAC) is a block dpher-based
message authentication code algorithm. CMAC mode of operation is used with
AES and triple DES.

Fig. 6.3.1 Message length Is Integer muitiple of block size

TECHNICAL PUBLICATIONS ™~ A% up vuat ko knowiecge
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e The CMAC on a message is constructed by splitting it into blocks of size equal to

the block size of the underlying cipher, for instance, 128 bits in the case of the
AES, Cipher Block Chaining (CBC)-encrypting the message and retaining the
result of the last block encryption as the computed MAC value.

To ‘avoid certain classes of attack, the last block is subjected, before ciphering, to
an exclusive disjunction (XORing) with one of two possible "subkey" values,
usually denoted as K1 or K2.

The choice of which subkey to use is determined by whether the last message
block contains padding or not. The subkey values can only be computed by

parties knowing the cipher key in use.

» Fig. 6.3.1 shows calculation of CMAC.

G = EK M)
C, = EKIM; ©Cy))
G = EKM38C;y))
C, = EK[M,®C, 18K,))
T = MSBgy(C,) '
where _

T = message authentication code

Tlen = bit length of T

MSBs (X) = the s left most bits of the bit string X : i

Data Authentication Algorithm

The data authentication algorithm based on DES, has been one of the most widely
used MAC for a number of years. The algorithm can be defined as using the

cipher block chaining mode of operation of DES with an initialization vector of
Zero.
Fig. 6.3.2 shows the data authentication algorithm.
The algorithm can be defined as using the cipher block chaining mode of
operation of DES. The data to be authenticated are grouped into contiguous
64-bit blocks : Dy, D,, D, ............ , Dy
Using the DES encryption algorithm (E) and a secret key (K), a data authentication
code (DAC) is calculated as follows

01 = E(K, Dl)

TECHNICAL PUBLICATIONS™ - An up thrust for knowledge
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O,

E(K, [D, ® Oy))
= E(K' [D3 & 02])

L
I

ON = E(Kr[DNe ON—ID

Time=2

D,

Fig. 6.3.2 Data authentication algorithm

o The DAC consists of either the entire block Oy or the leftmost M bits of the block,
with16 <M< 64. -

XA Multiple Choice Questions

Q1  An authentication technique which makes use of a secret key to generate a small

fixed-size block of data, known as a
Hash function [b] message authentication code
[c ] MDs [d] None of these . [Ans. b]

Q2  MAC provides
Message confidentiality
[b] Non-repudiation
[B Message authentication and integrity

[d] All of these [Ans. ]
Q3  A(n) can be used to preserve the integrity of a document or a message.

message digest |E message summary |

[c] message confidentiality [d] none of the above [Ans. a]

TECHNICAL PUBLICATIONS - An up tvust for knowledge
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Qa3 When an entire message is encrypted for , using either sym—.;:;]:h“‘
asymmetric encryption, the security of the scheme generally depends on the :l:

length of the key.
Integrity [b] non-repudiation
[c] availability [d] confidentiality [Ans, g)

Q4  Source repudiation means
Denial of receipt of message by destination
[b] Denial of transmission of message by destination
[c] Denial of transmission of message by source
E’ Denial of receipt of message by source [Ans. ]

Q.5  Destination repudiation means
Denial of receipt of message by destination
IE Denial of transmission of message by destination
[c] Denial of transmission of message by source
[E] Denial of receipt of message by source [Ans. a]

XA short Questions and Answers
a1l Define sequence modification.

Ans.: Any modification to a sequence of messages between parties, including
insertion, deletion, and reordering.

Q2 Define message authentication code.

Ans.: A function of the message and a secret key that produces a fixed-length value
that serves as the authenticator.

Q3 What Is bit length of the key?

Ans. : When an entire message is encrypted for confidentiality, using either symmetric
or asymmetric encryption, the security of the scheme generally depends on the bit
length of the key. '
Q4 What Is data authentication algorithm?

Ans. : The data authentication algorithm based on DES, has been one of the most
widely used MAC for a number of years. The algorithm can be defined as using the
cipher block chaining mode of operation of DES with an initialization vector of zero.
Qs Define message authentication _
Ans. : Message authentication is a procedure to verify that received messages come
form the alleged source and have not been altered.

DD_D_
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Digital Signature

A digital signature is an authentication mechanism that enables the creator of ,
message to attach a code that acts as a signature. The signature is formed by
taking the hash of the message and encrypting the message with the creator's

private key.

Requirements
Message authentication protects two parties who exchange messages from any
third party. However, it does not protect the two parties against each other.

In situations where there is not complete trust between sender and receiver,
something more than authentication is needed. The most attractive solution to this
problem is the digital signature. The digital signature is a‘nalogous to the
handwritten signature. :

o It must have the following properties
1. It must verify the author and the date and time of the signature.

2. It must to authenticate the contents at the time of the signature.

3. It must be verifiable by third parties, to resolve disputes.
The digital signature function includes the authentication function. On the basis of
these properties, we can formulate the following requirements for a digital
signature.
Must be a bit pattern depending on the message being signed.
Signature must use some information unique to the sender to prevent forgery and .
denial.

» Computationally easy to produce a signature.

o Computationally easy to recognize and verify the signature.

¢ Computationally infeasible to forge a digital signature.

a) either by constructing a new message for an existing digital signature.

o b) or by constructing a fraudulent digital signature for given message.

e Practical to retain a copy of the digital signature in storage.

13. Summer.] 4

GTU : May-11,'Dec.-11, Winter-12,

s

r_r_' Two general schemes for digital signatures
= 1)  Direct

Ta 2)  Arbitrated

A "lli-‘l e
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ml Arbitrated Digital Signatures

Every signed message from A to B goes to an arbiter BB (Big Brother) that everybody
trusts.

o BB checks the signature and the timestamp, origin, content, etc.

o BB dates the message and sends it to B with an indication that it has been verified
and it is legitimate.

e.g. Every user shares a secret key with the arbiter

o A sends to BB in an encrypted form the plaintext P together with B’s id, a

timestamp and a random number RA.

¢ BB decrypts the message and thus makes sure it comes from A; it also checks the
timestamp to protect against replays.

o BB then sends B the message P, A’s id, the timestamp and the random number
RA; he also sends a message encrypted with his own private key (that nobody
knows) containing A’s id, timestamp t and the plaintext P (or a hash).

* B cannot check the signature but trusts it because it comes from BB-he knows that
because the entire communication was encrypted with KB.

¢ B will not accept the messages or messages containing the same RA to protect
against replay.

* In case of dispute, B will show the signature he got from BB (only B may have
produced it) and BB will decrypt it.

Direct Digital Signature

¢ This involves only the communicating parties and it is based on public keys.
* The sender knows the public key of the receiver.

* Digital signature : Encrypt the entire message (or just a hash code of the message)
with the sender’s private key.

* If confidentiality is required : Apply the receiver’s public key or encrypt using a
shared secret key.

* In case of a dispute the receiver B will produce the plaintext P and the signature
E(KRA, P) - the judge will apply KUA and decrypt P and check the match : B
does not know KRA and cannot have produced the signature himself.

Weaknesses

* The scheme only works as long as KRA remains secret : If it is disclosed (or A
discloses it herself), then the argument of the judge does not hold : anybody can
produce the signature. '
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e Attack : To deny the signature right after signing, simply claim that the private
key has been lost-similar to claims of credit card misuse.
ie. If A changes her public-private keys (she can do that often) the judge will
apply the wrong public key to check the signature.

¢ Attack : To deny the signature change your public-private key pair-this should not
work if a PKI is used because they may keep trace of old public keys.

i.e. A should protect her private key even after she changes the key.

* Attack : Eve could get hold of an old private key and sign a document with an
old timestamp.

Digital Signature Standard y

* The Digital Signature Standard (DSS) makes use of the Secure Hash Algorithm
(SHA) and presents a new digital signature technique, the Digital Signature
Algorithm (DSA). DSS cannot be used for encrypbon or key exchange. Fig. 7.1.1
shows the DSS approach.

* It uses a hash function. The hash code is provided as input to a signature function
along with a random number K generated for this particular signature.

¢ The signature function also depends on the sender’s private key (PR,) and a set of
parameters known to a group of communicating principles.
¢ The result is a signature consisting of two components, labeled s and r.

* At the receiving end, the hash code of the incoming message is generated. This
plus the signature is input to a verification function.

’ ~O—{u [—@—

I8
ol Y

PUg PU,

Y

Compare

Fig. 7.1.1 DSS approach

 Fig. 7.1.2 shows the RSA approach. In the RSA approach, the message to be signed
is input to a hash function that producs a secure hash code of fixed length. This
hash code is then encrypted using the sender's private key to form the signature.
Both the message and the signature are then transmitted.
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PR, PU,
Flg. 7.1.2 RSA approach

¢ The recipient takes the message and produces a hash code. The recipient also
decrypts the signature using the sender's public key. If the calculated hash code
matches the decrypted signature, the signatur~ is accepted as valid.

Digital Signature Algorithm

o There are three parameters that are public and can be common to a group of
users. Prime number q is chosen and it is 160-bit. A prime number p is selected
with a length between 512 and 1024 bits such that q divides (P - 1).

e g is chosen to be of the form h® - 1/9 mod p where h is an inteéer between 1 and
(P-1)
* With these number, user selects a private key and generate a public key. The

private key x must be a number from 1 to (q - 1) and should be chosen randomly
or pseudorandomly.

o The public key is calculated from the private key as y = g* mod p.

* To create a signature, a user calculates two quanhhes, rands, that are functions of
i) Public key components (p, q, g)

ii) User's private key (x)
ili) Hash code of the message H(M)
iv) An additional integer (K)
* At the receiving end, verification is performed. The receiver generates a quantity
V that is a function of the public key components, the sender's public key and the

hash code of the incoming message. If this quantity matches the r components of
the signature, then the signature is validated.

* Fig. 7.1.3 shows the functions of signing and verifying.
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(b) Verifying
Fig. 7.1.3 Signing and verifying

1. Write the digtal signature algorithm: - (GTU o May11. Marke 7 )}

2 Define the following term bricfly : Digital signature.
3. Explain digital signature algorithm in detail.

4. Write a note on : Digital signature
5. List the security services provided by digital signature. Write and explain the digital signature
algorithm. GTU & Winter-13, Marks 7

6. What is digital signature ? Explain its use with the help of example.
GTU : Summer-14, Marks 7

Digital Certificate

* A data structure that securely binds an individual or entity to a public key used in
cryptographic operations such as digital signatures or asymmetric encryption.
* To obtain digital certificate an organization must apply to a certification authority

which is responsible for validating and ensuring the authenticity of requesting
organization. The certificate will identify the name of the organization, a serial

TECHNICAL PUBLICATIONS - An up thrust for knowledge
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number, the validity date and the organization’s public key where encryption to /
from that organization is required.

o In addition, the digital certificate will also contain the digital signature of the
certification authority to allow any recipient to confirm the authenticity of the
digital certificate.

o A digital certificate is an ID that is carried with a file. To validate a signature, a
certifying authority validates information about the software deve'spers and then
issues them digital certificates. The digital certificate contains information about
the person to whom the certificate was issued, as well as information about the
certifying authority that issued it. When a digital certificate is used to sign
programs, ActiveX controls, and documents, this ID is stored with the signed item

in a secure and verifiable form so that it can be displayed to a user to establish a
trust relationship.

E 2Bl o B o o ol NS S S f 8

* A digital certificate allows unique identification of an entity; it is essentially an
electronic ID card, issued by a trusted third party. Digital certificates form part of
the ISO authentication framework, also known as the X509 protocol This
framework provides for authentication across networks.

* A digital certificate serves two purposes : It establishes the owner’s identity, and it |
makes the owner’s public key available. A digital certificate is issued by a |
Certification Authority (CA). It is issued for only a limited time and when its
expiry date has passed, it must be replaced.

* A digital certificate consists of :
1. The public key of the person being certified
2. The name and address of the person being certified, also known as the ,
Distinguished Name (DN) |
3. The digital signature of the CA
4. The issue date

5. The expiry date
The Distinguished Name is the name and address of a person or organization.
You enter your Distinguished Name as part of requesting a certificate. The

digitally-signed certificate includes not only your own Distinguished Name, but
the Distinguished Name of the CA, which allows verification of the CA.

To communicate securely, the receiver in a transmission must trust the CA that
issued the certificate that the sender is using. This means that when a sender signs
a message, the receiver must have the corresponding CA's signer certificate and
public key designated as a trusted root key. For example, your web browser has a
default list of signer certificates for trusted CAs. If you want to trust certificates .

e ——
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from another CA, you must receive a certificate from that CA and designate it as a
trusted root key.

e If you send your digital certificate containing your public key to someone else,
what keeps that person from misusing your digital certificate and posing as you?
The answer is: your private key.

* A digital certificate alone is not proof of anyone’s identity. The digital certificate
allows verification only of the owner’s identity, by providing the public key
needed to check the owner’s digital signature. Therefore, the digital certificate
owner must protect the private key that belongs with the public key in the digital
certificate. If the private key were stolen, anyone could pose as the legitimate
owner of the digital certificate.

ElGamal
e The ElGamal algorithm provides an alternative to the RSA for public key

encryption. >
1. Security of the RSA depends on the difficult of factoring large integers.

2. Security of the ElGamal algorithm depends on the difficulty of computing
discrete logs in a large prime modulus.

e ElGamal has the disadvantage that the ciphertext is twice as long as the plaintext.

e [t has the advantages the same plaintext gives a different ciphertext each time it is
encrypted.

o Like RSA, the ElGamal system is a public key algorithm so it has one set of key
numbers that are published and another secret number that is used for
deciphering.

1. The keys are generated by selecting a large prime number p. It is
recommended that p - 1 be divisible by another large prime.

2. Compute a generator number g and select a random integer “a" less than
p-1.

3. With these numbers compute b = g? (mod p).

4. The public key consists of the three number (p, g, b) and the secret key is the
number a.

5. To find "a" given the public key, an attacker must be able to solve the discrete
logarithm problem.

Encryption :
e If Bob wants to send a message to Alice he begins by looking up her public key

(p, 8 b) and representing the message as an integer m in the range 0 to p - 1.
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» He then selects a random key, k that is less than p - 1.

o Using these numbers, Bob computes two numbers :

¢ = g" and ¢ = mb¥

¢ He sends (cq, c3) to Alice.

pecryption :
¢ When Alice receives the cipher-text, she will recover the plaintex! “1sing her secret

key, "a” to compute :
m = cc.? modp
e This works because :
CQCI g = mbk(gk)-a r.nbk (ga)k (gk)-a

= mg® g~ = m (mod p)

* Bob should choose a different random integer k for each message he sends to

Alice. If M is a longer message, so it is divided into blocks, he should choose a
different k for each block.

* Say he encrypts two messagers (or blocks) M; and M,, using the same k,
producing cipher-texts.

* Eve intercepts both cipher-text messages and discovers one plaintext message M,,
she can compute the other plaintext message M.
Example : Alice selected her initial prime number p = 11, found the primitive
element g = 7 and selected her random secret key a = 2, then her public key is :
b=7"mod11=5
* She would publish her public key : (11, 7, 5)
* Bob wants to send the letter "a" to Alice

1. He first breaks it up into-a set of numbers where each number is less than 11
(the value of p).

2. Since the ASCII representation of "a" is 01100001, he might break it up into
four messages (01 10 00 01) or in decimal (1, 2, 0, 1).

3. Next, he would select a random number k = 3 and then compute and send to

1 N N

g . Sl et

TECHNICAL PUBLICATIONS ™+ An up thrust for knowledge

— e ——————
Scanned with CamScanner




Information and Network Security 7-10 Digitel Signgy,
— ok

0 7 modi1=2  0x5*mod11=0

1 Pmod1l=2  1x5*mod11=4

o The cipher-text is ((2, 4), (2, 8), (2, 0), (2, 4)).

Deciphering a Message
e When Alice receives this message from Bob, she uses her secrete key a = 3

follows :
(2,4 :m=4(2)-2=4(4)-1=12mod 11 = 1 (4 and 3 are inverse mod 11)

(2,8):m=8(2)-2=8(4)-1=24mod 11 =2
(200:m=02)-2=04)-1=0mod 11 =0
(24):m=1

Alice reassembles the message into the letter "a".

Schnorr Signature

o The Schnorr signature scheme is derived from Schnorr's identification protocol
using the Fiat-Shamir heuristic. The resulting digital signature scheme is related to
the Digital Signature Standard (DSS). As in DSS, the system works in a subgroup
of the group Z*, for some prime number p. The resulting signatures have the

same length as DSS signatures

o Its security has been analyzed in the Random Oracle Model (ROM) under the
Discrete Logarithm (DL) assumption.

¢ The Schnorr scheme minimizes the message dependent amount of computation
required to generate a signature. The main work for signature generation does not
depend on the message and can be done during the idle time of the processor.
The message dependent part of the signature generation requires multiplying

2n-bit integer with an n-bit integer. .
o The first part of this scheme is the generation of a private/public key pair, which

consists of the following steps :
1. Choose primes p and q, such that q is a prime factor of p - 1.

2. Choose an integer a such that a9 = 1 mod p. The values a, p, and q comprise
a global public key that can be common to a group of users.
3. Choose a random integer s with 0 < s < q. This is the user's private key.
4. Calculate v = a* mod p. This is the user's public key.
* A user with public key s and private key v generates a signature as follows:
1. Choose a random integer r with 0 < r < q and compute x = a’ mod p. This 5
independent of any message M, hence can be pre-computed.

2. Concatenate message with x and hash result to compute: e = HM | | x)

—
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3. Compute y = (r + se) mod q. The signature consists of the pair (e, y).
4. Any other user can verify the signature as follows :
5. Compute x' = a¥v® mod p.
6. Verify thate = HM || x').

UsingtheSchnm-rschm let q = 83, p=997 and d = 23, Fmdwluesfarcl |

‘ngz, Choose r = 11, if M = 400mdh(400)=100 Fmdmluety'sl,sl _
solulIO“ Gwen data : q = 83, p = 997, and d = 23.

Take €o =7
Then e, = eP 9 modp

e, = (7(°7-1/8) n0d 997
= (7'%) mod 997
el = 9

e; = (e9) mod p

= (9%) mod 997
= 521

Calculate S; and S, in mod q.

So  h(40067) = 81

St = h(M | e] mod p)
= h (400 | 9" mod p)
= h (400 | 67)
= h (40067)
=.81
S = r + ds; mod q
= 11 + 23 x 81 mod 83
48

NIST Digital Signature Algorithm

* The National Institute of Standards and Technology (NIST) requests comments on
Federal Information Processing Standard. The NIST has announced proposed
changes to a standard that specifies how to implement digital signatures, which

TECHNICAL PUBLICATIONS - An up thrust for knowledge
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can be used to ensure the integrity of electronic documents, such as wills and
contracts, as well as the identity of the signer.

* These proposed changes to the Federal Information Processing Standard (FIPS)
186-3, known as the Digital Signature Standard, were posted for public comment
on April 10, 2012. First published in 1994 and revised several times since then, the
standard provides a means of guaranteeing authenticity in the digital world by
means of operations based on complex math that are all but impossible to “forge”.
Updates to the standard are still necessary as technology changes.

* A Digital Signature is a function provided by Public Key Infrastructure (PKI). The
process entails transforming a message or data and some secret information held
by the sender into a tag called a signature. It provides proof of the source and
verification of the integrity of the data.

* The sender generates a digital signature using his/her private key. The recipient
verifies the sender’s identity using the sender’s public key.

* The purpose of a digital signature is to provide a means for an entity to bind its
identity to data, and to detect unauthorized modifications to data.

e There are three algorithms suitable for digital signaturé generation and
verification:

1. Digital Signature Algorithm (DSA)
2. Rivest-Shamir-Adleman, a reversible Digital Signature Algorithm (RSA)
3. Elliptic Curve Digital Signature Algorithm (ECDSA)

Benefits:

1. Digital signatures eliminate the need for transmitting passwords for
authentication, which reduces the threat of their compromise

2. Using a private key to generate digital signatures for authentication prevents
an attacker from using the same information to masquerade as another entity
and authenticate repeatedly.

3. Digital signatures provide security for electronic mail, Electronic Funds
Transfer (EFT), Electronic Data Interchange (EDI), software distribution, data
storage, and other applications that require data integrity assurance and data
origin authentication.

Multiple Choice Questions
Q.1 A digital signature is an ————— mechanism that enables the creator of a

message to attach a code that acts as a signature,
[ﬂ authorization [b] authentication

[c] both authorization & authentication[d] none of these [Ans. : b]
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m‘al signature standard cannot be used for encryption
L&] encryption [E] decryption
[c] authorization [d] all of them [Ans.:a] |
gl — helps in ensuring non-fraudulent transactions on the web.
" [3] Centificate authority [b] Digital authority
E] Dual authority [d] Digital signature. [Ans.:a]
a4  Digital signature envelope is decrypted by using - :
merchant private key [b] payment public key
E] merchant’s public key. E] payment’s private key. [Ans.:d]
@5  The recipient verifies the sender’s identity using the sender’s key.
(a] private key [b] public key
E] both key @ume of these [Ans.: b]
" |a6 For a digital signature, there is a relationship between a
' signature and a message.
One to many [6] many to one '.
[c] many to many [d] one to one [Ans.: d]

Short Questions and Answers

Q1 What Is the use of digital signature ?

Ans.: Data appended to, or a data unit that allows a redpient of the data unit to
prove the source and integrity of the data unit and protect against forgery.

Q2  What is the utllity of a detached signature ?

Ans.: A detached signature may be stored and transmitted separately from the
message it signs. This is useful in several contexts. A user may wish to maintain a
Separate signature log of all messages sent or received. A detached signature of an
executable program can detect subsequent virus infection. Finally detached signature
can be used when more than one party must sign a document, such as legal contract. .

Q3 What Is digital signature ?

Ans. ; Digital signature is an authentication mechanism that enables the creator of a
Message to attach a code that acts as a signature.

Q4 What Is one-way property ?

U T 00 00 1 e —
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Ans.: A function that maps an arbitrary length message to a fixed length messaam—
digest is a one-way hash function if it is a one-way function. o

Q.5 What are the two approaches of digital signature ?

Information and Network Security 7-14

Ans.: Two approaches of digital signature are RSA approach and DSS approaches,
Q.6 List any two requirements of digital signature.
Ans. : Requirements :
(a) It must be relatively easy to produce the digital signature.
(b) It must be relatively easy to recognize and verify the digital signature,
Q.7 How confidentially is provided in direct digital signature ?
Ans. : Confidentiality can be provided by encrypting the entire message plus
signature with a shared secret key (symmetric encryption).
Qs What is time stamped signatures ?

Ans.: Sometimes a signed document needs to be time stamped to prevent it from
being replayed by an adversary. This is called time-stamped digital signature scheme,

Qao
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[EEN Key Management

GTU : May-11, 12, Dec.-11, Winter-12,14, 15, Summer-13, 14,15,16

e The purpose of public key cryptography is
1. The distribution of public keys.

2. The use of public key encryption to distribute secret keys.

Distribution of Public Keys
» Different methods have been proposed for the distribution of public keys. There

Public announcement.
Publicly available directory.
Public key authority.
Public key certificates.

!“5‘5!03-5

1. Public announcement
e In public key algorithm, any participant can send his or her public key to any
other participant or broadcast the key to the community at large.

o Fig. 8.1.1 shows the public key distribution.

o -
PU,
PU, — PU,
PU, PU,
S o

Fig. 8.1.1 Public key distribution

o Because of the growing popularity of PGP, which makes use of RSA, many PGP
users have adopted the practice of appending their public key to messages that
they send to public forums, such as USENET newgroups and Internet mailing
lists.

o The disadvantage is that, anyone can forge such a public announcement. That is,
some user could pretend to be user A and send a public key to another
participant or broadcast such a public key.
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2. Public avallable directory
o Greater degree of security can be achieved by maintaining a publicly available
dynamic directory of public keys. Maintenance and distribution of the public
directory would have to be the responsibility of some trusted entity or
organization.

o Fig. 8.1.2 shows public key publication.

Fig. 8.1.2 Public key publication

* Such a scheme would include the following elements :

1. The authority maintains a directory with a {name, public key) entry for each
participant.

2. Each participant registers a public key with the directory authority.
Registration would have to be in person or by some form of secure
authenticated communication.

3. A participant may replace the existing key with a new one at any time.

4. Participants could also access the directory electronically.

3. Public key authority
* Fig. 8.1.3 shows public key distribution scenario
(Refer Fig, 8.1.3 on next page.).
* Following steps occur in public key distribution.
1. A sends a timestamped message to the public key authority containing a
request for the current public key of B.

2. The authority responds with a message that is encrypted using the
authority’s private key, PR, 4. The message also contains B’s public key
(PUy), original request and timestamp.

TECHNICAL PUBLICATIONS - An up thrust for knowledge
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3. A stores B’s public key and also uses it to encrypt a message to B containing
an identifier of A (ID,) and a nonce (N;) which is used to identify this
transaction uniquely.

4. B retrieves A's public key from the authority in the same manner as A
retrieved B’s public key.

5. Public keys have been securely delivered to A and B and they may begin
their protected exchange.

6. B sends a message to A encrypted with PU, and containing A’s nonce (N,)
as well as a new nonce generated by B(N,).

7. A retums N, enaypted using B's public key, to assure B that its
correspondent  is A.

Fig. 8.1.3 Public key distribution scenario

w Drawback
| o Public key authority could be somewhat of a bottleneck in the system. The directory
| 6 of name and public keys maintained by the authority is vulnerable to tampering.

| 1S

. N 4. Public key certificates

12 o Certificates can be used by participants to exchange keys without contacting 2
{0 public key authority. Certificate consists of a public key plus an identifier of the
[3 key owner, with the whole block signed by a trusted third party.
‘: TECHNCAL PUBUCATIONS » An up Prust for krowledgs
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« The third party is a certificate authority, such as government agency or a financial
institution, that is trusted by the user community.

« A user can present his or her public key to the authority in a secure manner, and
obtain a certificate. The user can then publish the certificate.
« Requirements on this scheme :

1. Any participant can read a certificate to determine the name and public key
of the certificate’s owner.

2. Any participant can verify that the certificate originated from the certificate
authority and is not counterfeit.
3. Only the certiﬁcate authority can create and update certificates:

Any paruc:pant can verify the currency of the certificate.
¢ A cerhﬁcate scheme is illustrated in Fig. 8.14. Each participant applies to the
certificate authority, supplying a public key and requesting a certificate.

Fig. 8.1.4 Exchange of public key certificates
* For participant A, the authority provides a certificate of the form
Ca = E(PRyy, [T||ID4||PU,D
* where PR, is the private key used by the authority and T is a timestamp.

EEI Distribution of Secret Keys using Public Key Cryptography

* Public key encryption provides for the distribution of secret key to be used for
conventional encryption.
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Simple secret key distribution
If user A wishes to communicate with user B, the following procedure is employed :

1. User A generates a public/private key pair (PU,, PR,} and transmits a message to
user B consisting of PU, and an identifier of A, ID,.

2. User B generates a secret key (K{) and transmits it to user A, encrypted with A’s
public key.

3. User A computes D(PR,, E(PU,, K))) to recover the secret key. Because only A can
decrypt the message, only user A and user B know the identity of K.

4. User A discards PU, and PR, and user B discards PU,.
5. Fig. 8.1.5 shows use of public key encryption.
() PY, 1D,

@ EPU,K)

Fig. 8.1.5 Use of public key encryption

e User A und B can now securely communicate using conventional encryption and
the session key K. At the completion of the exchange, both user A and B discard
K.

» The protocol discussed above is insecure against an adversary who can intercept.
messages and then either relay the intercepted message or substitute another
message. Such an attack is known as a man in middle attack.

Secret key distribution with confidentiality and authentication
¢ Fig. 8.1.6 shows the public key distribution of secret keys.

(@ E(PUyIN,|[1DA)

@ E(PU,INIIN;)

® e(Pu,N,)
@ E(PU, E(PR,Ky)

Fig. 8.1.8 Public key distribution of secret keys
o It provides protection against both passive and active attacks,
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1. A uses B’s public key to encrypt a message to B containing an identifier of A
(ID,) and a nonce (N;), which is used to identify this transaction uniquely.

2. B sends a message to A encrypted with PU, and containing A’s nonce (N;)
as well as a new nonce generated by B(N,).

3. A returns N encrypted using B’s public key, to assure B that its
correspondent is A.

|
|
4. A selects a secret key K and sends M = E(PU,, E(PR,, K))) to B. ‘
5. B computes D(PU,, D(PRy, M)) to recover the secret key.

EXE] Key Distribution and Certification

- Management and handling of the pieces of secret information is generally referred
to as key management. |

- Activities of key management includes selection, exchange, storage, certification,
revocation, changing, expiration and transmission of the key. ’ .
- Key management is the set of processes and mechanisms which support key

establishment and maintenance of ongoing keying relationship between parties,
including replacing older key with new keys.

- Two major issues in key management are :
1. Key life time
2. Key exposure
Key life time - limit of use which can be measured as a duration of time.
Issue related to key :

1. Users must be able to obtain securely a key pair suited to their efficiency and
security needs.

2. Keys need to be valid only until a specified expiration date.

3. The expiration date must be chosen properly and publicized securely.
4. User must be able to store their private keys securely.

5. Certificates must be unforgettable, obtainable in a secure manner.

1. Public Key Infrastructure

¢ Public Key Infrastructure (PKI) is a well-known technology that can be used to
establish identities, encrypt information and digitally sign documents.

* PKI identifies and manages relationships of parties in an electronic exchange,
serving a wide array of security needs including access control, confidentiality,
integrity, authentication and non-repudiation.

—
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¢ PKI also uses unique Digital Certificates (DC) to secure eCommerce, email, dat,
exchange and Virtual Private Networks (VPN) and intranets and is also used tq
verify the identity and privileges of each user.

* The Certificate Authority (CA) provides a full lifecycle management of public
keys and certificates, including issuance, authentication, storage, retrieval, backup,
recovery, updating and revocation to the PKI.

* All users of PKI must have a registered identity, which is stored in a digita|
certificate issued by a CA.

* Remote users and sites using public private keys and public key certificates can
authenticate each other with a high degree of confidence.

e Authentication is dependent on three conditions :
1. It must be established that each party have a private key that has not been
stolen or copied from the owner.

2. The certificate must be issued to the owner in accord with the stated policy
of the certificate issuer.

3. The policies of the certificate issuer must be satisfactory to the parties so as
to verify identity. ‘
Benefits of PK!
1. Confidential communication : Only intended recipients can read files.
2. Data integrity : Guarantees files are unaltered during transmission.
3. Authentication : Ensures that parties involved are who they claim to be.
4. Non-repudiation : Prevents individuals from denying.
Limitation of PKI ‘
The problems encountered deploying a PKI can be categorized as follows :
1. Public key infrastructure is new
2. Lack of standards
3. Shortage of trained personnel

?3 4. Public key infrastructure is mostly about policies.

A 2. Certificate

= o Certificates are digital documents that are used for secure authentication of
;";’1 communicating parties. _

= * A certificate binds identity information about an entity to the entity's public key
8 for a certain validity period.

L
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A certificate is digitally signed by a Trusted Third Party (TTP) who has verified
that the key pair actually belongs to the entity.

Certificates can be thought of as analogous to passports that guarantee the identity
of their bearers.

Authorities : The trusted party who issues certificates to the identified end entities
is called a Certification Authority (CA).

Certification authorities can be thought of as being analogous to governments
issuing passports for their citizens.

A certification authority can be managed by an external certification service
provider or the CA can belong to the same organization as the end entities.

CAs can also issue certificates to other (sub) CAs. This leads to a tree-like
certification hierarchy.

The highest trusted CA in the tree is called a root CA.

In large organizations, it may be appropriate to delegate the responsibility for
issuing certificates to several different certificate authorities.

L AsiaCA_ UsAca
Subordinate Subordinate Subordinate
CA CA CA

Subordinate Subordinate
CA CA Subordinate
CA

Fig. 8.1.7 Hierarchy of CA

* For example, the number of certificates required may be too large for a single CA

to maintain; different organizational units may have different policy requirements;
or it may be important for a CA to be physically located in the same geographic
area as the people to whom it is issuing certificates.

TECHNICAL PUBLICATIONS™- An up thrust for knowledge
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The X.509 standard includes a model for setting up a hierarchy of the Certification
Authority.

Fig. 8.1.7 shows the hierarchy of certificate authorities.
In the Fig. 8.1.7, the root CA is at the top of the hierarchy. The root CA's

 certificate is a self-signed certificate : that is, the certificate is digitally signed by

the same entity.

The CAs, that are directly subordinate to the root CA, have CA certificates signed
by the root CA. CAs under the subordinate CAs in the hierarchy have their CA
certificates signed by the higher-level subordinate CAs.

Organizations have a great deal of flexibility in terms of the way they set up their
CA hierarchies. '
Certificate chains : Certificate chain is series of certificates issued by successive
CAs.

In some cases, a CA can delegate the actual identification of end entities as well as
some other administrative tasks to a separate entity, the Registration Authority
(RA).

Verifying certificates

When authentication is required, the entity presents a signatures it has generated
from authentication data using its private key, and a certificate corresponding to
that key.

The receiving entity can verify the signature with the public key of the sender
contained in the certificate.

Next the receiving entity must verify the certificate itself by checking the validity
time of the certificate and the signature of the CA in the certificate. '

If the CA is a sub CA, the receiving entity must also verify the signatures of all
higher-level CAs up to the root CA.

The list of certificates needed for verification is called a certification path.
If all signatures are valid and the receiving entity trusts the root CA, the first
entity will be authenticated successfully.

If a private key of an end entity is compromised or the right to authenticate with
a certificate is lost before its natural expiration date, the CA must revoke the
certificate and inform all PKI users about this.

The CA will periodically publish a certificate revocation list (CRL).
The CRL is a list identifying the revoked certificates and it is signed by the CA.

TECHNICAL PUBLICATIONS - An up thrust for knowledge
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e The end entities should check the latest CRL whenever they are verifying a
validity of a certificate.

3. Key Length and Encryption Strength

o The strength of encryption depends on both the cipher used and the length of the
key.

* Encryption strength is often described in terms of the size of the keys used to
perform the encryption : in general, longer keys provide stronger .- =ryption.

* Key length is measured in bits. For example, 128-bit keys for use with the RC4
symmetric-key cipher supported by SSL provide significantly better cryptographic
protection than 40-bit keys for use with the same cipher.

* Roughly speaking, 128-bit RC4 encryption is 3x10% times stronger than 40-bit
RC4 encryption.

* Different ciphers may require different key lengths to achieve the same level of
encryption strength.

The RSA cipher used for public-key encryption, for example, can use only a subset
of all possible values for a key of a given length, due to the nature of the
mathematical problem on which it is based.

Other ciphers, such as those used for symmetric key encryption, can use all
possible values for a key of a given length, rather than a subset of those values,
Thus a 128-bit key for use with a symmetric key encryption cipher would provide

stronger encryption than a 128-bit key for use with the RSA public-key encryption
cipher.

EIEI Key Distrlbu.tion

* For symmetric encryption to work, the two parties to an exchange must share the

- same key, and that key must be protected from access by others. Key distribution

refers to the means of delivering a key to two parties who wish to exchange data,
without allowing others to see the key.

For two parties A and B, key distribution can be achieved in a number of ways, as
follows.

1. User A can select a key and physically deliver it to user B.
2. A third party can select the key and physically deliver it to user A and user B,

3. If user A and user B have previously and recently used a key, one party can
transmit the new key to the other, encrypted using the old key.

o

If user A and user B each has an encrypted connection to a third party C, C
can deliver a key on the encrypted links to user A and user B.
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o For manual delivery of key, options 1 and 2 are used. These options are suitable
for link encryption,

e Option 3 is suitable for link encryption or end-to-end encryption,

For end-to-end encryption, some variation on option 4 has been widely adopted.

The use of a key distribution center is based on the use of a hierarchy of keys,

Minimum two levels of keys are used. Fig, 8.1.8 shows the use of a key hierarchy,

Communication between end systems is encrypted using a temporary key, often
referred to as a session Key. The session key is used for the duration of a logical
connection, such as a frame relay connection, or transport connection and then
discarded.

Session keys are transmitted in encrypted form, using a master key that is shared
by the key distribution center and an end system or user. For each end user, there
is a unique master key that it shares with the key distribution center.

T i ] T * e A
Data Cryptographic protection
Session keys ;i ] '} Cryptographic protection
A} ’
\ F ~
Yo A8 R
5 e - - N i
! = \
Master keys ! D D - Non-cryptographic protection
\ 4 1 y » 7

- -

Fig. 8.1.8 Use of a key hlerarchy
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A koy distribution scenario

¢ User A wishes to establish a logical connection with user B and requires a one
time sesslon key to protect the data transmitted over the connection. User A has a

master key (K,), known only to ltself and the KDC. User B shares the master key
Kl' with the KDC.

The following steps occur :

1. A lssues a request to the KDC for a sesslon key to protect a logical connection to

B. The message Includes the Identity of A and B and a unique Identifier (N,) for
this transaction,

2. KDC responds with a message encrypted using K,

3. A stores the session key for use In the upcoming sesslon and forward to B the
information that originated at the KDC for B :

4. User B sends a nonce N to A.
¢ Fig. 8.1.9 shows the key distribution scenario.

» Steps 1, 2 are used for key distribution and steps 3, 4, 5 for authentication.

/K II1DA 1IN, DIIE(Ky, [Ky, 10,)

@) E(Ky, [K,llID,))

--------

(®) EK, fiN,)
Fig. 8.1.9 Key distribution scenarlo
Session key lifetime

1. For connection-oriented protocol

* Use the same session key for the length of time that the connection is open. Use
new session key for each new session.

¢ For long lifetime, change the session key periodically.

2. For connectionless protocol

TECHNICAL PUBLICATIONS - An up thrust for knowdsdge
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» The most secure approach is to use a new session key for each exchange.' For
connectionless protocol, such as a transaction - oriented protocol, there is no

explicit connection initiation or termination.
Transparent key control scheme
* Fig. 8.1.10 shows automatic key distribution for connection - oriented protocol.

e Assume that communication make use of a connection-oriented end-to-end

protocol, such as TCP.

Fig. 8.1.10 Automatic key distribution for connection - orlented protocol
» Following steps occurs :
1. Host sends packet requesting connection.

2. Session Security Module (SSM) saves that packet and applies to the KDC for
permission to establish the connection.

3. KDC distributes session key to both hosts.

4. The requesting SSM can now release the connection request packet, and a
connection is set up between the two end systems. '

Decentralized key control
(D D,INg

@EMK,, (KD DN (N}

Flig. 8.1.11 Decentralized key distribution
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o Decentralized approach requires that each end system be able to communicate in a
secure manner with all potential parter end systems for purposes of session key
distribution.

o A session key may be established with the following sequence of steps.

1. A issues a request to B for a session key and includes a none, N;.
2. B responds with a message that is encryped using the shared master key.
3. Using the new session key, A returns f (N,) to B.

University, Questions

1

8.
9.

10. Which techniques are used for the distribution of public (SN GTU : Summer-15, Marks .7
I1. In symmetric encryption, Describe the ways in which key distribution can be achieved between two

12. Explain key distribution using KDC.

Write the key distribution scenario in which each user shares a unique master key with key

distrubution centre. GTU i May-11, Marks'3
Explain different key distribution techniques. GTU i Dec.i11; Marks 7

Explain the key distribution scenario and write how does decentralized key control work ?
3 GTU = May-12, Marks 7.
List and explain four general categories of schemes for the distribution of public keys.

What is KDC ? With the help of diagram explain how KDC do key distribution.
What is a nonce in key distribution scenario ? Explain the key distribution scemario if A wishes to
establish logical connection with B. A and B both have a master key which they share with itself

and key distribution center. GTU : Summer-13, Marks 7
Discuss the ways in which public keys can be distributed to two communication parties.
GTU : Winter-13, Marks 7

List and Explain various key management technigues. GTU : Summer-14, Marks 7
Explain key distribution methods. GTU : Winter-14, Marks 7

parties A and B ? GTU : Winter-15, Marks 7

GTU : Summer-16, Marks 7

BBl X509 Certificates

GTU : Dec.-11, May-12, Winter-15

X.509 is part of X.500 recommandations for directory service i.e. set of servers
which maintains a database of information about users and other attributes.

X.509 defines authentication services e.g. certificate structure and authentication
protocols. Also X.509 also defines alternative authentication protocols base on use
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Unsigned certificats Hash code

User 10, - N ",f_"}A
User's pubic key "‘"""n"‘" L

Encryption of hash code
with certifying authority's
private key to form signature

Fig. 8.2.1 Public key certificate

of public-key certificates. The X.509 certificate format is emplied in S/MIME, IP
secunity, SET and SSL/TLS.

e X5¥ standard uses RSA algorithm and hash function for digital signature.
Fig. 821 shows generation of public key certificate.

EEXR X509 Format of Certificate

e The current version of the standard is version 3, called as X.509V3. The general
format of digital certificate X.509V3 is shown in Fig. 82.2.

" Version

T e

Cueitficete Serial Number

o e e ———

O & g o W & W O e

ﬂ?

11 Signature
Fig. 8.2.2 X.509 Digital certificate format version 3

1. Version : Identifies successive versions of certificate format the default is
version.

2. Certificate Serial Number : It contains an unique integer number, which is
generated by Certification Authority (CA).
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3. Signature Algorithm Identifier : Identifies the algorithm used by the CA to
sign the certificate.

4. Issuer Name : Identifies the distinguished name of the CA that created and
signed this certificate.

5. Period of Validity : Consists of two date-time values (not before and not
after) within which the certificate is valid.

6. Subject Name : It specifies the name of the user to whom this certificate is
_ issued.

7. Subject’s Public Key Information : It contains public key of the subject and
algorithms related to that key.

8. Issuer Unique Identifier : It is an optional field which helps to identify a
CA uniquely if two or more CAs have used the same Issuer Name.

9. Subject Unique Identifier : It is an optional field which helps to identify a
subject uniquely if two or more subjects have used the same Subject Name.

10. Extensions : One or more fields used in version 3. These extensions convey
additional information about the subject and issuer keys.

11. Signature : It contains hash code of the fields, encrypted with the CA'’s
private key. It includes the signature algorithm identifier.
Standard notations for defining a certificate

CA<<A>> = CA(V, SN, Al, CA, TAA, Ap)
where,

CA<<A>> indicates the certificate of user A issued by certification authority CA.
CAV ......... Ap) indicates signing of V......Ap by CA.

m Obtaining User's Certificate

* The characteristics of user certificate are -
1. Any user who can access public key of CA can verify user public key.

2. Only certification Authority (CA) can modify the certificate.
* All user certificates are placed in a directory for access of other users. The public
key provided by CA is absolutely secure (w.r.t. integrity and authenticity).

If user A has obtained a certificate from CA X; and user B has obtained a
certificate from CA X,. If A don't know the public key of X,, then B's certificate
(issued by X;) is useless to A. The user A can read B’s certificate but A can not
verify the signature. This problem can be resolved by securely exchanging the
Public keys by two CAs.

——
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EEE] Revocation of Certificates

¢ The certificate should be revoked before expiry because of following reasons :
1. User’s private key is compromised.

2. User is not certified by CA.
3. CA’s certificate is compromised.

e Each CA has a list of all revoked but not expired certificates. The Certificate
Revocation List (CRL) is posted in directory signed by issuer and includes issuer’s
name, date of creation, date of next CRL. Fig. 8.2.3 Certificate revocation list. Each
certificate has unique serial number of identify the certificate.

Signature algorithm identifier

---------------------------

Fig. 8.2.3 Certificate revocation list

EEX Authentication Procedures

e X.509 supports three types of authenticating using public key signatures. The types
of authentication are

1. One-way authentication

% 2. Two-way authentication
m 3. Three-way authentication
0O
ii "' 1. One-way authentication
,[ *;‘. o It involves single transfer of information from one user to other as shown in
| = Fig. 8.24.
O
| Q
L
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Fig. 8.2.4 One way authentication
2. Two-way authentication

» Two-way authentication allows both parties to communicate and verify the
identity of the user.

Fig. 8.2.5 Two-way authentication

3. Three-way authentication

Three-way authentication is used where synchronized clockes are not available
Fig. 8.2.6 shows three-way authentication.

- rrerrr-yyrrerrrryrrr IR R TER TR |

Fig. 8.2.6 Three-way authentication

University Questions

1. Explain X.509 authentication services. | GTU : Dec.-11, Marks 7|
2. Explain the one way and two way authentication in X.509. [ GTU : May-12, Marks 7 |
3. What is the purpose of X509 standard ? | GTU : Winter-15. Marks 3 |
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[EEY Public Key Infrastructure
Management and handling of the pieces of secret information is generally referred

to as key management.
Activities of key management includes selection, exchange, storage, certification,
revocation, changing, expiration and transmission of the key.
Key management is the set of processes and mechanisms which support key
establishment and maintenance of ongoing keying relahonshlp between parties,
including replacing older key with new keys.
- Two major issues in key management are :

1. Key life time

2. Key exposure
Key life time - limit of use which can be measured as a duration of time.

Issue related to key :
1. Users must be able to obtain securely a key pair suited to their efficiency and
security needs. ‘
2. Keys need to be valid only until a specified expiration date.
3. The expiration date must be chosen properly and publicized securely.
4. User must be able to store their private keys securely.
5. Certificates must be unforgettable, obtainable in a secure manner.

1. Public Key Infrastructure

Public Key Infrastructure (PKI) is a well-known technology that can be used to
establish identities, encrypt information and digitally sign documents.

PKI identifies and manages relationships of parties in an electronic exchange,
serving a wide array of security needs including access control, conﬁdenhahty,
integrity, authentication and non-repudiation.

PKI also uses unique Digital Certificates (DC) to secure eCommerce, email, data
exchange and Virtual Private Networks (VPN) and intranets and is also used to

verify the identity and privileges of each user.

The Certificate Authority (CA) provides a full lifecycle management of public
keys and certificates, including issuance, authentication, storage, retrieval, backup,

recovery, updating and revocation to the PKI
All users of PKI must have a registered identity, which is stored in a digital
certificate issued by a CA.
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o Remote users and sites using public private keys and public key certificates can
authenticate each other with a high degree of confidence.

 Authentication is dependent on three conditions :

1. It must be established that each party have a private key that has not been
stolen or copied from the owner.

2. The certificate must be issued to the owner in accord with the stated policy
of the certificate issuer.

3. The policies of the certificate issuer must be satisfactory to the parties so as
to verify identity.

Benefits of PKI
1. Confidential communication : Only intended recipients can read files.
2. Data integrity : Guarantees files are unaltered during transmission.
3. Authentication : Ensures that parties involved are who they claim to be.
4. Non-repudiation : Prevents individuals from denying.
Limitation of PKI

The problems encountered deploying a PKI can be categorized as follows :
1. Public key infrastructure is new

2. Lack of standards

3. Shortage of trained personnel

4. Public key infrastructure is mostly about policies.
2. Certificate '

Certificates are digital documents that are used for secure authentication of
communicating parties.

A certificate binds identity information about an entity to the entity's public key
for a certain validity pericd.

A certificate is digitally signed by a Trusted Third Party (TTP) who has verified
that the key pair actually belongs to the entity.

Certificates can be thought of as analogous to passports that guarantee the identity
of their bearers.

* Authorities : The trusted party who issues certificates to the identified end entities -
is called a Certification Authority (CA).

* Certification authorities can be thought of as being analogous to governments
issuing passports for their citizens.
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|

A certification authority can be managed by an external certification service
provider or the CA can belong to the same organization as the end entities.

¢ CAs can also issue certificates to other (sub) CAs. This leads to a tree-like
certification hierarchy.

¢ The highest trusted CA in the tree is called a root CA.

* In large organizations, it may be appropriate to delegate the responsibility for
issuing certificates to several different certificate authorities.

* For example, the number of certificates required may be too large for a single CA
to maintain; different organizational units may have different policy requirements;
or it may be important for a CA to be physically located in the same geographic
area as the people to whom it is issuing certificates.

* The X.509 standard includes a model for setting up a hierarchy of the Certification
Authority.

» Fig. 8.3.1 shows the hierarchy of certificate authorities.

e In the Fig. 83.1, the root CA is at the top of the hierarchy. The root CA's
I certificate is a self-signed certificate : that is, the certificate is digitally signed by
the same entity — the root CA.

| Root CA ]
| Asia CA | |‘EuropeCA| |U8A°A|

Subordinate Subordinate Subordinate
CA CA CA

N

(satesca )  (Meketns ) (Ersineeros)

r-a Subocrﬂnate Subocgnate Subordnghe
T CA
m
0 — Certificate
S ~=—=— i issued by
> e ] Engineering CA
Iy
2 Fig. 8.3.1 Hierarchy of CA
n -
0
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S

o The CAs, that are directly subordinate to the root CA, have CA certificates signed

by the root CA. CAs under the subordinate CAs in the hierarchy have their CA
certificates signed by the higher-level subordinate CAs.

Organizations have a great deal of flexibility in terms of the way they set up their
CA hierarchies.

Certificate chains : Certificate chain is series of certificates issued by successive
CASU g

In some cases, a CA can delegate the actual identification of end entities as well as
some other administrative tasks to a separate entity, the Registration Authority
(RA).

Verifying certificates

When authentication is required, the entity yrcsents a signature it has generated
from authentication data using its private key, and a certificate corresponding to
that key.

The receiving entity can verify the signature with the public key of the sender
contained in the certificate.

Next the receiving entity must verify the certificate itself by checking the validity
time of the certificate and the signature of the CA in the certificate.

If the CA is a sub CA, the receiving entity must also verify the signatures of all
higher-level CAs up to the root CA.

The list of certificates needed for verification is called a certification path.

If all signatures are valid and the receiving entity trusts the root CA, the first
entity will be authenticated successfully,

If a private key of an end entity is compromised or the right to authenticate with
a certificate is lost before its natural expiration date, the CA must revoke the
certificate and inform all PKI users about this.

The CA will periodically publish a Certificate Revocation List (CRL).
The CRL is a list identifying the revoked certificates and it is signed by the CA.

The end entities should check the latest CRL whenever they are verifying a
validity of a certificate.

3. Key Length and Encryption Strength

The strength of encryption depends on both the cipher used and the length of the
key.

Encryption strength is often described in terms of the size of the key? used to
perform the encryption : in general, longer keys provide stronger encryption.

TECHNICAL PUBLICATIONS - An up thrust for knowledge
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o Key length is measured in bits. For example, 128-bit keys for use with the RCy
symmetric-key cipher supported by SSL provide significantly better cryptographic
protection than 40-bit keys for use with the same cipher.

o Roughly speaking, 128-bit RC4 encryption is 3x10% times stronger than 40-bit
RC4 encryption.

o Different ciphers may require different key lengths to achieve the same leve] of
encryption strength.

o The RSA cipher used for public-key encryption, for‘example, can use only a subset
of all possible values for a key of a given length, due to the nature of the
mathematical problem on which it is based.

o Other ciphers, such as those used for symmetric key mcryphon, can use all
~ possible values for a key of a given length, rather than a subset of those values.

o Thus a 128-bit key for use with a symmetric key encryption cipher would provide
stronger encryption than a 128-bit key for use with the RSA public-key encryption
cipher.

| Multiple Choice Questions

Q1  The trusted party who issues certificates to the identified end entities is called a

(a] certification hierarchy [b] Registration Authority
E Certification Authority @ All of these [Ans. ¢]
Q2  The standard includes a model for setting up a hierarchy of the
Certification Authprity. .
X.501 [b] X.509 [c] x.521 [d] Xx.599 (Ans. b]
Q3 X509 is based on the use of cryptography and
[a] Private key, digital certificate [6] Public key, digital certificate
[c] Private key, digital signature [d] Public key, digital signature [Ans. d]
Q4  Following is NOT a method of distribution of public keys.
n Public announcement. [6] Publicly available directory,
N [2] private key authority (4] Public key certificaes. o
0
E\ Q5 Communication between end systems is encrypted using a temporary key, often
' referred to as a
I :
g [a] Master key []pnvale key [c] public key [d] session key  [Ans.d)
Q 5
E TECHNICAL PUBLICATIONS™- An up thrustfor knowledge
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o —
— Gession keys are transmitted in encrypted form, using a ———— that is shared

af by the key distribution center and an end system or user.

El Master key [E]privatc key EI public key EI session key [Ans. a]

Eﬁs—h—ort Questions and Answers.

ﬂat is key management?

ans.: Key management is the set of techniques and procedures supporting the
establishment and maintenance of keying relationships between authorized parties.

a2 What is master key?

Ans.: Session keys are transmitted in encrypted form, using a master key that is
shared by the key distribution center and an end system or user.

Q3 Define session key.

Ans. : Communication between end systems is encrypted using a temporary key,
often referred to as a session key.

Q4  Whatis PKI?

Ans.: A Public-Key Infrastructure (PKI) is defined as the set of hardware, software,
people, policies, and procedures needed to create, manage, store, distribute, and revoke
digital certificates based on asymmetric cryptography.

Q5  What is key distribution?

Ans.: Key distribution is the function that delivers a key to two parties who wish to
exchange secure encrypted data. Some sort of mechanism or protocol is needed to
provide for the secure distribution of keys.

Q6 What is digital certificate?

Ans.: Certificates are digital documents that are used for secure authentication of
communicating parties.

Q7 What is Certification Authority?

Ans. : The trusted party who issues certificates to the identified end entities is called a
Certification Authority.

Q8  What is a nonce?

Ans.: A random value to be repeated in message to assure that the response is fresh
and has not been replayed by an opponent.

QaQ
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[EXN Remote User Authentication Principle

Authentication Protocols are used to convince parties of each other's identity and
to exchange session keys. They may be one-way or mutual.

Authentication techniques are used to verify identity. The authentication of
authorized users prevents unauthorized users from gaining access to corporate
information systems. Authentication method is of validating the identity of user,
service or application. The use of authentication mechanisms can also prevent.
authorized users from accessing information that they are not authorized to view.

User is authenticated by four ways :

1. Something the individual knows : Examples include a password, a personal
identification number (PIN).

2. Something the individual possesses : Examples include cryptographic keys,
electronic keycards, smart cards and physical keys.

3. Something the individual is : Examples include recognition by fingerprint,
retina and face. '

4. Something the individual does : Examples include recognition by voice pattern,
handwriting characteristics etc. -

Mutual Authentication

Mutual auﬁxenhcatxon allows for both ends to know that they truly know' whom
they are communicating with.

Central to the problem of authenticated key exchange are two issues :
Confidentiality and timeliness.

To prevent masquerade and to prevent compromise of session keys, essential
identification and session key information must be communicated in encrypted
form.

This requires the prior existence of secret or public keys that can be used for this
purpose. The second issue, timeliness, is important because of the threat of
message replays. Timeline prevent the replay attacks.

This requires the prior existence of secret or public keys that can be used for this
purpose. The second issue, timeliness, is important because of the threat of
message replays. Timeline prevent the replay attacks.

Examples of replay attacks

1. Simply replay : The opponent simply copies a message and replays it later.
2. Repetition that can be logged : Replay time stamped message within valid
time.
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3. Repetition that cannot be detected : Original message suppressed and only
reply message arrives.

4. Backward replay without modification.

Replay attack countermeasures
o Replay Attacks are where a valid signed message is copied and later resent. Such
replays, at worst, could allow an opponent to compromise a session key or
successfully impersonate another party.
o At minimum, a successful replay can disrupt operations by presenting parties with
messages that appear genuine but are not.
o Possible countermeasures include the use of : |
1. Sequence numbers : Generally impractical since must remember last number
used with every communicating party. - '
2. Timestamps : Needs synchronized clocks amongst all parties involved, which
can be problematic.
3. Challenge/response : Using unique, random, unpredictable nonce, but not
suitable for connectionless applications because of handshake overhead.

One Way Authentication

o It involves single transfer of information from one user to other.

¢ Client authenticates itself to the server. The server may or may not be
authenticated to the client. This is referred to as one way authentication.

Password based Authentication

* Password is a front line protection against the unauthorized access (intruder) to
the system. A password authenticate the identifier (ID) and provides security to
the system. Therefore almost all systems are password protected.

1] Password vulnerabillity

Passwords are extremely common. Passwords can often be guessed. Use of
mechanisms to keep passwords secret does not guarantee that the system security can
not be broken. It only says that it is difficult to obtain passwords. The intruder can
always use a trial and error method. A test of only a limited set of potential strings
tends to reveal most passwords because there is a strong tendency for people to choose
relatively short and simple passwords that they can remember. Some techniques that
may be used to make the task of guessing a password difficult are as follows

1. Longer passwords.
2. Salting the password table.

3. System assistance in password selection.
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The length of a password determines the ease with which a password can be found
by exhaustion. For example, 3-digit password provides 1000 variations whereas a four
digit passwords provides 10,000 variations. Second method is the system assistance. A
password can be either system generated or user selected. User selected passwords are

often easy to guess. A system can be designed to assist users in using passwords that
are difficult to guess.

2] Encrypted passwords

Instead of storing the names and passwords in plain text form, they are encrypted
and stored in cipher text form in the table. In this case, instead of directly using a user
specified name and password for table lookup, they are first encrypted and then the
results are used for table lookup. If the stored encoded password is seen, it can not be
loaded, so the password cannot be detemuned The password file does not need to be
kept secret.

3] One time passwords

Set of paired passwords solve the problem of password sniffing. When a session
begins, the system randomly selects and presents one part of a password pair; user must
supply the other part. In this, user is challenged and must respond with the correct
answer to that challenge. In this method, the password is different in each instance. One
time passwords are among the only ways to prevent improper authentication due to
password exposure. Commercial implementations of one time password system such as

secur ID, use hardware calculators.
Password selection strategies

o Too short password is too easy to guess. If the passward is 8 random character, it
is impossible to crack the password. In order to eliminate gaussable passwords
four basic techniques are suggested.

1. User education

2. Computer generated password
3. Reactive password checking
4. Proactive password checking

XA Remote User Authentication with Symmetric

1. Mutual Authentication :

¢ The Needham Schroeder protocol refers to two methods of communication
protocols through an insecure network.

1. Needham Schroeder symmetric key protocol, which is based on symmetrlc

encryption algorithm to establish a session key between two parties in a
network.
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2. Needham Schroeder public-key protocol, based on the public key
cryptography to provide mutual authentication between two communication
parties over a network.

£
<9

Needham Schroeder public key authentication protocol
o The Needham Schroeder public key authentication protocol aims to provide a
mutual authentication between two parties Alice (A) and Bob (B).
o Both parties want to insure each other identity before starting to communicate.

o The protocol is as follows :
a. Ku and Kg are Alice's public key and Bob's public key respectively,
b. N, and Np are nonces generated by A and B respectively.
1. A-B:{N,., AIKB (Init)
Alice generates a nonce N and sends it to Bob with her identity. Everything is
encrypted using Bob's public key. :
2. B— A:{N,, Nglg, (Challenge)
Bob generates a nonce N, and sends it to Alice with N4 he has just received. It is a

way to prove that he is really the owner of the private key corresponding to Kg. In
other word, this mechanism is implemented in order to authenticate Bob. Sending back

to Alice N, is also a way to avoid a replay of this message.
3. A-A: {NB}KB (RQSPOI\SE)
Alice decrypts the message and check if it contains the right value of N, . Then, she

sends back N to Bob to prove her ability to decrypt with her private key and so to
authenticate herself.

KRR SR
AT AT i NS Sl

4

5

T

Fig. 9.2.1 Needham Schroeder authentication protocol
ICATIONS ™= An up thrust for knowledge
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2. Based on Shared Secret Key :

In this protocol, a secret key is shared with both party. i.e. source and destination,
One party sends random number to the other, other side transforms it in a special way

and then retums a result. This type of protocols are called challenge-response protocols,
The working of this protocol is as follows.

First the party 1 sends a message 1 to
party 2 i.e. identification of party 1. The party 2 Message 1
needs to find out the message which it received

Message 2
is from party 1 or any other third party. .| = — N
Party 2 sends a large random number to E S
B | Message 4

party 1 in plaintext. The party 1 then encrypts
the message with the key which shares with - |Message 5
party 2 and sends the ciphertext back in
message 3. When party 2 receives this message,
they know that message is from party 1
because of the shared secret key. Uptill now
party 2 is sure only about communication, but party 1 is not sure about the
communication between him and party 2. The party 1 sends a random number to party
2 as plaintext in message 4. When party 2 responds with secret key, party 1 knows they
are communicating with party 2. This protocol has some disadvantages. It is slower and
contains extra messages. These can be eliminated by combining information.

Fig. 9.2.2 Two way authentication using a
challenge-response protocol

EEJ Remote User Authentication with Asymmetric

1. Mutual Authentication :

In this method, A sends a random — :
number R, and identity by encrypting. A Message1 Eg(AR,) B
uses B’s public-key Eg for sending message. Sy Byl
When B receives this messages, B sends A e 3
back aB message ccmtmmng A’s random A [Messa0e2 EaRaRR) 1B
number R, and his own random number {
Rpg and a proposed session key, K;. When " Message3 Ko(Rp) KOk
A gets message 2, A decrypts it using o
gy Aﬂﬂ: wg f;bem;age i Fig. 9.3.1 Authentication using
A finds out random n r
knows that message 2 is from B only. él'hen Gy ypeomarny
A agrees to the session by sending back message 3 to B. When B reads Rp encrypted
with the session key which is generated by B, B knows that A got message 2 and
verified RA

This protocol does has some disadvantage. It assumes that both user (A and B)
already know each others public keys.
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“When B receives Epp(R), he

2. Certificate Based Authentication :

Client have a public key certificate. Fig. 93.2 shows the certificate based
authentication.

A sends his certificate in A B

B
B performs certain checks -

which includes principal name, Certificate chain
validity = period, certificate L
authority etc. R

B then sends his challenge ie a Eape(R)
nonce R. 3 o

A responds by encrypting the
challenge with his private key.
Fig. 9.3.2 Certificate based authentication

decrypts it with A's public key and compares it with the nonce he transmitted in
message 2.

It they match, he concludes that A has used the private key corresponding to the

. public key in his certificate.

m Kerberos GTU ; Dec.-11, May-12. Winter-13.14,15. Summer-15.16

Kerberos is an authentication protocol. It provides a way to authenticate clients to
services to each other through a trusted third party.

Kerberos makes the assumption that the connection between a client and service is
insecure. Passwords are encrypted to prevent others from reading them. Clients
only have to authenticate once during a pre-defined lifetime.

Kerberos was designed and developed at MIT by Project Athena. Currently,'

Kerberos is upto Version 5. Version 4 being the first version to be released outside
of MIT.

Kerberos has been adopted by several private companies as well as added to
several operating systems.

Its creation was inspired by client-server model replacing time-sharing model.
Kerberos is a network authentication protocol designed to allow users, clients and

servers, authenticate themselves to each other.

This mutual authentication is done using secret-key cryptography with parties
proving to each other their identity across an insecure network connection.

_
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¢ Communication between the client and the server can be secure after the client

;\_
and server have used Kerberos to prove their identity.
e From this point on, subsequent communication between the two can be encrypted
to assure privacy and data integrity.
Requirement of Kerberos -
i

¢ Kerberos client/server authentication requirements are :

1. Security : That Kerberos is strong enough to stop potential eavesdroppers from
finding it to be a weak link.

2. Reliability : That Kerberos is highly reliable employing a distributed server
architecture where one server is able to back up another. This means that
Kerberos systems are fail safe, meaning graceful degradation, if it happens. -

3. Transparency : That user is not aware that authentication is taking place
beyond providing passwords.
4. Scalability : Kerberos systems accept and support new clients and servers.
¢ To meet these requirements, Kerberos designers proposed a third-party trusted
authentication service to arbitrate between the client and server in their mutual
authentication.

EXER Kerberos Terminology
o Kerberos has its own terminology to define various aspects of the service.

1. Authentication Server (AS) : A server that issues tickets for a desired service
which are in tumn given to users for access to the service.

2. Client : An entity on the network that can receive a ticket from Kerberos.

3. Credentials : A temporary set of electronic credentials that verify the identity of
a client for a particular service. It also called a ticket.

4. Credential cache or ticket file : A file which contains the keys for encrypting
communications between a user and various network services.

5. Crypt hash : A one-way hash used to authenticate users.
6. Key : Data used when encrypting or decrypting other data.

7. Key Distribution Center (KDC) : A service that issue Kerberos tickets and |
which usually run on the same host as the Ticket-Granting Server (TGS).

8. Realm : A network that uses Kerberos composed of one or more servers called
KDCs and a potentially large number of clients.

Ao Nt ads |
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9, Ticket-Granting Server (TGS) : A server that issues tickets for a desired
service which are in turn given to users for access to the service. The TGS
usually runs on the same host as the KDC.

10. Ticket-Granting Ticket (TGT) : A special ticket that allows the client to obtain
additional tickets without applying for them from the KDC.

[X¥] Kerberos Version 4

o Kerberos version 4 uses DES for providing authentication service. Some aspect of
version 4 are

A)Simple Authentication Dialogue. ~ B) More Secure Authentication Dialogue.

FXEX] Simple Authentication Dialogue

~e For a secure transaction, server should confirm the client and its request. In
unprotected network it creates burden on server, therefore an authentication server
(AS) is used. The authentication server (AS) maintains passward of all users in
centralized database. Also the authentication server shares a unique secret key
with each server.

o Let
Client is represented as C

Authentication server is represented as AS
Server is represented as V

Identifier of user on C is represented as ID.
Identifier of V is represented as IDy,
Passward of user on C is P

Network address of C is represented as AD¢
Secret encryption key shared by AS and V is Ky
Then consider a hypothetical d1a.logue

Sender and receiver Contents of message
L. C-AS ¢ IDc || Pc || Dy
2 ASSC , i Ticket
3. CovV : IDg || Ticket
4. Ticket = E[Ky,(IDc || ADc || Dy )]

Explanation
1. Client Clogs on to workstation requesting to access to server V : The
workstation requests user’s passward and sends message to AS including user
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ID + server ID + user passward. The AS checks this message with database

and verifies it.

2. AS issues ticket : On verifying the tests. AS issues ticket containing user

ID + server ID + network address.

3. Client C applies server V : With this ticket, client C asks server V for access.
Server V decrypts the ticket and verify the aunthenticity of data then grants
the requested service. In above hypothetical dialogue, symbol || represents

concatenation.

EXEE] Secure Authentication Dialogue

¢ Kerberos version 4 protocol ensures secure authentication dialogue involving three

sessions.

i] Authentication Service - Exchange to obtain ticket-granting ticket.

ii] Ticket-granting Service - Exchange to obtain service granting ticket.

| ili] Client/server authentication - Exchange to obtain service.

e Each of the above session has two steps, as shown in table below

it AT TR -g‘f‘-\ i

Session Step
T

e

1
AR AR, 2
S AR S
SR "4
5

Y
g HIDR
B 6111 B
: R e ]
._f'*._- R e
AR e ]

. » Fig. 9.4.1 shows how the steps are executed in Kerberos version 4.

Kerberos
U 2. AS verifies
o A user N Amﬂmn 1 = ’
- Q{.':‘kaZi{b*rkh‘,ﬂrw"'sﬁ.t="’ Lotiicn bty """? o somr (As) . A

Database

| e T

5. Sends tickets and
authenticator
to server

1, [Ticket-granting |

server (TGS).

4. TGS decrypts ticket

6. Server verifies ticket and authenticator

Fig. 9.4.1 Overview of kerberos

Ao rvamrmnoads |
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e
m‘ Kerberos Realms
o The constituents of a full-service Kerberos environment are
a) A Kerberos server
b) Clients

¢) Number of application server,
o Requirements of Kerberos sever :
a) Kerberos server should have user ID.

b) Hashed pﬁssword for all users.
c) All users should be registered with Kerberos server.
d) Kerberos server should have secret key with each server.

e) All servers should be registered with Kerberos server.
‘o A Kerberos realm is referred as is the environment where
- all nodes share same secured database.

- changing and accessing the Kerberos database requires Kerberos master
password.

- aread only copy of Kerberos database resides in computer system.

o Networks have different realms under different administrative organizations. The
users of one realm may access the servers in other realm provided the users are
authenticated. The interoperating Kerberos shares a secret key with the server in
other realm.

EXYE] Kerberos Version 5

o Version 4 of Kerberos have some environmental shortcoming and technical

- deficiencies.
Environmental shortcomings of version 4

1. Encryption system dependence
2. 'Internet protocol dependence
3. Message byte ordering
4. Ticket lifetime
5. Authentication forwarding
6. Inter realm authentication.

Technical deficiencies of version 4

1. Double encryption

e —
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> ACXC (Propagating Cipher Block Chaining) encryption

3 Sesson keys
4 Password attacks
ETER] version 5 Authentication Dialogue
« The Kerberos version 5 message exchange involves three session, these are
L. Authentication Service Exchange
I Ticket - Granting Exchnage

3. (Bent/Server Authentication Exchange
* Each session has two steps. Table 9.4.1 summarizes session, steps and thej,

sson | S Facion
B Application Service Exchange C—) AS - To obtain ticltet-gmnﬁng tldcet.
: AS-+C g
& Ticket-Granting Service Exchange C-—-) TGS To, obtain service—granthwg'ﬂcka.
: " TGS—» 5 _ P
iﬁ TEent/Server Authentication Exchmge C-—-) V. ‘ To obtain sewir.a. a
- i -"uV;-;Q;;};;;"- Rk S ey

Table 9.4.1

* The flags field is expanded in ticket in version 5 of Kerberos. Various flags that

may be included in a ticket, are

i) INITIAL

§) PRE - AUTHENT

i) HW - AUTHENT

iv) RENEWABLE

v) MAY-POSTDATE

vi) POSTDATED

vii) INVALID

viii) PROXIABLE

ix) PROXY

x) FORWARDABLE

xi) FORWARDED
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T
m Comparison between Kerberos Versions 4 and 5 :
',T.‘."- 2ol Paramelers * Kerberos Versions 4 Kerbtros \'eniom 5
mﬁon algorithmsused Ly DESonly Bl mat DE.Sand other a\aym”__.
ncm Jifetime 5 min units, Maximum = 1280 Start and end time s arbitrary
R ________minutes : P iy
d Tagged message with ordenng Abstract syntax notation on
Mgsage byle or_“enng__ il ___38 g g g
m attack Initial request in clear and use Need to send '
A et it for offline attack. ___pre-authentication d dau
“Two. Bmes ﬂ“-’Z)’PW“ : Supported ___ . Not supported
" Replay risk using repeated --Sub session key once only
* ticket L o
___Limits to pairs ;- gl  Transiion allowed

XX strengths of Kerberos

1. Passwords are never sent across the network unencrypted. This prevents those
unscrupulous people from being able to read the most important data sent
over the network.

2. Clients and applications services mutually authenticate. Mutual authentication '
allows for both ends to know that they truly know whom they are
communicating with.

3. Tickets have a limited lifetime, so if they are stolen, unauthorized use is
limited to the time frame that the ticket is valid.

4. Authentication through the AS only has to happen once. This makes the
security of Kerberos more convenient.

5. Shared secret keys between clients and services are more efficient than
public-keys.

6. Many implementations of Kerberos have a large support base and have been
put through serious testing.

7. Authenticators, created by clients, can only be used once. ThIS feature prevents
the use of stolen authenticators.

EXXA Weakness of Kerberos
1. Kerberos only provides authentication for clients and services.
2, Kerberoz 4 uses DES, which has been shown to be vulnerable to
brute-force-attacks with little computing power.
3. The principal-key database on the KDC has to be hardened or else bad things
can happen.

4. Like any security tool, it is also vulnerable to users making poor password
choices.
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Information and Network Security 9-14 User Authentication
5. Kerberos doesn't work well in a time-sharing environment.
6. Kerberos requires a continuously available Kerberos Server. If the Kerberos
Server goes down, the Kerberos network is unusable.
7.

Kerberos does not protect against modifications to system software like Trojan
horses.

Difference between Kerberos and SSL

1No. _ Kerbem

":‘l - Uses pnvatekeyencrypﬁon.

i Basedonuwtmstedmhdpmy

Hgn 'Idealformtmkmim: 5

o e Keymocauoncanbeaccomphshadby ;_' ey’
koot disabling a user at the authentication sérver '

VS Passwordresidesmmu’smdswhueﬂwy& er
musnaﬂymtsubjedtometathck

6 P Kmbemsopmsoumemdfreeavaihble

w

4
5.
6
7

. Write a short note : Kerberos ) GTU : Summer-14, Marks 4

. What four requirements were defined for Kerberos 7
. Explain authentication mechanism of Kerberos. | GTU : Summer-16, Marks 7.

Explain Kerberos in detail, GTU : Dec.-11, Marks 7
Explain the Ticket Granting Server (TGS) scheme in Kerberos. [ GTU : May-12, Marks 7 |

What problem was Kerberos designed to address ? Brigfly explain how session key is distributed in
Kerberos.

Explain Kerberos authenticaion system. FGTU - Winter-14, Marks 7|

m Short Questions and Answers

Qi

Q.2

Ans. :
for access to the service. The TGS usually runs on the same host as the KDC.

Ans. : Kerberos is an authentication protocol. It provides a way to authenticate clients
to services to each other through a trusted third party.

What Is ticket-granting server :

A server that issues tickets for a desii'ed service which are in turn given to users

Define Kerberos.
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o™
/;:ﬂ:;;:
al - ork that uses Kerber?s composed of one or more servers called KDCs
Ans: otel'lﬁauy large number of clients, ;
’ what Is challengelresponse 7
ad :
| ; Party A, expecting a fresh message from B, first sends B a nonce(challenge) and
» ires that the subsequent message (response) received from B contain the correct _
yalue. '
a5 pefine Kerberos realm.
AnS. Kerberos realm is a set of managed nodes that share the same Kerberos
database.
QQa
\
\ -
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10.6 Multiple Choice Questions
10.7 Short Questions and Answers

10 Web Security
=
————
Syllabus
Feb Security threats and approaches, SSL architecture and protocol, Transport layer security,
HTTPS and SSH
s
Contents
10.1 Web Security Threats

and Approaches  ............. Summerd: -« ::cciiiiiiiiiiiiiiii Marks 7
e B 000000 severenvanaed May-11, 12, Dec.-11,

senaesaiiens Winter-12,14,15, Summer-13,1516- -« -+ ...... Marks 7

10.3 me L‘ﬂr Sm"fy __________ sumfs' ................................ Mm’ 7
04 HTIPS 3 avevsenssmans L Marks 7
10.5 SSH-

(1-1) B "
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Information and Network Securtly 10-2 Web Security
Web Security Threats and Approaches | GTU 7 Siimmer-14 |

A birthday attack refers to a class of brute-force attacks.

The attack is named after the statistical property of birthday duplication - you
only need 23 people to have a larger than 50 % chance that they are born on the
same day of the year.

This is due to the fact that each time you adding one person to the set of people
you are looking for duplicates in, you are looking for duplicates against all the
people already in the set, not just one of them.

The same technique can be used to look for conflicts in one-way functions. Instead
of taking one output of the one-way function, you create or acquire a set of values
(let us call this a) that have a some property and then create another set of other
values that have different properties (let us call this b) and try to find any value
that is in both a and b. This is a much smaller problem that finding a value that
match a particular value in a.
The properties in a and b might for instance be
1. a contains secure hashes of an innocent message and b contains one of a less
innocent message, so the attacker can substitute the messages at a later date.

2. a is the password hashes of a system the attacker wants to get an account
on, and b'is a set of password hashes that the attacker knows the passwords
for.

3. a is the set of public keys from a Discrete Logarithms based cryptosystem
where g and p are static, while b is the set of g’e mod p functions that the
attacker knows e for. |

Brithday attacks are often used to find collisions ‘of hash functions. To avoid this
attack, the output length of the hash function used for a signature scheme can be
chosen large enough so that the birthday attack becomes computationally
infeasible.

Resistance against this attack is why the Unix password hashes use a salt. .

University Question

1. How can we achieve web security 7 Explain with example. GTU : Summer-14, Marks 7

m SSL GTU : May-11, 12, Dec.-11,Winter-12,14,156, Summer-13,15,16

* SSL protocol is an internet protocol for secure exchange of information between a

web browser and a web server.
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e SSL is designed to make use of TCP to provide a reliable end to end secure
service.

e Secure Socket Layer (SSL) provides security services between TCP and applications
that use TCP. The SSL protocol is an internet protocol for secure exchange of
information between a web browser and a web server.

Features of SSL
1. SSL server authentication, allowing a user to confirm a server’s identity.
2. SSL client authentication, allowing a server to confirm a user’s identity.

3. An encrypted SSL session, in which all information sent between browser and
server is encrypted by a sending software and decrypted by the receiving
software.

4. SSL supports multiple cryptographic algorithms.
ETPXH SSL Architecture

SSL uses TCP to provide reliable end-to-end secure service. SSL consists of two
subprotocols, one for establishing a secure connection and other for using it. Fig. 10.2.1
shows SSL protocol stack.

. protocol |- protocol | protocol | .
B

Fig. 10.2.1 SSL protocol stack
SSL record protocol : It provides basic security services to various higher layer

protocols.
HTTP :  Provides the transfer service for web client/server
interaction.
SSL Handshake protocol,

SSL Change cipher protocol, : Management of SSL exchanges.
SSL Alert protocol. -

TECHNICAL PUBLICATIONS - An up thrust for knowledge
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SSL Record Protocol
. ﬂnSSLRermdpmmolprmidﬁmwnkﬂ fOfSSL'connection.
1. Confidentiality - Handshake protocol for encryption of SSL payload.

2. Message integrity - Handshake protocol for Message Authentication Coq,
(MAC).

SSLreeordpmmlopenﬁmbshawninFl&wll

Fragment

me‘%////%

o
T

Appent '
SL
Recor? header
Fig. 10.2.2 8SL Record protocol operation

o The record protocol takes application message to transmil., fragments the data,
compress, applies MAC, encrypts, adds a header and transmits the TCP segment.

ETFE] Handshake Protocol

Handshake protocol allosnrstheserverandclientlaoauthemicateeachotheral“"to
negotiate an encryption before transmitting application data various m'assages are
in protocol. Table 10.2.1 enlist these messages and there associated - |

1 f‘ F
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j. Certificate Crains of X509 V3 conificates 1
ol . Server - key - "Ch‘ngz Pmm,w.
Certificzte - request Ty, authorition. :
&ﬂ_er-dﬂnﬂ _— NUE
Certificate - verify Sgnature o
s S e - - - nr e L SO, ._.__‘-'ﬁ
. Client - key - exchange finished Parameters, sigrature bash vabue &
.._.F-

Table 10.2.1 SSL handshake protocol message types

. Fig 1023 shows handshake protocol action

Client

Server

Phase - 1

Phase - 2

Phase - 3

Phase -4

Cha :
W%\‘
D Ty
pner SP=

na
Ora s ed

Fig. 10.2.3 Handshake protocol 8¢

L —————
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a4 Comparison between IPSec and SSL
.

g‘.Nﬂ. m IPSR ___E________.ﬂi.s.l.' e

T PosiSion in the Ol model Internet Layer 'f.:n"f"

: Configaration Complex s"‘“P"_________

3 NAT Problematic No Problem

e Scftware Locztion Kemel Are2 User Area i,

s Frewal Not Friendly rendlly o oo

. Vender Nenrspecific Vender Spedific
L% eecpenbiliy Yes No

8 Deplcy hw‘:’ luscnldytndepbymd

E[FX] Comparison of SSL and TLS

SSL TLS
ES S mmorvesion 50 20d S In TLS, the major version is 3 and the
maoryesm 5 3 <5 minor version is 1.
S5 mee FMAC a'poois et St the  TLS makes use of the same algorithm the
ﬁ.wnmaﬁtaﬂn TS all of the alert codes

scpports
defined in S5 3 with the exception of no
. cetficate.

iy oo

L

2 Explain SSL protocol in deteil
3. Wiick perawmcicrs defime session state end
Sacket Layer) ?

4 Virie a rote om : i) Secure Socke: Layer.

-

5

6. Explain Secure Socket Layer Protocol

7. Define SSL session and SSL commection.
stxie.

List and 2eme the poramriers fhat define secure socket layer comnection siate.

e Mﬁmsﬂkﬁﬁmmm‘

whick parameters define comnection state in SSLISecure

Which parameters define session state and comnection

GTU : Summer-15, Marks 7

P LB s sus
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i
8. Define - SSL session and SSL connection. Which parameters are used to define S5L state and SSL
connection 7
o, Wrie ashort rote on SSL
EEEH Transport Layer Security

o Transport Layer Security (TLS) is a feature of mail servers designed to secure the
transmission of electronic mail from one server to another using enayption
technology. TLS can reduce the risk of eavesdropping tampering and message
forgery mail communications.

o TLS is a security protocol from the Internet Engineering Task Force (IETF) that is
based on the Secure Sockets Layer (SSL) 3.0 protocol developed by Netscape.

o TLS was designed to provide security at the transport layer. TLS is a
non-proprietary version of SSL. For transactions on Internet, 2 browser needs :

1. Make sure that server belongs to
the actual vendor.

2 Contents of message are not
modified during transition.

3. Make sure that the imposter does
not interpret sensitive information
such as credit card number.

» Fig. 103.1 shows the position of TLS in
the protocol.

* TLS has two protocols : Handshake and
data exchange protocol

1 Handshake : Responsible for Fig. 103.1
negotiating security, authenticating
the server to the browser and (optionally) defining other communication
parameters. The TLS handshake protocol allows authentication between the
server and client and the negotiation of an encryption algorithm and
cryptographic keys before the application protocol transmits or receives any
data.

2. Data exchange (record) protocol : Data exchange (record) protocol uses the
secret key to encrypt the data for secrecy and to encrypt the message digest
for integrity. The TLS record protocol is designed to protect confidentiality
by using symmetric data encryption.

TECHNICAL PUSUUCATIONS -+ A3 up Prust &y knowieche

Scanned with CamScanner




R TR T TEmCssmsmimmwiwsm ,h‘w

Information and Network Secunty 10-8 Web Security
U

Handshake protocol . Server
e Fig. 1032 shows the TLS
handshake protocol.
1. Browser sends a hello message
that includes TLS version and
some preferences.

2. Server sends a certificate
message that includes the public
key of the server. The public
key is certified by some
certification  authority, which
means that the public key is

encrypted by a CA private key.
- End h
Browser has a list of CAs and - e
their public keys. It uses the Fig. 10.3.2 TLS handshake protocol

corresponding key to decrypt
the certification and finds the server public key. This also authenticates the server
because the public key is certified by the CA.

3. Browser sends a secret key, encrypts it with the server public key and sends it to
the server.

4. Browser sends a message, encrypted by the secret key to inform the server that
handshaking is terminating from the browser key.

5. Server decrypts the secret key using it private key and decrypts the message using
the secret key. It then sends a message, encrypted by the secret key, to inform the
browser that handshaking is terminating from the server side.

1. Explain the pseudorandom function used by Transport layer security.

m HTTPS GTU : Winter-13

e Secure HTIP is an extension to the Hypertext Transfer Protocol (HTTP) that
allows the secure exchange of files on the World Wide Web.

e In HTTP basic authentication, the client sends his username and password in clear
text as part of the HTTP request.

TECHNICAL PUBLICATIONS - An up Bwust for knowledge
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. In all subsequent HTTP requests for content from subdirectories of the original
request, these credentials will be automatically resent.

. In HTTP Digest authentication, no passwords are sent in the clear. Instead, a
gyptographic hash value containing the username, password, and additional
security-relevant data, will be transmitted from the client to the server.

" HTTP Problems :

1. HTTP Basic authentication is vulnerable to passive eavesdropping. Moreover, it
provides no mechanism for explicit session expiration (i.e. logout).

2. HTTP Digest authentication cannot guarantee sufficient support on all client
platforms.

3. Both mechanisms do not provide session tracking, but only authentication.

Secure HTTP indicates to user that page contents were not viewed or modified by
a network attacker.

o Each S-HTTP file is either encrypted, contains a digital certificate, or both. For a

given document, S-HTTP is an alternative to another well-known security protocol,
Secure Sockets Layer (SSL).

+ A major difference is that S-HTTP allows the client to send a certificate to
authenticate the user whereas, using SSL, only the server can be authenticated.
S-HTTP is more likely to bé used in situations where the server represents a bank

and requires authentication from the user that is more secure than a user-id and
password.

* Fig. 10.4.1 shows position of HTTPS.

 Hypertext Terminal Protocol “Secure Hypertext Terminal
(a) HTTP T',"‘ it s
(b) Secure HTTP

Fig. 10.4.1 Position of secure HTTP

* Secure HTTP layer is above the SSL and TCP protocol. HTTPS communicates over
port 443 by default.
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¢ Fig. 10.42 shows secure HITP transactions.

Browser - SL Setws

TCP Connect

SSL Cennect

Fig. 10.4.2 HTTPS transaction

e When a client makes a request over HTTPS, it first tries to locate a certificate on

the server. If the cert is found, it attempts to verify it against its known list of
* certificate authorities (CA). If it is not one of the listed CAs, it might show a

dialog to the user wamning about the website's certificate. Once the certificate is
verified, the SSL handshake is complete and secure transmission is in effect.

o Benefits of a HTTPS certificate are :

1. Customer information like credit card numbers, bank account numbers is
encrypted and cannot be intercepted

2. Visitors can verify

3. Customers are more likely to trust and complete purchases from sites that use

e S-HTTP provides a wide variety of mechanisms to provide for confidentiality, !
authentication and integrity. It also includes header definitions to provide key
transfer, certificate transfer and similar administrative functions..

e S-HTTP does not use any a particular key certification scheme. It includes support
for RSA, in-band, out-of-band and Kerberos key exchange. Like SSL, client public
keys are not required.

University Question

1. List and define the parameters that define secure socket layer connection state.

GTU : Winter-13, Marks 7

TECHNICAL PUBLICATIONS™ - An up thrust for knowledge

Scanned with CamScanner



5\:\‘ -

N

-

W R e

ngn and Network Security 10-11 Web Security

m sSH

Secure Shell (SSH) is a protocol for secure remote login and other secure network
services over an insecure network. Secure Shell is a powerful, software-based

approach to network security that provides a secure channel for data transmission
through a network.

It Supports secure remote logins, secure remote command execution, secure file
transfers. SH connections provide highly secure authentication, encryption, and
data integrity to combat password theft and other security threats.

Features of SSH :
Privacy : via strong end-to-end encryphon— DES, IDEA, Blowfish
Integrity : via 32 bit Cyclic Redundancy Check (CRC-32)

Authentication : server via server's host key, client usually via password or public
key :

4. Authorization : controlled at a server wide level or per account basis

5. Forwarding : encapsulating another TCP based service such as Telnet within an

I

SSH session

Secure Shell client and server applications are widely available for most popular
operating systems. Secure Shell provides three main capabilities:
Secure command-shell

Secure file transfer

. Port forwarding

Fig 10.5.1 shows SSH protocol stack. SSH is organized as three protocols that

typically run on top of TCP.

SSH User amhentlcabon protocl | SSH Connection protocol

. SSH Transport layer protocol

~_Transmission cantrol protocol (TCP)

L pa i B

Fig. 10.5.4 SSH protocol stack

Functions of SSH protocol stack

Trmport Layer Protocol provides server authentication, data confidentiality, and

data integrity with forward secrecy. The transport layer may optionally provide
compression.

——
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e User Authentication Protocol: Authenticates the user to the server.

e Connection Protocol: Multiplexes multiple logical communications channels over a
single, underlying SSH connection.
SSH Transport layer protocol

* Server authentication is based on the server's public/private key pair.
1.  Host Keys : one host may have many, or many hosts could share one
2.  Client must have the server's public key in advance.

¢ Two alternative trust models defined in RFC4251.
1. The client has a local DB associates each host name with public key.

2. The host name to key association is certified by CA. The client only
knows CA's public key and can verify all host keys certified by CA.

Reasons to use SSH

1. Designed to be a secure replacement for rsh, rlogin, rcp, rdist, and telnet.

2. Strong authentication. Closes several security holes (e.g., IP, routing, and DNS
spoofing).

3. Improved privacy. All communications are automatically and transparently
encrypted.

4. Arbitrary TCP/IP ports can be redirected through the encrypted channel in both
directions

5. The software can be installed and used (with restricted functionality) even without
root privileges.

6. Optional compression of all data with gzip (including forwarded X11 and TCP/IP
port data), which may result in significant speedups on slow connections.

Components of Secure Shell

1. SSHD Server : A program that allows incoming SSH connections to a machine,
handling authentication, authorization.

2. Clients : A program that connects to SSH servers and makes requests for service

3. Session : An ongoing connection between a client and a server. It begins after the
client successfully authenticates to a server and ends when the connection

terminates.
¢ When SSHD is started, it starts listening on port22 for a socket.

e When a socket get connected the secure shell daemon spawns a child process.
Which in turn generates an host key e g. RSA.

TECHNICAL PUBLICATIONS - An up thrust for knowledge
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After key is generated the secure shell daemon is ready for the local client to
connect to another secure shell daemon or waits for a connection from remote
host.

sSH Package exchange

Fig. 1052 show the sequence of Client Server
events in the SSH Transport Layer

Protocol. ~ TCP connection setup

The client initiates the connection by SSH version string exchange
sending a request to the TCP port of 5681 oy eniange

the SSH server. (includes algorithm negotiation)

Server reveals it's SSH protocol
version to the client.

& ; - Termination of the TCP ection
If the client and server decide their SR GLIe ST o

versions  are  compatible, the
connection proceeds.

SSH data exchange

Fig. 10.5.2 Sequence of events In the SSH
SSH server sends the information to Transport Layer Protocol

the client - host key, the server key, a

list of supported encryption, compression and authentication methods, and a
sequence of eight random bytes.

Client checks identity of server by using the host key against known hosts
database.

Client generates a session key and double encrypts it using the host key & server
key. ‘

Client sends encrypted session key along with check bytes and acceptable
algorithm.

Authentication ‘

Server then decrypts the encrypted session key it received.
Server sends a confirmation encrypted with this session key.
Client receives confirmation, confirms server authentication.

Client Authentication usually either by Password Authentication or Public key
Authentication.

Server confirms client authorization.

Generates a 256 bit random challenge, encrypts it with clients public key, and
sends to client.

TECHNICAL PUBLICATIONS ™+ An up thrust for knowledge
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Multiple Choice Questions

- Packet length : length of the packet not including the

. Random padding : it is 4 - 255 bytes. The total leﬁEth of Encryption

i //////z'://///
with a Packet langth (4)
Client decrypts challenge, generates a hash value //;///////////// ///’

session identifier (commonly generated random string Padding length (1)

at beginning of session), and sends to server. % W

Server generates hash, if both match, session s //
/’

authenti Payload
Hcated,  (may be compressed)

%

MAC and the packet length field.
Random paddmg
Padding length : length of padding. //////////////

//7//
Payload: it is useful contents and might be compressed. ///% / /

Maximum payload size is 32768.

-

"%

Fig. 10.5.3 shows binary packet protocol.

packet not including the MAC must be multiple of ' _
max(8, cipher block size) even if a stream cipher is used. Compression
Fig. 10.5.3 Binary packet

MAC : it is computed over the clear packet and an protocol
smplicit sequence number.

Q1

Q.2

Q3

Q4

Qs

SSL is designed to make use of —— to provide a reliable end-to-end secure

[a] uop [bj TCP [c] P [d] HTTP [Ans. : b
HTTS uses port number —

la] 25 )80 €] u3 [d 1024 [Ans.: d
SSH stand for

E Secure socket shell [b] secure socket layer

El secure session handshake [El_—] Secure shell [Ans.:d]
SSH connection protocol runs on fhe top of SSH .

[a] Internet protocol .[b] transport layer protocol

E] application layer protocol [d] None of these [Ans. : b]

The user initiates an SSH connection. SSH attempts to connect to port ——- on
the remote host.

[a] 22 (b]25 <] 80 [d] 110 [Ans-HlJ

TECHNICAL PUBLICATIONS™~ An up thrust for knowledge

Scanned with CamScanner



—

m‘of""”"" and Network Security 10-15 Wab Sy,uw,
I

mch of the following three users authentication method supported by SSH, |
E] Private key, password, hostbased

[_E] Public key, login, password

E] Public key, password, hostbased

@] Private key, password, serverbased [Ans.:¢)

- acae
lm Short Questions and Answers

a1 Whatis SSH ?

ans.: SSH is a protocol for secure remote login and other " ——
over an insecure network e network services

g2  What s SSL session ?

Ans.: Session : An SSL session is an association between a client and a server.
Gessions are created by the Handshake Protocol. Sessions define a set of cryptographic
security parameters which can be shared among multiple connections.

a3  Which of two services provided by SSL Record Protocol tor SSL connections 7

Ans. : Confidentiality: The Handshake Protocol defines a shared secret key that is
used for conventional encryption of SSL payloads.

Message Integrity : The Handshake Protocol also defines a shared secret key that i
used to form a MAC.

Q4  Whatis the purpoée of HTTPS ?

Ans.: HTTPS refers to the combination of HTTP and SSL to implement secure
communication between a Web browser and a Web server.

Q5  What is the difference between an SSL connection and an SSL session 7
Ans.: A connection is a transport that provides a suitable type of service. For SSL,
such connections are peer-to-per relationships. The conections are transient. An‘SSL
session is an association between a client and a server. Sessions are created by the
Handshake Protocol. Sessions define a set of cryptographic security parameters, which
can be shared among multiple connections.

Q6  Define TLS.

Ans.: Transport Layer Security (TLS) is a protocol that encrypts and delivers mail
securely, TLS encryption requires the use of a digital certificate, which contains identity
information about the certificate owner as well as a public key, used for encrypting
communications. ' :

——

aaa
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= Winter - 2016 Gujarat Technological |
Information & Network Security University !
Semester - VII (CE / CSE / IT) Course-2013 Solved Paper I

Time : 2 15 Hours] [Total Marks : 70

Instructions :
1. Attempt all questions.

2. Make suitable assumptions wherever necessary. 1

3. Figures to the right indicate full marks.

Q1 a) What is symmetric key cryptography ? What are the challenges of symmetric key
cryptography 7 List out various symmetric key algorithms and explain caesar
cipher in detail. [Refer sections 1.3 and 1.9.1] (71

b) P and Q are two prime numbers. P = 7 and Q = 17. Take public key E = 5. If
plain text value is 6, then what will be cipher text value according to RSA
algorithm ? Explain in detail. 7]

Ans. : P=I7;Q=17;E=5
n = PxQ=7x17=119
" ¢(m) = P-1)(Q-1)=7-1)(17-1)=9
Calculated : ed = 1 mod ¢ (n)
sd = 1 mod (96)
d =77
Cipher text : (@

(m)® mod (n)

C

(6)° mod (119) = 41

RSA is a block cipher in which plaintext and ciphertext are integers between 0 and
(n-1). .

Q2 a) Explain one time pad in detail. What are the practical issues of this algorithm ? 71
[Refer section 1.9.6]

b) Explain byte substitution and shift row operation of AES in detail.
[Refer section 2.7.2) ’

(7]

. (S-1)

|
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. OR
b) Explain DES kev generation process in detail. [Refer section 2.4] (7]
Q.3 a) What is PKI ? What are the components of PKI ? Explain certificate authority in
detail. [Refer section 8.3] (71
b) “Only hashing does not ensures integrity of message in network communication” -
Justify vour answer twith suitable example. [Refer section 5.1] (71
OR
Q.3 a) Consider the scenario where user A wants to send bulk data (data is in GBs) to
user B using networking. Data exchange has to be done in confidential manner.
The kev which is used for encryption can be intercepted by an attacker. Which is
the most efficient and protected way to achieve secure communication ? Justify
your answer in detail. [Refer section 10.2] (7]
b) What is SSL ? Which security services does it offers ? How does it works ?
[Refer section 10.2] 7]
Q4 a) What is kerberos ? How kerberos authenticates the users for authorized service
access ? [Refer section 9.4] 71
b) Write a short note on "Digital signature algorithm”. [Refer section 7.1] (7]
OR
Q.4 a) Explain Diffie-Hellman key exchange algorithm. [Refer section 4.3) (7]
b) Differentiate between hashing and encryption. What are the practical applications of
hashing ? Compare MD5 and SHA1 hashing algorithms.
[Refer sections 5.1, 5.2 and 5.6.3] (7]
Q.5 a) Write a short note on message authentication code.
[Refer section 6.1] (7]
b) Write a short note on : i) Cipher text only attack. [Refer section 4.2.1.4]
ii) Timing attack [Refer section 4.2.1.2] (7]
OR '
Q.5 a) Whatis SSH ? How does SSH works ? [Refer section 10.5] 71
b) Write a short note on “Hill cipher”. [Refer section 1.9.4] (71
Qoo

TECHNICAL PUBLICATIONS™ An up thvust for knowledge

’ Scanned with CamScanner



Summer - 2017 Gujarat Technological
Information & Network Security University
Semester - VII (CE / CSE/IT) Solved Paper
Time : 2 12 Hours] (Total Marks : 70
Instructions :

1. Attempt all questions.

2. Make suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.

Qi a)

Ans. @

1) Briefly explain any two active security attacks. [Refer section 1.6.2] [4]
2) Discuss the following terms in brief : [3]

- Brute force attack

- Cryptography
Brute force attack :

Brute-force attacks are carried out by hackers which intend to crack your

passwords with the help of software which simply tries different character
combinations in quick succession.

The algorithm is quite easy and limited to the trial and error of as many

character combinations as possible. For this reason it is also called
"exhaustive search”.

The attacker normally uses a high-performance computer, which can perform

a large number of calculations per seconds and thus can check a large
number of combinations in a short time.

In practice, this méthod is often used successfully, because many users use
short passwords, which in addition only consist of characters of the alphabet,
which drastically reduces the number of possible combinations and makes it
easier to guess the password.

Cryptography : Refer section 1.4

b)

Q2 a)
b)

Explain single round of DES algorithm. Support your answer with neat sketches.
[Refer section 2.4.1] (7]
' Elaborate AES encryption with neat sketches. [Refer section 2.7] 7]
Discuss electronic code book and cipher feedback mode with neat diagrams.
[Refer section 3.3] (7]
(S-3)
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OR

b) Explain playfair cipher substitution technigue in detail. Find out cipher text for the

following given key and plaintext. (7]
Key = ENGINEERING
Plaintext = COMPUTER (Refer section 1.9.3)

Ans.: key = ENGINEERING plaintext = COMPUTER
E N G 1" R
A B c D F
H K L M o
P Q S T u
v w X Y z
Plaintext = COMPUTER — CO MP UT ER
Cipher text = FLHTNI '
Q.3 a) 1) Write differences between substitution techniques and transportation techniques.
' (31
Ans. :
e Substitution : Each letter retains its position but changes its identity
e Transposition : Each letter retains its identity but changes its position.
o Caesar dpher and playfair cipher is an example of substitution cipher
¢ Rail fence is an example of transposition cipher.
2) Explain triple DES with two keys. [Refer section 3.2] [4]
b) Write requirements for hash function and bng?y explain simple hash function.
[Refer sections 5.1.1 and 5.3] (71
OR
Q.3 a) 1) Discuss the following terms in brief.
- authentication,
- data integrity [Refer sections 9.1 and 1.1.3] (3]
2) Explain avalanache effect in DES and discuss strength of DES in brief. [4]
Ans.: (2) In cryptography, the avalanche effect refers to a desirable

property of cryptographic algorithms, typically block ciphers and cryptographic hash
functions. The avalanche effect is evident if, when an input is changed slightly (for
example, flipping a single bit) the output changes significantly (e.g., half the output
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bits flip). In the case of high-quality block ciphers, such a small change in either the
key or the plaintext should cause a drastic change in the ciphertext.

Also refer section 2.4.6
b) Explain RSA algorithm in detail with suitable example.

[Refer section 4.2] (7]
Q4 a) Explain any one approach to Digital Signatures. [Refer section 7.1.3] (7]
" b) Discuss Diffie - Hillman key exchange algorith in detail
[Refer section 4.3] (71
OR

Q4 a) 1) Give differences between hash function and message authentication codes.  [3]

Ans. @

e A MAC is an algorithm that requires the use of a secret key. A MAC takes a
variable length message and a secret key as input and produces an
authentication code. A recipient in possession of the secret key can generate
an authentication code to verify the integrity of the message.

A hash function maps a variable-length message into a fixed length hash
value, or message digest. For message authentication, a secure hash function
must be combined in some fashion with a secret key.

2) What are the principal elements of public - key cryptosystem ? Explain in brif.
[Refer section 4.1] .- [4]
b) Write a detailed note on : Kerberos. [Refer section 9.4] [7]
Q5 a) Write a note on : Message Authentication Codes. [Refer section 6.1] 171

b) 1) Briefly explain web security threats.

[Refer section 10.1] (3]
2) Discuss SSL architecture in brief. [Refer section 10.2.1] [4]

oR
Q5 a) Explain various general categories of schemes for the distribution of public keys.
[Refer section 8.1.1] (71
b)  Write a note on : X.509 Certificate Format. [Refer section 8.2.1] (71
Qaa
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Instructions :
L. Attempt all qhestions.
2. Make suitable assumptions wherever necessary.

3. Figures to the right indicate full marks.

Q.1

Q.2

a)

(3]

Discuss the following terms in brief :

Passive attack, Cryptanalysis [Refer sections 1.5 and 1.6.1]

fa of ? tion 1.3
What are the essential ingredients of a symmetric cipher 7 [Refer section 1.3] [4]

Explain transposition techniques with appropriate example.
[Refer section 1.10]

What are the differences between stream cipher and block cipher ? -
[Refer section 2.2.2]

Which of the following Fig. 1 provides authentication (only) and which provides
confidentiality only ? Justify your answer in brief.

171

~-——— Source A —» —+——Destination B —*
M ~.D M
E(PU,M)
PU, PR,
Fig.1

Where M is plain text message, E is encryption function, D is decryption. function,
PR, and PR, are private keys of Source - A and Destination - B respectively
while PU, and PU,, are public keys of Source - A and Destination - B. [4]

(-6
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' E(PR,,M)
PR. PU,
Flg. 2

Ans. : Confidentiality : From Fig. 1.

o Confidentiality is provided by encrypting messages to be transmitted. The
algorithms used for encrypties are CAST-128, IDEA, 3DES with multiple
keys.

e Only a portion of plaintext is encrypted with each key and there is no
relationship with keys. Hence, the public key algorithm is secure.

o This service can be used for encrypting disk files. As you'd expect, PGP uses
symmetric-key encryption for confidentiality. The user has the choice of three

different block-cipher algorithms for this purpose : CAST-128, IDEA, or
3DES, with CAST-128 being the default choice.

1. Sender generates message and random 128-bit number to be used as session
key for this message only.

Message is encrypted, using CAST-128 / IDEA/3DES with session key.

3. Session key is encrypted using RSA with recipient's public key, then
attached to message.

Receiver uses RSA with its private key to decrypt and recover session key.
5. Session key is used to decrypt message.

Authentication : From Fig. 2.

* Signatures are attached to the message or file are detached signatures are
also supported and are stored and transmitted separately from the message it
signs. The digital signature is generated by either

i) SHA-1 and RSA i) DSS/SHA-1

* Sender authentication consists of the sender attaching his/her digital
signature to the email and the receiver verifying the signature using
public-key cryptography. Here is an example of authentication operations
carried out by the sender and the receiver.:

1. At the sender's end, the SHA-1 hash function is used to create a 160-bit
message digest of the outgoing email message.

TECHNICAL PUBLICATIONS ™+ An up thrust for knowledge
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2. The message digest is encrypted with RSA using the sender's private key
and the result prepended to the message. The composite message is
transmitted to the recipient.

3. The receiver uses RSA with the sender's public key to decrypt the message
digest.

4. The receiver compares the locally computed message digest with the
received message digest.

) Explain Playfair Cipher in detail. Find out cipher text for the following given plain

text and key.
Key = GOVERNMENT
Plaintext = PLAYFAIR ‘ 71
Ans. :  Refer section 1.9.3
key = GOVERNMENT plaintext = PLAYFAIR
G (o} Vv E R
N M T A B
c D F H 7]
K L P Q s
u W X Y z
Plaintext = PLAYFAIR — PL AY FA IR
Cipher text = KQYETHBS
OR
c) Discuss Data Encryption Standard with neat sketches. [Refer section 2.4] 71
Q.3 a) Explain Avalanche effect in DES. [Refer Q.3 (a) of Summer - 2017) 3]
b) Write a brief note on hill cipher. [Refer section 1.9.4] 14]
c) Explain AES encryption in detail. [Refer section 2.7] (7]
OR ;
Q.3 a) State the basic difference(s) between message authentication code and hash function.
[Refer OR Q.4 (a) of Summer - 2017] [3]
b) What is meant by meet - in - the middle attack in double DES ? Explain the same
in brief. [Refer section 3.1]. _ [4]
c) Discuss the following block cipher modes of operation in detail with neat sketches :
- Cipher block chaining mode
- Counter mode (Refer section 3.3) [7]

TECHNICAL PUBLICATIONS™ - An up thrust for knowledge
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Y a) Briefly explain source repudiation and destination repudiation. [3]
Ans. :

Q4

b)

c)

a)
b)

Ans, :

Source repudiation : Denial of transmission of message by source.
Destination repudiation : Denial of receipt of message by destination.

Message authentication is a procedure to verify that received messages come
from the alleged source and have not been altered. Message authentication
may also verify sequencing and timeliness.

A digital signature is an authentication technique that also includes measures
to counter repudiation by either source or destination.

Any message authentication or digital signature mechanism can be viewed as
having fundamentally two levels.

Enlist the practical applications of hashing |Refer section 5.1.3] (4]

Discuss RSA Algorithm with suitable example. [Refer section 4.2] 7]
OR

List the requirements of Public Key Cryptography. [Refer section 4.1] [3]

Calculate the shared secret (K, and Kp) key using Diffie Hellman Key Exchange
Algorithm with suitable emmp!e Takeq=23, =5 X, =6and Xz =15. [4]

A's public key Y,
Y, = o™ modq = (5°mod23 =8

B's public key Yg

Yp = o*Bmodq = (5" mod23 = 19

For shared secret key (K, and Kp)

Qs

A compute K = (YB)XA modq = (19)® mod23 = 2

A compute K = (YA)_XB modq = (_8)15 mod23 = 2
C) Write a detailed note on Secure Hash Algorithm. [Refer section 5.5) (71
a) Explain the concept of Realm in Kerberos in brief.
[Refer section 9.4.2.3] 3]
b)  Briefly discuss Web Security Threats. [Refer section 10.1) 4]
) Explain various general categories of schemes for the dxstnbutum of public keys.

[Refer section 8.1.1] 7
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QS5 a) Explain HTTPS in bricf. [Refer section 10.4] o
b) Briefly discuss the working of SSL Recond Protocol. [Refer section 102.2] 1,
c) Elaborate any one approach to Digital Signatures. [Refer section 7.1.1] )
QQaQ
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Time: 2 1-2' Hours] [Total Marks : 70
[nstructions :

1. Attempt all questions.

2. Make suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.

Qi a)

Q2 a)

Q3 a)

Q3 a)
b)
Ans. :

Explain data confidentiality, data authentication and data integrity.
(Refer section 1.1.3)

Describe monoalphabetic cipher. (Refer section 1.9.2)
Explain playfair cipher with example. (Refer section 1.9.3)
Explain one time pad cipher with example. (Refer section 1.9.6)

Explain columnar transposition cipher technique. (Refer section 1.10)

Write a short note on DES. (Refer section 2.4)
OR

Describe various steps of AES. - (Refer section 2.7)
Explain key pair generation using RSA algorithm. (Refer section 4.2)
Explain encryption and decryption using RSA. (Refer section 4.2)

What is digital signature ? Explain hash code base digital signature.
(Refer sections 7.1 and 7.1.3)
OR

Explain Diffie Hellman key exchange algorithm. (Refer section 4.3)
Explain man in middle attack in Diffie Hellman key adla'ﬁgr.
Man in middle attack in Diffie-Hellman (DH) key exchange :

i3
(4]
71
131
4l
171

71

BB
4]

(7]

(3]
[4]

o Diffie-Hellman key exchange by itself does not provide authentication of the
communicating parties and is thus vulnerable to a man-in-the-middle attack.

e An attacker may establish two distinct key exchanges between the two
parties, allowing it to decrypt, then re-encrypt the messages transmitted

between them.

(s-11)
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e The basic arrangement is that while Alice and Bob are performing a DH key
agreement in order to establish an encrypted connection between them, a
third party, Carol, is performing a Man in middle attack on them by placing
herself in the path so she can inspect, modify, or delete any packets
exchanged between Alice and Bob.

e Alice and Bob think they are performing a DH exchange with each other,
and the resulting generated secret is known only to them and can be used to
derive keys for a secure connection between them.

e In reality, Carol as an active Man in middle attack attacker performs a DH

exchange with Alice and a separate DH exchange with Bob.

As a result, Carol knows both generated secrets, and hence can read all the

encrypted packets sent by Bob and Alice by continuing to be in the middle,

decrypting and re-encrypting packets on the fly.

¢) Explain HMAC algorithm. 7]

ANS. - l{N!AC :

e The IPsec authentication scheme uses a scheme called Hashed Message
Authentication Codes (HMAC), which is an encrypted message digest
described in RFC 1024.

HMAC uses a shared secret key between two parties rather than public key
methods for message authentication.

pjectives for HMAC
o 1. To use, without modifications, available hash function.
To allow for easy replaceability of the embedded hash function in case

o faster or more secure hash functions are found or required.
3, Touse and handle keys in a simple way.
4 To preserve the original performance of the hash function without incurring

a significant degradation. |
5 To have 2 well understood cryptographic analysis of the strength of the
" authentication mechanism based on reasonable assumptions about the

&’
c .modﬂ'lm
, Fig 1shows HMAC structure.
, Define the following terms
H _ pitial value input to hash function
v : nessage input to HMAC

/ TECHMNICAL PUBUCATms". An up tirust for knowledge
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K ipad
bbes. b oL
(MR GRREE -~~~ -~~~
n bits
4]
e w
| n bits
H(s M)
el
Pad 1o b bits
1 Y
=

HMAC (K.M)

Fig. 1 HMAC structure
Y, = i"block of M, 0 S i< (L-1)

L = number of blocks in M
b = number of bits in a block

n = length of hash code produced by embedded hash function
K = Secret key recommended length is 2 n
K" = K padded with zeros on the left so that the result is b bits in length.
ipad = 00110110 (36 in hexadecimal) repeated b/8 times
Opad= 01011100 (5C in hexadecimal) repeated b/8 times.
Then HMAC can be expressed as follows
HMAC (K, M) = H [(K* @ opad) || H((K® & ipad) || M]
1. Append zeros to the left end of K to create a b-bit string K*.

2. XOR K* with ipad to produce the b-bit block S,.
3. Append M to S,

TECHNICAL PUBLICATIONS - An up thrust kv knowledge
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Apply H to the stream generated in step 3.
XOR K* with opad to produce the b-bit block S,
Append the hash result from step 4 to S,
Apply H to the stream generated in step 6 and output the result-- 5, TWO
A more efficient implementation is possible, as shown in g *
quantities are precomputed (See Fig. 2).
f(IV, (K* & ipad))
£(IV, (K* ® opad))
Where f(CV, block) is the compression function for the hash function.

N oo s

|
Precomputed | Computed per message

|

K* ipad 1
|
|
: b bits b bits b bits
: Yo Y1 L] L] [ ] YL.."
’ 1
! n bits
: rash
| n bits
: 5 H(S, Il M)
|
: pad to b bits
|
I

. i =)
b bits | _ _
v 0 : LS
| n bits
I HMAC (M)
Fig. 2 Efficient Implementation of HMAC
HMAC security
¢ Know that the security of HMAC relates to that of the underlying hash
algorithm.

e Attacking HMAC requires either

TECHNICAL PUBLICATIONS- An up thrust for knowledge
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e A :
a) Brute-force attack on key used. This in order of 2n where n is the chaining

variable bit-width.

Birthday attack (but since keyed would need to observe a very large

number of messages). Like MD5 this is in order of 2n/2 for a hash length
of n.

o Choose hash function used based on speed versus security constraints.
o Note that HMAC is more secure than MD5 for birthday attack.

a)

b)

In MD5 the attacker can' choose any set of messages to find a collision
(i.e. HM) = HM")).

In HMAC since the attacker does not know K, he cannot generate messages
offline. For a hash code of 128 bits, this requires 264 observed blocks
(i.e. 264 * 29 = 273 bits) generated using the same key. On a 1 Gbps line,
this requires monitoring stream of messages with no change of the key for
250,000 years (quite infeasible !!).

Explain digital public key certificate format. (Refer section 8.2.1) (3)
Explain double and triple DES. (Refer sections 3.1 and 3.2) (4]
Explain authentication mechanism of kerberos. (Refer section 9.4) 7
OR
Explain DSA (Digital Signature Algorithm). (Refer section 7.1.4) [3]
Explain various'pubh‘c key distribution technigues. (Refer section 8.1.1) (4]
Write a short note on SSL. (Refer section 10.2) (7]
Explain basic hash code generation. (Refer section 5.3) [3)
Explain cipher feedback mode of DES operation. (Refer section 3.3) [4]
Write a short note on public key infrastructure. (Refer section 8.3) 7]
OR
Explain MAC code generation using block cipher. (Refer section 6.3) (3
Explain counter mode of DES operation. (Refer section 3.3) [4]
Explain HTTPS and SSH. (Refer sections 10.4 and 10.5) 7
QQQ
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Instructions :
1. Attempt all questions.
2. Make suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.
" @A a) Differentiate block cipher and a stream cipher. (Refer section 2.2.2) (3]
b) Encrypt the message “Surgical Strike” with key “GUJAR” using PLAYFAIR
technigue. [4)
Ans. : Key = GUJAR
Plain text = Surgical Strike
G U J A R
B c D] & ¢
H K L M N
0 P Q e T
r ""‘;' w x ; Zz

Phintext-;S'lugicalStrike
Cipher text = PA U] UD JM OP GU MC

c)
Q2 a)

b)

|

Discuss in detail encryption and decryption process of DES.

(Refer sections 24.3 and 24.4) (7]
Distinguish between symmetric encryption and asymmetric encryption using
suitable example. (Refer section 4.1.2) [3]
Describe the term : Authentication, Authorization, Integrity and Non-repudiation,

(Refer sections 1.7 and 1.7.1) [4)
Discuss in detail encryption and decryption process of AES. ‘
(Refer section 2.7.2) (7]

(8-10)
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OR
¢) Encrypt the message “meet me at the usual place” using the Hill cipher with the
9 4
s 7)
3 7 ' (7)
ans.: Ciphertext = Key x Plaintext mod 26

C = KP mod 26

4
9 4Y12 972124 424 124 20 u
[5 714) "’(5x12+7z4]'(83}"'““26"[10]"[1:]
2 pair from plain text “et”
9 4Y 4 974+ 419 112 8 i
[5 7119] ”(smnsz ’(153]””25"[8]"(;(}
Cipher text for “meet” is “ukix”.

To get plain text from cipher text, we need to find the inverse of K
|A| = 9%7 -5x%4)=>43

’ 7 -4 17-417-4'“‘,.
M;(A):)[_s 9]»3(_5 g]aﬁ(_s 9](.43/.26 17)

.1't Pair from Phin text "me" s> [12]

Find the multiplier for 17, using 17 x X = 1 mod 26 => X = 23

161 92 5 -14 5 12
=> Mod 26 = = .+ Add 26 for -
(-115 207] ”[ } [ ]‘ for ~ ve values)

-11 25 15 25
P = CK™ = > For the cipher text of “uk”

5 12Y20)_(5%20+12x10) (20} . (12) (m
15 25| 10| | 15%20+25x10 | ~| 550 4) | e

Hence the plain text is “me”.

Corresponding Cipher :
Sl xul7 M| E 7 L1 0. plelulali
29 10 . 23 20 10 4 3 17 14 12 4 ' n w| 2
v K I x u K Y D L} o ] L \ w '
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1 lals s |a il jalm] FE e l= 1% 1 h lc‘J

Q3 a) Exice sulohr ESeci (Refer Q3 (2) of Summer-2017) [3)

b) Dscuss muoe ox roddle sfiasce (Refer section 1L64) [4]
€) Exvics i drix RSA Jgordim kighlighiing s securily aspect.
(Refer section 42) 71
OR
Q3 a) Exviss thr VERNAM qpier meiind (Refer section 1.9.6) 131

b) Exvise fhr SSreuy heimer Sasion and comfusion. (Refer section 26.1)  [4)
€) FrisSy epice DiSr Helmoe Key exchomge with ot example.

(Refer section 43) (7]
Q4 a) Was= s MAC ? Hox 2 xed &t oyplo system. (Refer section 6.1) [3]
b) BricSy opise digiidl Sgnshoe dgorithm. (Refer section 7.1.4) [4]
(Refer section 82.4) 7]
OR

Q4 2a) Discuss HASH fumction and its application in Crypio System.
(Refer section 5.1) [3]
b) Explzm Diferent tupe of Attadks on Crypio System. (Refer section 1.5.1) [4]
¢) Explein PGP with its Authentication and Confidentiality Operation. m

Ans. : Authentication
Signatures are attached to the message or file are detached signatures are
also supported and are stored and transmitted separately from the message it

signs.
o The digital signature is generated by either
i) SHA-1 and RSA ii) DSS/SHA-1

e Sender authentication consists of the sender attaching his/her digital
signature to the email and the receiver verifying the signature using
public-key cryptography.

TECHNICAL PUBLICATIONS - An up thrust for knowledge
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o Here is an example of authentication operations carried out by the sender !
and the receiver : ‘
1. At the sender's end, the SHA-1 hash function is used to create a 160-bjt
message digest of the outgoing email message.
2. The message digest is encrypted with RSA using the sender’s private key
and the result prepended to the message. The composite message is
transmitted to the recipient.

3. The receiver uses RSA with the sender’s public key to decrypt the message
digest.

; 4. The receiver compares the locally computed message digest with the
received message digest. ;

o Fig. 1 shows an authentication only.

Source A

BRI - oeeR——
“\“ a

. B
T SN - s

EP) : i ol

Fig. 1 Authentication

Confidentiality :

* Confidentiality is provided by encrypting messages to be transmitted. The

:lgorithms used for encrypties are CAST-128, IDEA, 3DES with multiple
eys. .

* Only a portion of plaintext is encrypted with each key and there is no
relationship with keys. Hence, the public key algorithm is secure.

* This service can be used for encrypting disk files. As you'd expected, PGP
uses symmetric-key encryption for confidentiality. The user has the choice of
three different block-cipher algorithms for this pupose : CAST-128, IDEA, or
3DES, with CAST-128 being the default choice.

L Sender generates message and random 128-bit number to be used as session

key for this message only.

Message is encrypted, using CAST-128/ IDEA/ 3DES with session key.

Session key is encrypted using RSA with recipient’s public key, then
attached to message.

Receiver uses RSA with its private key to decrypt and recover session key.

Session key is used to decrypt message.

Fig. 2 shows a confidentiality operation.
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E[PU, Ks]

-
~

PU, G PR,

|E~@——(£w —‘@Lm

Flg. 2 Confidentiality

c°ﬂﬂdantlallty and authentication
* May be both services used same message
a) Create signature for plain text abd attach to message
b) Encrypt both message and signature using CAST-128 or IDEA or TDEA

c) Attach RSA encyptedsession key
» Fig. 3 shows confidentiality and authentication.

Fig. 3 Confidentiality and authentication

o When both services are used, the sender first signs the message with its own
private key, then encrypts the message with a session key, and then encrypts
the session key with the recipient’s public key.

Q.5 a) List out the various web security threats. (Refer section 10.1) (3]

b) What is meant by message digest ? Give an example. (Refer section 5.6) [4]

c) Discuss clearly secure hash algorithm with its real time application.
(Refer section 5.5) (7]

OR
Q.5 a) Explain HAND SHAKE protocol in SSL. (Refer section 10.2.3) [3]
b) What is KDC ? List the duties of a KDC. (Refer section 8.1.3) (4]
c) Explain digital signature schemes Elgamal and Schnorr.

(Refer sections 7.3 and 7.4) (7]
aQQ
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